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City of Dearborn Heights 
6045 FENTON • DEARBORN HEIGHTS,MICHIGAN 48127 

Mo Baydoun 
Council Chairman 

 
 
Study Sessions and City Council Meetings shall be attended in person by City Council Members. 
Members of the public have the option of attending in person or virtually.  
   

Purpose: 
 
6:00 p.m. CITY COUNCIL REGULAR MEETING 

  Location: City Hall Council Chambers - 6045 Fenton 

 Date: Tuesday, October 8, 2024  
 

 
Join Zoom Meeting  

https://us06web.zoom.us/j/84497512402?pwd=MPBWNUxrBttJTHh1KCb54egMjbFnFa.1 
 

Meeting ID: 844 9751 2402 
Passcode: 576659 

 
One tap mobile 

+13092053325,,84497512402#,,,,*576659# US 
+13126266799,,84497512402#,,,,*576659# US (Chicago) 

 
Dial by your location  

+1 301 715 8592 US (Washington DC) 
+1 309 205 3325 US 
+1 312 626 6799 US (Chicago) 
+1 646 876 9923 US (New York) 
+1 646 931 3860 US 
+1 507 473 4847 US 

+1 564 217 2000 US 
+1 669 444 9171 US 
+1 669 900 6833 US (San Jose) 
+1 689 278 1000 US 
+1 719 359 4580 US 
+1 253 215 8782 US (Tacoma) 

+1 346 248 7799 US (Houston) 
+1 360 209 5623 US 
+1 386 347 5053 US 
+1 408 638 0968 US (San Jose) 

 
 

Find your local number: https://us06web.zoom.us/u/kxqfrG58k 
 
 
Persons who may wish to contact members of the City Council to provide input or to ask questions on any 
business that will come before the City Council at the meetings are to contact City Clerk Senia at 313-791-3434 or 
email at clerks@dearbornheightsmi.gov before 5:00 p.m. on the day of the meeting. For participation during the 
meeting, click on the Zoom link to enter the meeting room and raise your “zoom” hand to indicate that you have 
a question. You can also contact the WDHT-TV Staff at any of the above phone numbers.  

 
Council Chairman: (313) 641-0100 • City Clerk: (313) 791-3435 

mabaydoun@dearbornheightsmi.gov 
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ORDER OF BUSINESS OCTOBER 8, 2024 
REGULAR MEETING OF THE DEARBORN HEIGHTS CITY COUNCIL 

  

1. CALL OF MEMBERS 

2. PLEDGE OF ALLEGIANCE 

 A Presentation by Congresswoman Rashida Tlaib 

 B City Council - Resident Recognition 

3. AGENDA APPROVAL 

4. APPROVAL OF MINUTES 

 A Minutes from the Regular Meeting of September 24, 2024 

5. PUBLIC HEARINGS AND COMMENT ON AGENDA ITEMS 

6. FUND TRANSFERS AND CURRENT CLAIMS 

 A Claims and ACH/Wire Transfers 6-1 thru 6-36 

7. CONSIDERATION OF BIDS 

8. REPORTS FROM MAYOR 

 A Funding Scout Services  

 B Alley Vacation Request Ford Rd. between Berwyn and Norborne 

 C Open Fiber Metro Act Permit Extension 

9. REPORTS FROM CITY OFFICIALS 

 A Council Chair Baydoun & Councilman Wencel - Policy Regarding Public Comment at 
City Council Meetings 

 B Clerk Senia - Institute for Responsive Government Grant 

 C REMOVED AT MEETING Clerk Senia - Requesting Special Outside Legal Counsel 

 D Brownfield Administrator Rosco - 2024-2025 Proposed Brownfield Redevelopment 
Authority Budget 

 E Comptroller Shepard - Annual Financial Audit and Single Audit - Engagement Letter 
Renewal 

 F IT Director Cooper - Managed Detection and Response with Security Awareness 
Training 
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 G IT Director Cooper - Purchase & Payment of Mitel Upgrades and Repairs 

 H IT Director Cooper - PDK Update 

 I REMOVED AT MEETING Parks & Recreation Director Sower - Canfield Center Marquee 
Sign - Change Order #1 

 J Police Chief Swope - Purchase & Payment - Flock Safety Cameras 

 K Police Chief Swope - Patrol Budget Amendment 

 L Police Chief Swope - Dispatch Budget Amendment Request 

10. PETITIONS FROM CITIZENS 

11. ORDINANCES AND RESOLUTIONS 

 A Chief Hernandez & City Engineer Dib - CDBG - DR Infrastructure Resiliency Planning 
Resolution 

 B Chief Hernandez & City Engineer Dib - CDBG-DR Comprehensive Master Plan 
Resolution 

12. COMMUNICATIONS 

13. NEW BUSINESS 

14. MEMBERS OF THE PUBLIC 

 A Comments from Council Members 

 B Announcements 

 C Public Comments 

15. ADJOURNMENT 
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MINUTES SEPTEMBER 24, 2024 

REGULAR MEETING OF THE DEARBORN HEIGHTS CITY COUNCIL 

 

24-431 The meeting was called to order at 6:07p.m. by Council Chairman Pro Tem Hassan Ahmad. 

 

Roll Call showed the following: 

 

Present: Council Chair Pro Tem Hassan Ahmad, Councilman Robert Constan, Councilwoman Denise 

Malinowski Maxwell, Councilman Hassan Saab, Councilman Tom Wencel. 

Absent:   Council Chairman Mo Baydoun, Councilwoman Nancy Bryer (arrived at 6:09 p.m.). 

Also Present:    City Clerk Senia, Mayor Bazzi, Treasurer Hicks-Clayton, Building & Engineering Director Watland, 

Chief of Staff Hernandez, City Engineer Dib, Comptroller Shepard, DPW Director Danci, Fire Chief 

Brogan, Human Resource Director Eggly, IT Director Cooper, Library Director McCaffery, 

Ordinance Enforcement & Animal Control Director Dishroon, Police Chief Swope. 

 

The Pledge of Allegiance was led by Representatives of the Crestwood High School National Honor Society. 

 

Councilman Ahmad presented a certificate of recognition to Timothy Emery for his work in the community. 

 

24-432 Motion by Councilman Saab, seconded by Councilman Constan to approve the Agenda for the Regular Meeting 

of September 24, 2024 as submitted. 

 

Motion adopted 

 

24-433 Motion by Councilman Saab, seconded by Councilman Constan to approve the Minutes for the Special Meeting of 

September 5, 2024, as outlined in 4-A. 

 

Motion adopted 

 

24-434 Motion by Councilman Saab, seconded by Councilman Constan to approve the Minutes for the Regular Meeting 

September 10, 2024, as outlined in 4-B. 

 

Motion adopted 

 

24-435 Motion by Councilman Saab, seconded by Councilman Constan to approve Current Claims and ACH/Wire 

Transfers 6-1 through 6-19 and 6-21 through 6-42 as submitted.   

  

1 ALL SEASONS UNDERGROUND $2,200.00  

2 ALLIE BROTHERS $2,635.67  

3 ALLIED BUILDING SERVICES OF DETROIT $2,755.80  

4 ALLIED BUILDING SERVICES OF DETROIT $7,350.00  

5 ALLIED BUILDING SERVICES OF DETROIT $1,749.88  

6 ARTISTIC LANDSCAPING & LAWN $1,756.16  

7 ARTISTIC LANDSCAPING & LAWN $9,951.42  

8 CMP DISTRIBUTORS, INC. $2,017.00  

9 DEMCO, INC. $1,521.43  

10 DOWNRIVER UTILITY WASTEWATER AUTH $63,428.80  

11 DUKE'S ROOT CONTROL INC. $5,667.00  
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12 DUKE'S ROOT CONTROL INC. $8,496.75  

13 DUKE'S ROOT CONTROL INC. $7,817.30  

14 ETNA SUPPLY $2,506.00  

15 ETNA SUPPLY $9,500.00  

16 FIESTA GOURMET AND DELI, INC. $1,550.00  

17 GETAWAY TOURS & CHARTERS $1,895.00  

18 GREAT LAKES WATER AUTHORITY $11,721.72  

19 HOME DEPOT CREDIT SERVICES $1,799.41  

21 MACQUEEN $2,150.80  

22 MICHIGAN MUNICIPAL RISK   $16,973.68  

23 NONA AGENCY / NABIL NONA $2,326.05  

24 PAT MILLIKEN FORD $2,799.45  

25 PFM FINANCIAL ADVISORS LLC $25,691.80  

26 PLANTE & MORAN PLLC $23,861.25  

27 PLANTE & MORAN PLLC $18,427.50  

28 PRIORITY WASTE LLC $220,203.49  

29 QUAD-TRAN OF MICHIGAN, INC. $4,301.46  

30 QUAD-TRAN OF MICHIGAN, INC. $7,684.00  

31 RKA PETROLEUM COMPANIES, INC $25,359.67  

32 SYSTEMP CORPORATION $1,987.50  

33 THE ACCUMED GROUP $10,920.70  

34 UNISTRUT MIDWEST $1,884.05  

35 URBAN TREE TRIMMING $3,050.00  

36 VILLAGE FORD $2,133.50  

37 WADE TRIM   $7,497.50  

38 WADE TRIM   $10,223.75  

39 WAYNE COUNTY $134,081.78  

40 WAYNE COUNTY $11,649.75  

41 WHITLOCK BUSINESS SYSTEMS, INC $4,378.00  

42 WHITLOCK BUSINESS SYSTEMS, INC $5,024.25 

 

Motion adopted 

 

24-436 Motion by Councilwoman Malinowski Maxwell, seconded by Councilwoman Bryer to grant permission to Dearborn 

Heights Panthers Junior Football League to hold a parade on Saturday, September 28, 2024 at 9:15 a.m.  Police 

Chief Swope and Fire Chief Brogan have approved the route and will provide any services they may require, as 

outlined in 8-A.  Per Mayor Bazzi communication dated September 17, 2024. 

 

Motion adopted 
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24-437 Motion by Councilman Constan, seconded by Councilman Saab to concur with the Mayoral appointments of Mr. 

John Danci as the primary delegate for the Central Wayne County Sanitation Authority (CWCSA) and Mr. Ali Dib 

as the alternative delegate, as outlined in 8-B. Per Mayor Bazzi communication dated September 17, 2024. 

 

Motion adopted 

 

24-438 Motion by Councilwoman Bryer, seconded by Councilman Constan to approve the acceptance of the Fiscal Year 

2024-2025 CDBG Funding Grant in the amount of $982,315.00 and authorize CEDD Director Jamal to sign the 

grant agreement.  In addition, authorize the Comptroller to amend the Fiscal Year 2024-2025 General Ledger line 

items for Fund 103 Account 960 - Community and Economic Development Department (CEDD) according to the 

attached Budget Allocations Table. Further, authorize the CEDD Director Jamal to expend the DH/CDBG funding 

in total amounts not to exceed the balances of the assigned General Ledger line items according to all related 

federal and local rules and regulations as detailed in the grant agreement, and to prepare and approve all necessary 

draw downs to pay back the General Fund and amend the 103 Fund General Ledgers accounts as needed 

according to City CEDD/CDBG Citizen Participation Plan and applicable rules and regulations. Moreover, authorize 

the Mayor and Comptroller or Clerk to approve the CEDD/CDBG expenditures warrants payments and the 

Treasurer to pay them in amounts not to exceed the balances of Fund 103 budgetary line items according to the 

City Charter Chapter 8 - Section 8.9, as outlined in 9-A. Per CEDD Director Jamal communication dated September 

17, 2024. 

 

Motion adopted 

 

24-439 Motion by Councilman Saab, seconded by Councilman Constan to authorize the transfer of $25,000.00 from the 

PEG Revenue Account to Capital Outlay Account #101-809-981.001 for various purchases for WDHT in the near 

future, as outlined in 9-B.  Per IT Director Cooper communication dated September 12, 2024. 

 

After further discussion, the motion was amended to reflect the following: 

 

Motion by Councilman Saab, seconded by Councilman Constan to authorize the transfer of $5,000.00 from the 

PEG Revenue Account to Capital Outlay Account #101-809-981.001 for various purchases for WDHT in the near 

future, as outlined in 9-B.  Per IT Director Cooper communication dated September 12, 2024. 

 

Motion adopted 

 

24-440 Motion by Councilwoman Malinowski Maxwell, seconded by Councilwoman Bryer to approve the purchase and 

payment of four (4) additional AXON Pro Licenses.  In addition, authorize the Mayor and Comptroller to sign the 

warrant and the Treasurer to expend the $5,993.28 payment from the Federal Forfeiture Account 265-330-831.265, 

as outlined in 9-C. Per Police Chief Swope communication dated August 27, 2024. 

 

Motion adopted 

 

24-441 Motion by Councilwoman Malinowski Maxwell, seconded by Councilman Constan to further extend the amended 

Resolution regarding City Council Approval Process for Temporary Food Uses and Licenses at Specific Locations, 

for an additional one-hundred and eighty (180) days, as outlined in 11-A. Per Council Chairman Baydoun 

communication dated September 19, 2024. 

 

Motion adopted 

 

24-442 Motion by Councilman Saab, seconded by Councilwoman Bryer to approve the temporary food truck/tent/cart 

license renewal application for Smash'd, as outlined in 13-A. 

 

Motion adopted 
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24-443 Motion by Councilwoman Malinowski Maxwell, seconded by Councilman Saab to approve the Business License

Renewal for Wes Financial Auto Group at 5952 N. Telegraph, as outlined in 13-B. 

Motion adopted 

24-444 Motion by Councilman Saab, seconded by Councilwoman Malinowski Maxwell to approve the Business License

Renewal for Anthony's All Car & Truck Sales LLC at 20032 Van Born, as outlined in 13-C. 

Ayes: Council Chair Pro Tem Ahmad, Councilwoman Bryer, Councilman Constan, Councilwoman Malinowski 

Maxwell, Councilman Saab. 

Nays: Councilman Wencel. 

Absent: Council Chairman Baydoun. 

Motion adopted 

24-445 Motion by Councilman Saab, seconded by Councilman Ahmad to approve the Business License Renewal for

Cooper's Garage at 21244 Van Born, as outlined in 13-D. 

Ayes: Council Chair Pro Tem Ahmad, Councilwoman Bryer, Councilman Constan, Councilwoman Malinowski 

Maxwell, Councilman Saab. 

Nays: None. 

Abstain: Councilman Wencel. 

Absent: Council Chairman Baydoun. 

Motion adopted 

24-446 Motion by Councilman Saab, seconded by Councilwoman Malinowski Maxwell to approve the Business License

Renewal for X Drive Auto Sales at 6528 N. Telegraph, as outlined in 13-E. 

Ayes: Council Chair Pro Tem Ahmad, Councilwoman Bryer, Councilman Constan, Councilwoman Malinowski 

Maxwell, Councilman Saab. 

Nays: Councilman Wencel. 

Absent: Council Chairman Baydoun. 

Motion adopted 

24-447 Motion by Councilman Saab, seconded by Councilwoman Bryer to adjourn the Dearborn Heights City Council

MO BAYDOUN 

COUNCIL CHAIRMAN 

Regular Meeting. 

Motion adopted 

The meeting adjourned at 8:52 p.m. 

LYNNE M. SENIA 
CITY CLERK  

GEORGANNE SEMENIUK 

COUNCIL SECRETARY 
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Inv Ref# Vendor Inv Amt

1 ALLIE BROTHERS 2,557.46$                 

2 AMAZON 10,161.04$               

3 ARTISTIC LANDSCAPING & LAWN 3,991.27$                 

4 ARTISTIC LANDSCAPING & LAWN 9,613.42$                 

5 BOWLES BROTHERS SERVICES 24,745.00$               

6 CONFERENCE OF WESTERN WAYNE 8,604.00$                 

7 DOWNRIVER UTILITY WASTEWATER AUTH 70,694.00$               

8 DUKE'S ROOT CONTROL INC. 4,527.75$                 

9 ENTERPRISE FM TRUST 2,312.94$                 

10 ENTERPRISE FM TRUST 4,381.53$                 

11 GREAT LAKES WATER AUTHORITY 11,721.72$               

12 HOME DEPOT CREDIT SERVICES 2,782.39$                 

13 HOOPLA 1,646.99$                 

14 IB ELECTRIC 7,000.00$                 

15 JOHNSON CONTROLS, INC. 3,883.61$                 

16 KCI 1,752.60$                 

17 LIBRARY DESIGN ASSOCIATES, INC 1,500.00$                 

18 MICHAEL METZ 1,595.00$                 

19 MICHIGAN MUNICIPAL RISK 14,757.59$               

20 PM TECHNOLOGIES 2,518.00$                 

21 SAAD LAW, PLLC 4,590.00$                 

22 SAAD LAW, PLLC 5,985.00$                 

23 SAAD LAW, PLLC 6,315.00$                 

24 SCHENK & BRUETSCH PLC 1,997.35$                 

25 SCHENK & BRUETSCH PLC 3,407.50$                 

26 THE LIBRARY NETWORK 2,467.70$                 

27 THE LIBRARY NETWORK 12,516.26$               

28 THE LIBRARY NETWORK 11,156.10$               

29 URBAN TREE TRIMMING 3,284.24$                 

30 URBAN TREE TRIMMING 2,825.00$                 

31 WAYNE COUNTY 476,294.79$             

32 WAYNE COUNTY 4,200.00$                 

33 WAYNE COUNTY 30,955.11$               

34 WAYNE COUNTY ACCOUNTS RECEIVABLE 1,577.59$                 

35 WAYNE COUNTY ACCOUNTS RECEIVABLE 950.46$                     

36 WAYNE COUNTY ACCOUNTS RECEIVABLE 1,235.69$                 

# of Invoices:              36  # Due:    36           Totals: 760,504.10$             

Claims 10/08/2024
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Order Date Order ID Total Amount GL Code
9/11/2024 113-4737604-4149835 $56.00 592-537-791.000
9/24/2024 112-6561639-3004246 $1,099.00 101-300-728.000
9/23/2024 112-7382871-5536265 $228.99 101-300-728.000
9/17/2024 112-4221324-8369848 $190.61 101-300-728.000
9/16/2024 114-3830558-1443468 $78.80 101-692-728.000
9/9/2024 114-2501399-9352222 $69.50 101-692-887.000

8/21/2024 114-5204097-1122621 $19.96 101-692-887.000
9/11/2024 114-2222554-0064214 $85.30 101-190-730.000
9/16/2024 111-5839519-6471439 $8.42 101-200-728.000
9/23/2024 112-8762949-2078610 $20.96 101-209-728.000
9/11/2024 112-3919172-4951423 $43.79 101-223-981.500
9/19/2024 113-0094286-5057807 $141.31 101-226-728.000
8/19/2024 113-1671070-5896259 $155.07 101-226-728-000
9/13/2024 113-7558366-3109005 $30.68 101-258-720.000
9/1/2024 112-1963573-2993808 $20.97 101-258-728.001

8/17/2024 112-4188848-6446603 $227.68 101-258-728.001
9/19/2024 112-1834729-7965852 $26.59 101-258-740.000
9/19/2024 112-0287804-6544231 $44.10 101-258-981.000
9/18/2024 114-8573243-9228215 $259.24 101-300-713.000
9/18/2024 114-1953257-0708258 $127.99 101-300-728.000
9/17/2024 114-7539261-5889838 $125.47 101-300-728.000
9/16/2024 114-8833266-7424210 $29.99 101-300-728.000
9/5/2024 114-9809900-6450656 $319.29 101-300-728.000

8/29/2024 111-2173443-3390631 $7.59 101-300-728.000
8/29/2024 111-6018789-9888211 $482.46 101-300-728.000
9/23/2024 114-5370340-6344242 $927.20 101-300-932.000
8/29/2024 111-5118456-1108239 $212.36 101-300-932.000
9/10/2024 112-0322876-5631429 $13.20 101-335-728.000
9/19/2024 112-6962234-5727433 $213.72 101-426-728.000
9/3/2024 112-4385870-9527400 $101.26 101-426-728.000

8/29/2024 112-6064622-0173018 $127.49 101-426-728.000
8/29/2024 113-7982233-4625022 $9.94 101-426-728.000
9/9/2024 111-1219218-6026641 $8.99 592-536-728.000
9/9/2024 114-0594916-8157067 $29.50 101-692-932.000

9/23/2024 114-1231823-6041845 $39.55 738-738-981.000
9/21/2024 112-2684766-7394620 $80.58 738-738-981.000
9/14/2024 114-8646606-2461068 $31.99 738-738-981.000
9/14/2024 114-7408594-7391466 $142.65 738-738-981.000
9/12/2024 114-9196647-6343435 $29.00 738-738-981.000
8/21/2024 114-3199481-3105031 $33.47 738-738-981.000
8/20/2024 113-3587264-9083443 $135.47 738-738-981.000
8/19/2024 112-2856145-8075425 $286.34 738-738-981.000

Amazon Invoice List October 2024
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9/19/2024 113-7130149-8612209 $17.99 738-738-728.000
9/19/2024 113-5169971-8826669 $40.31 738-738-728.000
9/17/2024 114-2707415-0489861 $24.09 738-738-728.000
9/14/2024 112-2337985-3769820 $104.73 738-738-728.000
9/14/2024 114-3519987-7394664 $5.99 738-738-728.000
9/13/2024 113-0313518-2987402 $49.95 738-738-728.000
9/12/2024 114-5886929-3433010 $43.23 738-738-728.000
9/12/2024 112-6904361-3334624 $11.98 738-738-728.000
9/11/2024 112-4642798-4429843 $21.49 738-738-728.000
9/10/2024 114-5353352-1093026 $24.63 738-738-728.000
9/10/2024 114-7347880-5714660 $74.58 738-738-728.000
9/9/2024 111-8666057-3820236 $63.98 738-738-728.000
9/7/2024 112-3363223-2785806 $25.56 738-738-728.000
9/6/2024 113-2679879-7075429 $99.99 738-738-728.000
9/6/2024 112-2056937-2545845 $52.09 738-738-728.000
9/6/2024 111-3612229-4918601 $78.66 738-738-728.000
9/4/2024 114-6587811-9490664 $104.59 738-738-728.000
9/4/2024 114-7761413-3799451 $12.44 738-738-728.000
9/4/2024 114-8607798-7235458 $8.48 738-738-728.000
9/4/2024 112-1746476-3884212 $17.79 738-738-728.000
9/3/2024 114-3815154-3563414 $46.98 738-738-728.000
9/3/2024 114-0015032-2650609 $13.59 738-738-728.000

8/29/2024 111-7321390-7896210 $267.27 738-738-728.000
8/27/2024 114-6088518-7077843 $26.82 738-738-728.000
8/27/2024 114-6296864-3055434 $31.86 738-738-728.000
8/27/2024 114-2222391-3016251 $108.96 738-738-728.000
8/23/2024 113-7945348-2530650 $24.96 738-738-728.000
8/23/2024 114-2807388-7235428 $37.25 738-738-728.000
8/20/2024 114-8107639-5479460 $60.96 738-738-728.000
8/20/2024 114-8922364-8152248 $14.39 738-738-728.000
8/20/2024 114-5267047-5297005 $43.43 738-738-728.000
8/20/2024 114-8370588-7329007 $110.48 738-738-728.000
8/19/2024 114-3261004-6083448 $298.68 738-738-728.000
9/18/2024 114-1459533-1411434 $23.94 738-738-728.000
9/19/2024 113-0672840-7296212 $34.99 738-738-886.000
9/17/2024 112-3602346-8111419 $78.95 738-738-886.000
9/14/2024 112-3215991-0669024 $176.19 738-738-886.000
9/14/2024 114-0781039-0679435 $56.81 738-738-886.000
9/12/2024 114-2086387-1533862 $479.96 738-738-886.000
9/12/2024 114-1754449-1979456 $13.34 738-738-886.000
9/11/2024 114-9604127-3862653 $41.25 738-738-886.000
9/11/2024 114-1335534-6239443 $25.74 738-738-886.000
9/10/2024 114-4795232-6701805 $74.21 738-738-886.000
9/10/2024 112-0281910-7833873 $57.98 738-738-886.000
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9/3/2024 114-9506454-5313036 $34.93 738-738-886.000
9/3/2024 111-3733875-9437824 $70.56 738-738-886.000

8/27/2024 114-7047974-8920241 $35.99 738-738-886.000
8/27/2024 114-2415842-5149060 $176.17 738-738-886.000
8/27/2024 114-1774578-9398608 $186.06 738-738-886.000
8/22/2024 113-1922048-4792242 $19.99 738-738-886.000
8/20/2024 114-4747672-1440201 $19.95 738-738-886.000
8/17/2024 114-5417819-3498608 $14.83 738-738-886.000
8/17/2024 112-9432324-8964206 $55.10 738-738-886.000
8/16/2024 111-1116580-8078601 $75.90 738-738-886.000
8/29/2024 113-8751908-6439440 $45.98 738-738-886.000
8/30/2024 113-8751908-6439441 $47.60 738-738-886.000
8/27/2024 113-8751908-6439438 $17.99 738-738-981.000
8/22/2024 114-4848220-4571449 $5.98 738-738-981.000

 Total $10,161.04
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 Approved for 
the Agenda of: DEFEATED 

 10/8/2024 
Motion No. 
24-452 

 

8.A. 
 

 

Mayor's Office  

 
TO: Honorable City Council Members 

FROM: Mariana Hernandez, Chief of Staff 

DATE: October 1, 2024 

RE: Funding Scout Services  
 
Council Chair and Council Members,  
 
We are seeking your support and approval for the 3 year Funding Scout Services Agreement.  
 
Please support the following motion: 
 
Motion by _______, seconded by ___________ to approve the Proposal for FundingScout Services 
between the City and Wade Trim. In addition, authorize the Mayor and Comptroller or Clerk to sign 
the necessary warrants, and the Treasurer to issue a one-time payment of $29,000.00 from GL Acct. 
#101-200-818.000 and $67,000.00 from GL Acct. #592-536-818.000. 
 
Attachments: 
1. Fundingscout-renewal 
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 Wade Trim Associates, Inc. 
 25251 Northline Road • Taylor, MI 48180 
 734.947.9700 • www.wadetrim.com 
 

September 26, 2024 
 
 
 
City of Dearborn Heights 
6045 Fenton Street 
Dearborn Heights, MI  48127 
 
Attention: Ali Dib, PE 

City Engineer 
 
Re: Proposal for FundingScout Services – Three Years 
 
Dear Ali: 
 
We are pleased to submit this proposal for Wade Trim’s FundingScout services. Our team has 
enjoyed our fruitful engagement over the past two years and look forward to continuing our 
assistance obtaining state and federal funding. Since December 2022, we have secured over $26 
million in grants and earmarks for the City. Our team looks forward to bringing continued success to 
the City over the coming years. 
 
We have modified our approach to best serve the long-term needs of the City. This proposal confirms 
our scope of work, proposed schedule, and budget cost estimate. We have outlined Wade Trim’s 
FundingScout services and additional services that may be required through the duration of the 
three-year contact. 
 
PROJECT SCOPE OF WORK 
 

Wade Trim will provide FundingScout services to the City of Dearborn Heights as outlined in the task 
descriptions that follow. Services were developed based on our discussions. Wayne Hofmann will 
remain the project director and primary contact for the owner, responsible for coordinating our 
FundingScout services. Work will begin upon receipt of written notice to proceed.  
 
Specific services and deliverables included with each task are described in the sections that follow. 
 
1.0 FUNDINGSCOUT MEETINGS 
1.1 Quarterly FundingScout Meeting 

A. This scope of work includes quarterly meetings with the Mayor’s Chief of Staff, City Engineer, 
and other departmental staff to discuss upcoming grant opportunities, review funding 
strategies, and consider changes to federal and state funding programs. These will include 
four in-person meetings each year. This task also includes meeting preparation by Wade 
Trim.  

Deliverables: Meeting Agendas, Minutes, Twelve (12) In-Person Meetings 
 
1.2 Grant Status Report 

A. Wade Trim will provide a grant status report providing information on grants submitted, in 
progress, pending, and anticipated at each quarterly FundingScout meeting.  

Deliverables: Grant Status Report 
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City of Dearborn Heights 
September 26, 2024 
Page 2 
 
 

2.0 ONGOING SERVICES 
2.1 Grant/Legislative Research 

A. Wade Trim identifies potential grant opportunities through our research and FundingScout 
grant identification process. These services will be provided on an ongoing basis, as well as 
the review of specific funding opportunities and recommendations for action based on this 
review.  

B. Wade Trim will also review state and federal budgets to identify potential funding 
opportunities for the owner. This review will take place within two months of the final 
passage of state and federal budget appropriations and will be presented at the next 
scheduled quarterly FundingScout meeting. 

Deliverables: Grant Review Memoranda, Legislative Summaries  
 
2.2 Federal Earmark Writing 

A. Each year, the United States Congress accepts community project funding requests, or 
earmarks, from constituent communities. Wade Trim will develop up to three earmark 
requests on behalf of the City each year.   

Deliverables: Earmark Requests 
 
3.0 ADDITIONAL SERVICES 
Services under this heading will be provided on a Time and Materials Basis, as requested and 
according to the Rate Schedule included in Attachment A.  
 
3.1 Grant Writing  

A. Wade Trim will assist the owner in developing grant applications or communications that 
support obtaining federal, state, and other funding. This may include the development of 
grant narratives, illustrations, budgets, and other information required by grant guidelines.   

B. Wade Trim will complete grant information sheets for the owner, which provide key 
information about each grant application for retention in the Town’s recordkeeping systems.  

Deliverables:  Grant Application Documents, Grant Information Sheets 
 

3.2 Post-Submission Grant Support 

A. Wade Trim will assist the owner throughout the process of grant review and securing a grant 
agreement, which often requires the owner to respond to agency requests for information.  
These services are generally required when the grantor has selected the grant application for 
a potential award, but needs additional information to negotiate or finalize a grant 
agreement.  

B. Wade Trim will review grant agreements for regulatory and project implementation 
implications; however, the City should engage legal counsel to assess grant agreements for 
potential risks. 

Deliverables:  Response to Agency Requests for Information, Grant Agreement Review 
 
4.0 OTHER SERVICES  
FundingScout clients often request other supplementary services. Other services, which are not 
included in this proposal, but may be included by mutual written agreement of the parties include, 
but are not limited to: 
 

A. Grant administration and reporting activities. 
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City of Dearborn Heights 
September 26, 2024 
Page 3 
 
 

B. Legislative advocacy and communications support. 

C. Project scoping and cost estimating. 

D. Preliminary design and engineering. 
 
For the avoidance of doubt, services provided under this proposal, including the services described 
under Task 4.0, and do not include any professional or technical services (such as engineering, 
design, or such similar services) unless included by mutual written agreement of the parties. 
 
SCHEDULE 
Assuming a notice to proceed is given by the owner before November 1, 2024, we anticipate our 
FundingScout services to extend for a period of two years through November 1, 2026. 
 
Wade Trim’s fees are based on the schedule. Changes in the schedule may impact the presented 
fees. Depending on the actual notice to proceed date and desired completion date, Wade Trim 
reserves the right to renegotiate professional fees to account for additional effort required to 
accommodate the project schedule.  
 
FEES AND COMPENSATION METHOD 
Wade Trim proposes to complete Tasks 1.0 and 2.0 described above for a Lump Sum Fee of 
$94,000. This fee is inclusive of all project costs, including project management, supplies, mileage, 
and shipping.  
 
This fee is broken down by task below: 
 

Task Description Lump Sum Amount 

1.0 Quarterly FundingScout Meetings $29,000 

2.0 Ongoing Services $67,000 

Total Lump Sum Fee $96,000 

3.0 Additional Services Requested Time and Materials* 

*Additional services will be charged according to the Rate Schedule provided in Attachment A. The 
Rate Schedule will be increased at a rate of five percent each year. 
 
OWNER RESPONSIBILITIES 
 Provide access to project documents or information necessary for Wade Trim to develop complete 

grant applications. 

 Participate and contribute feedback in quarterly FundingScout meetings.  

 Provide prompt approval for the development of grant applications that the owner wants 
Wade Trim to complete. 

 Provide access to grant portals, website login information, and/or other information required for 
the completion of grant applications.  

 Review documents prepared by Wade Trim and provide comments in a timely fashion. 
 
INVOICING PROCEDURES 
Effort will be invoiced monthly based on milestones reached in the preceding month. Payment of 
invoices is expected within 30 days. Any disputes related to the invoice amount will immediately be 
brought to the attention of Wade Trim.  
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Page 4 

Wade Trim reserves the right to stop work when accounts receivable exceeds 60 days. All 
deliverables are the property of Wade Trim until payment obligations are met. 

Additional services requested by the owner will be billed on a Time and Materials Basis per the 
enclosed 2024 Community Design Market Segment Services Rate Schedule. 

We have enclosed a Short Form Professional Services Agreement for this project. If this proposal 
meets with your approval, please sign, date, and return a copy of the Agreement to our office. Our 
receipt of the executed Agreement will serve as our notice to proceed. We look forward to working 
with you on this project. If you have any questions, please do not hesitate to call. 

Very truly yours, 

Wade Trim Associates, Inc. 

Wayne R. Hofmann Vaughn C. Martin, PE Rebecca M. Smith, PE 
Client Funding Director Client Manager Senior Vice President

WRH:VCM:RMS:jlb 
BDXDHT 
20240926_DIB-FUNDINGSCOUTRENEWALLTR.DOCX 

Enclosures 

cc:  Mariana Hernandez, City of Dearborn Heights 
Mia Mariotti, Wade Trim 
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Agreement 
 
To engage the Services of Wade Trim Associates, Inc. as a Design, Planning, Testing and/or Land Survey 
Professional. 
 
This Agreement, entitled FundingScout Services – Three Years between the City of Dearborn Heights of 
6045 Fenton Street, Dearborn Heights, Michigan 48127, hereinafter called "Owner," and Wade Trim 
Associates, Inc., 25251 Northline Road, Taylor, Michigan 48180,  hereinafter called "Professional," is as 
follows:     
 
The Owner and Professional, for mutual consideration hereinafter set forth, agree as follows: 
 
A. Professional agrees to perform certain professional services for Owner as follows: 
 
 As outlined in Wade Trim's proposal letter dated September 26, 2024. 
 
 
 
B. Owner agrees to pay Professional as compensation for Professional’s services as follows: 
 
 Task 1.0 – Lump Sum Fee of $29,000 

Task 2.0 – Lump Sum Fee of $67,000 
Total Task 1.0 and Task 2.0 Services – Lump Sum Fee $96,000 
Task 3.0 – On a Time and Materials Basis  

 
 
 
C Owner agrees to establish an allowance of $NA for additional services on this Project (not less than 10% 

of the compensation amount specified in Item B.)  
 
D. The Owner and Professional agree to conditions as set forth on the reverse side in the General Provisions 

of this Agreement. 
 
E. The Owner and Professional agree to the following schedule: 
 
 As outlined in Wade Trim's proposal letter dated September 26, 2024. 
 
 
 
F. Professional has the option to render this Agreement null and void, if it is not executed within 60 days. 
 
 

Owner:  Professional: 
   
          
By: Ali Dib, PE   By: Rebecca M. Smith, PE 
 (Print Name)   (Print Name)     

Title: City Engineer  Title: Senior Vice President 

Date Signed:        Date Signed:       
          

Professional Services Agreement 
(Short Form) 
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General Provisions 
 

1.01 Basic Agreement 
A. Professional shall provide, or cause to be provided, the services set forth in 
this Agreement, and Owner shall pay Professional for such Services as set forth 
herein. 
2.01 Payment Procedures 
A. Preparation of Invoices. Professional will prepare a monthly invoice in 
accordance with Professional’s standard invoicing practices and submit the 
invoice to Owner. 
B. Payment of Invoices. Invoices are due and payable within 30 days of receipt. 
If Owner fails to make any payment due Professional for services and expenses 
within 30 days after receipt of Professional’s invoice, the amounts due 
Professional will be increased at the rate of 1.0% per month (or the maximum 
rate of interest permitted by law, if less) from said thirtieth day. In addition, 
Professional may, without liability, after giving seven days written notice to 
Owner, suspend services under this Agreement until Professional has been paid 
in full all amounts due for services, expenses, and other related charges. 
Payments will be credited first to interest and then to principal. 
3.01 Additional Services 
A. If authorized by Owner, or if required because of changes in the Project, 
Professional shall furnish services in addition to those set forth above. 
B. Owner shall pay Professional for such additional services as follows: For 
additional services of Professional’s employees engaged directly on the Project 
an amount equal to the cumulative hours charged to the Project by each class 
of Professional’s employees times standard hourly rates for each applicable 
billing class; plus reimbursable expenses and Professional’s consultants’ 
charges with a 15% mark-up, if any. 
4.01 Termination 
A. The obligation to provide further services under this Agreement may be 
terminated: 
1. For cause, 

a. By either party upon 30 days written notice in the event of substantial 
failure by the other party to perform in accordance with the Agreement’s 
terms through no fault of the terminating party. 
b. By Professional: 

1) upon seven days written notice if Professional believes that 
Professional is being requested by Owner to furnish or perform services 
which are outside of the agreed upon scope of services without 
compensation, which are contrary to Professional’s responsibilities as a 
licensed professional; or  
2) upon seven days written notice if the Professional’s services for the 
Project are delayed or suspended for more than 90 days for reasons 
beyond Professional’s control. 
3) Professional shall have no liability to Owner on account of such 
termination. 

c. Notwithstanding the foregoing, this Agreement will not terminate as a 
result of a substantial failure under paragraph 4.01.A.1.a if the party 
receiving such notice begins, within seven days of receipt of such notice, to 
correct its failure and proceeds diligently to cure such failure within no more 
than 30 days of receipt of notice; provided, however, that if and to the extent 
such substantial failure cannot be reasonably cured within such 30 day 
period, and if such party has diligently attempted to cure the same and 
thereafter continues diligently to cure the same, then the cure period 
provided for herein shall extend up to, but in no case more than, 60 days 
after the date of receipt of the notice. 

2. For convenience, by Owner effective upon the receipt of notice by 
Professional. 
B. The terminating party under paragraphs 4.01.A.1 or 4.01.A.2 may set the 
effective date of termination at a time up to 30 days later than otherwise provided 
to allow Professional to demobilize personnel and equipment from the Project 
site, to complete tasks whose value would otherwise be lost, to prepare notes as 
to the status of completed and uncompleted tasks, and to assemble Project 
materials in orderly files.  Professional shall be compensated for Basic Services 
performed through the date of termination as set forth herein and for work 
performed per 4.01.B in the manner set forth in 3.01. 
5.01 Controlling Law 
A. This Agreement is to be governed by the law of the state in which the Project 
is located. 
6.01 Successors, Assigns, and Beneficiaries 
A. Owner and Professional each is hereby bound and the partners, successors, 
executors, administrators, employees and legal representatives of Owner and 
Professional (and to the extent permitted by paragraph 6.01.B the assigns of 
Owner and Professional) are hereby bound to the other party to this Agreement 
and to the partners, successors, executors, administrators, and legal 
representatives (and said assigns) of such other party, in respect of all 
covenants, agreements, and obligations of this Agreement. 
B. Neither Owner nor Professional may assign, sublet, or transfer any rights 
under or interest (including, but without limitation, moneys that are due or may 
become due) in this Agreement without the written consent of the other, except 
to the extent that any assignment, subletting, or transfer is mandated or restricted 
by law. Unless specifically stated to the contrary in any written consent to an 
assignment, no assignment will release or discharge the assignor from any duty 
or responsibility under this Agreement. 
 
 
 
 

7.01 General Considerations 
A. The standard of care for all professional engineering and related services 
performed or furnished by Professional under this Agreement will be the care 
and skill ordinarily used by members of the subject profession practicing under 
similar circumstances at the same time and in the same locality. Professional 
makes no warranties, express or implied, under this Agreement or otherwise, in 
connection with Professional’s services. Professional and its consultants may 
use or rely upon the design services of others, including, but not limited to, 
contractors, manufacturers, and suppliers and Professional shall not be 
responsible for design services provided by others. 
B. Professional shall not at any time supervise, direct, or have control over any 
contractor’s work, nor shall Professional have authority over or responsibility for 
the means, methods, techniques, sequences, or procedures of construction 
selected or used by any contractor, for safety precautions and programs incident 
to a contractor’s work progress, nor for any failure of any contractor to comply 
with laws and regulations applicable to contractor’s work. 
C. Professional neither guarantees the performance of any contractor nor 
assumes responsibility for any contractor’s failure to furnish and perform its work 
in accordance with the contract between Owner and such contractor. 
D. Professional shall not be responsible for the acts or omissions of any 
contractor, subcontractor, or supplier, or of any contractor’s agents or employees 
or any other persons (except Professional’s own employees) at the Project site 
or otherwise furnishing or performing any of construction work; or for any 
decision made on interpretations or clarifications of the construction contract 
given by Owner without consultation and advice of Professional. 
E. The provisions in this Agreement supersede and render null and void any 
contrary provisions in the contract documents between Owner and Contractor. 
F. All design documents prepared or furnished by Professional are instruments 
of service, and Professional retains an ownership and property interest (including 
the copyright and the right of reuse) in such documents, whether or not the 
Project is completed. 
G. To the fullest extent permitted by law, Owner and Professional (1) waive 
against each other, and the other’s employees, officers, directors, agents, 
insurers, partners, and consultants, any and all claims for or entitlement to 
special, incidental, indirect, or consequential damages arising out of, resulting 
from, or in any way related to the Project, and (2) agree that Professional’s total 
liability to Owner under this Agreement shall be limited to $50,000 or the total 
amount of compensation received by Professional, whichever is less.  
H. The parties acknowledge that Professional’s scope of services does not 
include any services related to a Hazardous Environmental Condition (including 
but not limited to the presence of asbestos, PCBs, petroleum, hazardous 
substances or waste, and radioactive materials). If Professional or any other 
party encounters a Hazardous Environmental Condition, Professional may, at its 
option and without liability for consequential or any other damages, suspend 
performance of services on the portion of the Project affected thereby until 
Owner: (i) retains appropriate specialist consultants or contractors to identify 
and, as appropriate, abate, remediate, or remove the Hazardous Environmental 
Condition; and (ii) warrants that the Site is in full compliance with applicable Laws 
and Regulations. 
8.01 Dispute Resolution 
Except for debt collection cases for less than $25,000, and except as otherwise 
provided herein, all claims, counterclaims, disputes and other matters in question 
between the parties hereto arising out of or relating to this Agreement or the 
breach thereof will be decided by arbitration in accordance with the Construction 
Industry Arbitration Rules of the American Arbitration Association then obtaining, 
subject to the limitations and restrictions stated below. This agreement to 
arbitrate and any other agreement or consent to arbitrate entered into in 
accordance herewith as provided in this paragraph will be specifically 
enforceable under the prevailing arbitration law of any court having jurisdiction. 
Notice of demand for arbitration must be filed in writing with the other parties to 
this Agreement and with the American Arbitration Association. The demand must 
be made within a reasonable time after the claim, dispute, or other matter in 
question has arisen. In no event may the demand for arbitration be made after 
the expiration of one year from the date the cause of action accrued. The cause 
of action whether based in tort, contract, indemnity, contribution, or any other 
form of action, legal or equitable, shall be deemed to have accrued at the time 
the party asserting the claim either knew or, by the exercise of reasonable 
diligence, should have known of the existence of the facts underlying such claim, 
dispute or other matter in question regardless of when damages occur. After the 
expiration of said one year, any claim between the parties hereto shall be barred. 
No arbitration arising out of, or relating to this Agreement may include, by 
consolidation, joinder or in any other manner, any person or entity who is not a 
party to this Agreement. 
The award rendered by the arbitrators will be final, not subject to appeal and 
judgment may be entered upon it in any court having jurisdiction thereof. 
9.01 Total Agreement 
A. This Agreement (together with any expressly incorporated appendix), 
constitutes the entire agreement between Owner and Professional, supersedes 
all prior written or oral understandings, and becomes binding as if fully 
executed at the time Professional commences work. To the extent that the 
terms of any appendices or documents referenced in this Agreement conflict 
with the terms of this Agreement, the terms of this Agreement shall govern. 
This Agreement may only be amended, supplemented, modified, or canceled 
by a duly executed written instrument 
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Agreement 
 
To engage the Services of Wade Trim Associates, Inc. as a Design, Planning, Testing and/or Land Survey 
Professional. 
 
This Agreement, entitled FundingScout Services – Three Years between the City of Dearborn Heights of 
6045 Fenton Street, Dearborn Heights, Michigan 48127, hereinafter called "Owner," and Wade Trim 
Associates, Inc., 25251 Northline Road, Taylor, Michigan 48180,  hereinafter called "Professional," is as 
follows:     
 
The Owner and Professional, for mutual consideration hereinafter set forth, agree as follows: 
 
A. Professional agrees to perform certain professional services for Owner as follows: 
 
 As outlined in Wade Trim's proposal letter dated September 26, 2024. 
 
 
 
B. Owner agrees to pay Professional as compensation for Professional’s services as follows: 
 
 Task 1.0 – Lump Sum Fee of $29,000 

Task 2.0 – Lump Sum Fee of $67,000 
Total Task 1.0 and Task 2.0 Services – Lump Sum Fee $96,000 
Task 3.0 – On a Time and Materials Basis  

 
 
 
C Owner agrees to establish an allowance of $NA for additional services on this Project (not less than 10% 

of the compensation amount specified in Item B.)  
 
D. The Owner and Professional agree to conditions as set forth on the reverse side in the General Provisions 

of this Agreement. 
 
E. The Owner and Professional agree to the following schedule: 
 
 As outlined in Wade Trim's proposal letter dated September 26, 2024. 
 
 
 
F. Professional has the option to render this Agreement null and void, if it is not executed within 60 days. 
 
 

Owner:  Professional: 
   
          
By: Ali Dib, PE   By: Rebecca M. Smith, PE 
 (Print Name)   (Print Name)     

Title: City Engineer  Title: Senior Vice President 

Date Signed:        Date Signed:       
          

Professional Services Agreement 
(Short Form) 

Page 111 of 313



 

WT114-01  3/5/2024 
 

General Provisions 
 

1.01 Basic Agreement 
A. Professional shall provide, or cause to be provided, the services set forth in 
this Agreement, and Owner shall pay Professional for such Services as set forth 
herein. 
2.01 Payment Procedures 
A. Preparation of Invoices. Professional will prepare a monthly invoice in 
accordance with Professional’s standard invoicing practices and submit the 
invoice to Owner. 
B. Payment of Invoices. Invoices are due and payable within 30 days of receipt. 
If Owner fails to make any payment due Professional for services and expenses 
within 30 days after receipt of Professional’s invoice, the amounts due 
Professional will be increased at the rate of 1.0% per month (or the maximum 
rate of interest permitted by law, if less) from said thirtieth day. In addition, 
Professional may, without liability, after giving seven days written notice to 
Owner, suspend services under this Agreement until Professional has been paid 
in full all amounts due for services, expenses, and other related charges. 
Payments will be credited first to interest and then to principal. 
3.01 Additional Services 
A. If authorized by Owner, or if required because of changes in the Project, 
Professional shall furnish services in addition to those set forth above. 
B. Owner shall pay Professional for such additional services as follows: For 
additional services of Professional’s employees engaged directly on the Project 
an amount equal to the cumulative hours charged to the Project by each class 
of Professional’s employees times standard hourly rates for each applicable 
billing class; plus reimbursable expenses and Professional’s consultants’ 
charges with a 15% mark-up, if any. 
4.01 Termination 
A. The obligation to provide further services under this Agreement may be 
terminated: 
1. For cause, 

a. By either party upon 30 days written notice in the event of substantial 
failure by the other party to perform in accordance with the Agreement’s 
terms through no fault of the terminating party. 
b. By Professional: 

1) upon seven days written notice if Professional believes that 
Professional is being requested by Owner to furnish or perform services 
which are outside of the agreed upon scope of services without 
compensation, which are contrary to Professional’s responsibilities as a 
licensed professional; or  
2) upon seven days written notice if the Professional’s services for the 
Project are delayed or suspended for more than 90 days for reasons 
beyond Professional’s control. 
3) Professional shall have no liability to Owner on account of such 
termination. 

c. Notwithstanding the foregoing, this Agreement will not terminate as a 
result of a substantial failure under paragraph 4.01.A.1.a if the party 
receiving such notice begins, within seven days of receipt of such notice, to 
correct its failure and proceeds diligently to cure such failure within no more 
than 30 days of receipt of notice; provided, however, that if and to the extent 
such substantial failure cannot be reasonably cured within such 30 day 
period, and if such party has diligently attempted to cure the same and 
thereafter continues diligently to cure the same, then the cure period 
provided for herein shall extend up to, but in no case more than, 60 days 
after the date of receipt of the notice. 

2. For convenience, by Owner effective upon the receipt of notice by 
Professional. 
B. The terminating party under paragraphs 4.01.A.1 or 4.01.A.2 may set the 
effective date of termination at a time up to 30 days later than otherwise provided 
to allow Professional to demobilize personnel and equipment from the Project 
site, to complete tasks whose value would otherwise be lost, to prepare notes as 
to the status of completed and uncompleted tasks, and to assemble Project 
materials in orderly files.  Professional shall be compensated for Basic Services 
performed through the date of termination as set forth herein and for work 
performed per 4.01.B in the manner set forth in 3.01. 
5.01 Controlling Law 
A. This Agreement is to be governed by the law of the state in which the Project 
is located. 
6.01 Successors, Assigns, and Beneficiaries 
A. Owner and Professional each is hereby bound and the partners, successors, 
executors, administrators, employees and legal representatives of Owner and 
Professional (and to the extent permitted by paragraph 6.01.B the assigns of 
Owner and Professional) are hereby bound to the other party to this Agreement 
and to the partners, successors, executors, administrators, and legal 
representatives (and said assigns) of such other party, in respect of all 
covenants, agreements, and obligations of this Agreement. 
B. Neither Owner nor Professional may assign, sublet, or transfer any rights 
under or interest (including, but without limitation, moneys that are due or may 
become due) in this Agreement without the written consent of the other, except 
to the extent that any assignment, subletting, or transfer is mandated or restricted 
by law. Unless specifically stated to the contrary in any written consent to an 
assignment, no assignment will release or discharge the assignor from any duty 
or responsibility under this Agreement. 
 
 
 
 

7.01 General Considerations 
A. The standard of care for all professional engineering and related services 
performed or furnished by Professional under this Agreement will be the care 
and skill ordinarily used by members of the subject profession practicing under 
similar circumstances at the same time and in the same locality. Professional 
makes no warranties, express or implied, under this Agreement or otherwise, in 
connection with Professional’s services. Professional and its consultants may 
use or rely upon the design services of others, including, but not limited to, 
contractors, manufacturers, and suppliers and Professional shall not be 
responsible for design services provided by others. 
B. Professional shall not at any time supervise, direct, or have control over any 
contractor’s work, nor shall Professional have authority over or responsibility for 
the means, methods, techniques, sequences, or procedures of construction 
selected or used by any contractor, for safety precautions and programs incident 
to a contractor’s work progress, nor for any failure of any contractor to comply 
with laws and regulations applicable to contractor’s work. 
C. Professional neither guarantees the performance of any contractor nor 
assumes responsibility for any contractor’s failure to furnish and perform its work 
in accordance with the contract between Owner and such contractor. 
D. Professional shall not be responsible for the acts or omissions of any 
contractor, subcontractor, or supplier, or of any contractor’s agents or employees 
or any other persons (except Professional’s own employees) at the Project site 
or otherwise furnishing or performing any of construction work; or for any 
decision made on interpretations or clarifications of the construction contract 
given by Owner without consultation and advice of Professional. 
E. The provisions in this Agreement supersede and render null and void any 
contrary provisions in the contract documents between Owner and Contractor. 
F. All design documents prepared or furnished by Professional are instruments 
of service, and Professional retains an ownership and property interest (including 
the copyright and the right of reuse) in such documents, whether or not the 
Project is completed. 
G. To the fullest extent permitted by law, Owner and Professional (1) waive 
against each other, and the other’s employees, officers, directors, agents, 
insurers, partners, and consultants, any and all claims for or entitlement to 
special, incidental, indirect, or consequential damages arising out of, resulting 
from, or in any way related to the Project, and (2) agree that Professional’s total 
liability to Owner under this Agreement shall be limited to $50,000 or the total 
amount of compensation received by Professional, whichever is less.  
H. The parties acknowledge that Professional’s scope of services does not 
include any services related to a Hazardous Environmental Condition (including 
but not limited to the presence of asbestos, PCBs, petroleum, hazardous 
substances or waste, and radioactive materials). If Professional or any other 
party encounters a Hazardous Environmental Condition, Professional may, at its 
option and without liability for consequential or any other damages, suspend 
performance of services on the portion of the Project affected thereby until 
Owner: (i) retains appropriate specialist consultants or contractors to identify 
and, as appropriate, abate, remediate, or remove the Hazardous Environmental 
Condition; and (ii) warrants that the Site is in full compliance with applicable Laws 
and Regulations. 
8.01 Dispute Resolution 
Except for debt collection cases for less than $25,000, and except as otherwise 
provided herein, all claims, counterclaims, disputes and other matters in question 
between the parties hereto arising out of or relating to this Agreement or the 
breach thereof will be decided by arbitration in accordance with the Construction 
Industry Arbitration Rules of the American Arbitration Association then obtaining, 
subject to the limitations and restrictions stated below. This agreement to 
arbitrate and any other agreement or consent to arbitrate entered into in 
accordance herewith as provided in this paragraph will be specifically 
enforceable under the prevailing arbitration law of any court having jurisdiction. 
Notice of demand for arbitration must be filed in writing with the other parties to 
this Agreement and with the American Arbitration Association. The demand must 
be made within a reasonable time after the claim, dispute, or other matter in 
question has arisen. In no event may the demand for arbitration be made after 
the expiration of one year from the date the cause of action accrued. The cause 
of action whether based in tort, contract, indemnity, contribution, or any other 
form of action, legal or equitable, shall be deemed to have accrued at the time 
the party asserting the claim either knew or, by the exercise of reasonable 
diligence, should have known of the existence of the facts underlying such claim, 
dispute or other matter in question regardless of when damages occur. After the 
expiration of said one year, any claim between the parties hereto shall be barred. 
No arbitration arising out of, or relating to this Agreement may include, by 
consolidation, joinder or in any other manner, any person or entity who is not a 
party to this Agreement. 
The award rendered by the arbitrators will be final, not subject to appeal and 
judgment may be entered upon it in any court having jurisdiction thereof. 
9.01 Total Agreement 
A. This Agreement (together with any expressly incorporated appendix), 
constitutes the entire agreement between Owner and Professional, supersedes 
all prior written or oral understandings, and becomes binding as if fully 
executed at the time Professional commences work. To the extent that the 
terms of any appendices or documents referenced in this Agreement conflict 
with the terms of this Agreement, the terms of this Agreement shall govern. 
This Agreement may only be amended, supplemented, modified, or canceled 
by a duly executed written instrument	
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Labor Class 
Code ClassificationTitle

2024
Rate Per 
Hour**

299.1 Professional Engineer VI 245.00$          
299 Professional Engineer V 220.00$          
298 Professional Engineer IV 190.00$          
297 Professional Engineer III 175.00$          
296 Professional Engineer II 150.00$          
295 Professional Engineer I 135.00$          

294.2 Engineer VI 200.00$          
294.1 Engineer V 180.00$          
294 Engineer IV 160.00$          
293 Engineer III 140.00$          
292 Engineer II 120.00$          
291 Engineer I 105.00$          
248 Professional Planner V 195.00$          
247 Professional Planner IV 175.00$          
246 Professional Planner III 160.00$          
245 Professional Planner II 135.00$          
244 Professional Planner I 115.00$          
243 Planner III 105.00$          
242 Planner II 90.00$            
241 Planner I 75.00$            
258 Professional Landscape Architect V 210.00$          
257 Professional Landscape Architect IV 190.00$          
256 Professional Landscape Architect III 165.00$          
255 Professional Landscape Architect II 140.00$          
254 Professional Landscape Architect I 120.00$          

253.2 Landscape Architect V 185.00$          
253.1 Landscape Architect IV 155.00$          
253 Landscape Architect III 125.00$          
252 Landscape Architect II 100.00$          
251 Landscape Architect I 80.00$            
266 Professional Scientist III 140.00$          
265 Professional Scientist II 115.00$          
264 Professional Scientist I 90.00$            
263 Scientist III 120.00$          
262 Scientist II 90.00$            
261 Scientist I 75.00$            
287 Professional Surveyor IV 200.00$          
286 Professional Surveyor III 180.00$          
285 Professional Surveyor II 155.00$          
284 Professional Surveyor I 135.00$          
283 Surveyor III 120.00$          

Wade Trim Billing Rate Schedule 
Community Design

With Equipment Billed Separately
Effective January 2024
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Labor Class 
Code ClassificationTitle

2024
Rate Per 
Hour**

Wade Trim Billing Rate Schedule 
Community Design

With Equipment Billed Separately
Effective January 2024

282 Surveyor II 100.00$          
281 Surveyor I 85.00$            
786 Survey Technician VI 130.00$          
785 Survey Technician V 115.00$          
784 Survey Technician IV 100.00$          
783 Survey Technician III 85.00$            
782 Survey Technician II 70.00$            
781 Survey Technician I 60.00$            
716 Construction Technician VI 160.00$          
715 Construction Technician V 125.00$          
714 Construction Technician IV 115.00$          
713 Construction Technician III 105.00$          
712 Construction Technician II 90.00$            
711 Construction Technician I 75.00$            
726 CADD Technician VI 155.00$          
725 CADD Technician V 130.00$          
724 CADD Technician IV 115.00$          
723 CADD Technician III 95.00$            
722 CADD Technician II 85.00$            
721 CADD Technician I 75.00$            
736 Engineering Specialist II 180.00$          
735 Engineering Specialist I 145.00$          

734.2 Engineering Technician VI 165.00$          
734.1 Engineering Technician V 145.00$          
734 Engineering Technician IV 135.00$          
733 Engineering Technician III 105.00$          
732 Engineering Technician II 80.00$            
731 Engineering Technician I 65.00$            
758 Project Specialist V/Manager 225.00$          
757 Project Specialist IV/Manager 200.00$          
756 Project Specialist III/Manager 185.00$          

756.2 Project Specialist II/Manager 170.00$          
756.1 Project Specialist I/Manager 145.00$          
755.2 Project Specialist IV 175.00$          
755.1 Project Specialist III 160.00$          
755 Project Specialist II 145.00$          
754 Project Specialist I 120.00$          

753.2 Project Aide V 155.00$          
753.1 Project Aide IV 140.00$          
753 Project Aide III 120.00$          
752 Project Aide II 95.00$            
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Labor Class 
Code ClassificationTitle

2024
Rate Per 
Hour**

Wade Trim Billing Rate Schedule 
Community Design

With Equipment Billed Separately
Effective January 2024

751 Project Aide I 70.00$            
203 Senior Principal 300.00$          
202 Principal 290.00$          
201 Senior Professional 235.00$          

Outside expenses and subconsultants at cost times 1.15.

Special billing rates will apply in matters requiring expert witnesses or other
consulting as it relates to legal matters.

**For services requiring overtime, rates with be 1.5 x hourly rate

Reviewed and Revised Annually
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-453 

 

8.B. 
 

 

Mayor's Office  

 
TO: Honorable City Council Members 

FROM: Bill Bazzi, Mayor 

DATE: October 1, 2024 

RE: Alley Vacation Request Ford Rd. between Berwyn and Norborne 
 
Council Chair and Council Members,  
 
Attached please see the request for consideration of an Alley Vacation for the Alley off Ford Rd. 
between Berwyn and Norborne. If approved a utility easement will be part of the closure.  
 
Sincerely, 
 
Attachments: 
1. Alley Vacation Request Ford Rd. between Berwyn and Norborne 
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-454 

 

8.C. 
 

 

Mayor's Office  

 
TO: Honorable City Council Members 

FROM: Bill Bazzi, Mayor 

DATE: October 1, 2024 

RE: Open Fiber Metro Act Permit Extension 
 
Honorable Council Members: 
Attached is a Metro Act Permit Extension for Open Fiber. Please authorize the City Clerk and the 
Mayor to sign this document. 
 
Attachments: 
1. Metro Act Open Fiber 2024 
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-455 

 

9.A. 
 

 

City Council  

 
 
TO: 

 
Honorable City Council Members 

DATE:  

RE: Council Chair Baydoun & Councilman Wencel - Policy Regarding Public Comment at City 
Council Meetings  

 
 
Motion to change the agenda and add:  
                                                            
 MEMBERS OF THE PUBLIC                                                                   
A Comments from Council Members                                                             
B Announcements                                                             
C Public Comments 
 
If this motion passes it would give Council and the public the opportunity to speak at the beginning of 
the meeting and again at the end of the meeting. And will take effect immediately as of this meeting 
October 08, 2024. 
 
Sincerely, 
 
Council Chair Baydoun and Coucilman Wencel  
 
Attachments: 
None 
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-456 

 

9.B. 
 

 

Clerk's Office  

 
TO: Honorable City Council Members 

FROM: Lynne Zub-Senia 

DATE:  

RE: Clerk Senia - Institute for Responsive Government Grant 
 
October 2, 2024     
Honorable City Council City of Dearborn Heights    
 
In August 2024, I applied for and was awarded a $30,000.00 grant from the Institute for Responsive 
Government, a non-partisan, nonprofit organization tax-exempt under Internal Revenue Code (IRC) 
section 501(c)(3).  Following today’s Election Commission meeting, where a motion was adopted to 
accept the Grant, I forwarded a signed acceptance letter.   
 
The grant funds must be used exclusively for the non-partisan public purpose of planning and 
operationalizing secure, efficient, and accessible election administration.  The grant’s term is June 1, 
2024 through May 31, 2025.   
 
Lastly, I am requesting that the Comptroller set up or modify the appropriate General Ledger 
accounts to accept the grant and provide expenditures.  If you would like further information, please 
let me know.  
 
 Sincerely,     
 Lynne M. Senia City Clerk 
 
Attachments: 
None 
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 Approved for 
the Agenda of:  

 10/8/2024 Motion No.  

 

9.C. 
 

 

Clerk's Office  

 
TO: Honorable City Council Members 

FROM: Lynne Zub-Senia 

DATE:  

RE: REMOVED AT MEETING Clerk Senia - Requesting Special Outside Legal Counsel 
 
SEE ATTACHED 
 
Attachments: 
1. lynne letter 10-07-24 
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-457 

 

9.D. 
 

 

TIFA  

 
TO: Honorable City Council Members 

FROM: Tom Rosco, Administrator 

DATE: September 26, 2024 

RE: Brownfield Administrator Rosco - 2024-2025 Proposed Brownfield Redevelopment 
Authority Budget 

 
 
 
SEE ATTACHED 
  
 
Attachments: 
1. BrownfieldRedevelopment Authority-ProposedBudget2024-2025 
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-458 

 

9.E. 
 

 

Comptroller's Office  

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: Shannon Shepard, Comptroller 

DATE: September 26, 2024 

RE: Comptroller Shepard - Annual Financial Audit and Single Audit - Engagement Letter 
Renewal 

 
 
 
Honorable Council members  
  
With your concurrence, I am requesting the City Council approve of the one-year renewal option on 
our contract with Alan C. Young and Associates P.C for the Dearborn Heights Annual Financial Audit 
and Single Audit.  
  
Attached, please find the Audit Engagement Letter for the 2024 Fiscal Year. Please authorize the 
Mayor and Clerk to sign the contract on behalf of the City. Furthermore, authorize the Mayor and 
Comptroller to sign the necessary warrants and authorize the Treasurer to issue payment from GL 
Account 101-223-817.000 
  
If you have any questions please don't hesitate to contact me.  
  
Sincerely, 
  
 Shannon Shepard, Comptroller    
 
 
   
 
 
   
   
 
   
   
  
 
Attachments: 
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1. 03-22-22 Backup - BID AWARD 
2. 03-22-22 Com 22-131 - Bid Award - Annual Financial Audit And Single Audit 
3. City of Dearborn Heights ENG 2024 final 
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7-B
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TO:  Chief of Staff Hernandez 
 

FROM:  City Clerk Senia 
 

DATE:  March 23, 2022 
 

RE:  Bid Award - Annual Financial Audit And Single Audit 
 
The following is a copy of a motion adopted at the Regular Meeting of the Dearborn Heights City Council held on 
March 22, 2022. 
 
22-131 Motion by Councilman Muscat, seconded by Councilwoman Bryer to award the bid for the Annual Financial 

Audit and Single Audit to Alan C. Young & Associates P.C., as they are the lowest bidder and authorize the 
Comptroller’s Office to return all bid bonds to the unsuccessful bidders.  In addition, authorize Corporation 
Counsel to prepare a contract and authorize the Mayor and Clerk to sign the contract on behalf of the City.  
Furthermore, authorize the Mayor and Comptroller to sign the necessary warrants and authorize the 
Treasurer to issue payment from Account 101-200-817.000, as outlined in 7-B. Per Chief of Staff 
Hernandez communication dated March 10, 2022. 

     
   Ayes: Council Chairman Abdallah, Council Chair Pro Tem Muscat, Councilman Baydoun, Councilwoman 

Bryer, Councilman Constan, Councilman Wencel. 
  Nays: None. 
  Absent: Councilman Ahmad. 
 
  Motion adopted         
 
LMS/df 
 
cc: Mayor 
 Treasurer 
 Comptroller 
 Corporation Counsel 
 Alan C. Young & Associates P.C. 
 PSLZ PLLC 
 File 
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Alan C. Young & Associates, P.C. 

CERTIFIED PUBLIC ACCOUNTANTS AND CONSULTANTS 

 

7310 Woodward Ave, Suite 740  (313) 873-7500 (Tel.) 

Detroit, MI  48202  (313) 873-7502 (Fax) 

www.alancyoung.com 

AUDIT ENGAGEMENT LETTER 
 
 
August 19, 2024 
 
 
 
Honorable Mayor and Members of City Council 
City of Dearborn Heights 
6045 Fenton 
Dearborn Heights, Michigan 48127 
 
Dear Mayor and Members of City Council: 
 
We are pleased to confirm our understanding of the services we are to provide for the City of 
Dearborn Heights (the City) for the year, ended June 30, 2024. 
 
Audit Scope and Objectives 
 
We will audit the financial statements of the governmental activities, business type activities, the 
aggregate discretely presented component units, each major fund, and the aggregate remaining 
fund information, including the disclosures, which collectively comprise the basic financial 
statements, of the City as of and for the year ended June 30, 2024. Accounting standards 
generally accepted in the United States of America (GAAP) provide for certain required 
supplementary information (RSI), such as management’s discussion and analysis (MD&A), to 
supplement the City’s basic financial statements. Such information, although not a part of the 
basic financial statements, is required by the Governmental Accounting Standards Board who 
considers it to be an essential part of financial reporting for placing the basic financial statements 
in an appropriate operational, economic, or historical context. As part of our engagement, we will 
apply certain limited procedures to the City’s RSI in accordance with auditing standards generally 
accepted in the United States of America (GAAS). These limited procedures will consist of 
inquiries of management regarding the methods of preparing the information and comparing the 
information for consistency with management’s responses to our inquiries, the basic financial 
statements, and other knowledge we obtained during our audit of the basic financial statements. 
We will not express an opinion or provide any assurance on the information because the limited 
procedures do not provide us with sufficient evidence to express an opinion or provide any 
assurance. The following RSI is required by GAAP and will be subjected to certain limited 
procedures, but will not be audited: 

1. Management’s Discussion and Analysis. 
2. Budgetary Comparison Schedule – Corporate Fund 
3. General Government Employees’ Retirement System Schedule of Changes in the City 

Net Pension Liability and Related Ratios 
4. Police and Fire Retirement System Schedule of Changes in the Net Pension Liability 

and Related Ratios 
5. General Government Employees’ Retirement System Schedule of City Contributions 

6. Police and Fire Retirement System Schedule of City Contributions 
7. General Government Employees’ Retirement System Schedule of Investment Returns 
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City of Dearborn Heights – Engagement 
August 19, 2024 
Page 2 

Audit Scope and Objectives (Continued) 
 

8. Police and Fire Retirement System Schedule of Investment Returns 
9. Schedule of Changes in the Total OPEB Liability and Related Ratios 
10. General Government Employees’ Schedule of Changes in the Net OPEB Liability and 

Related Ratios 
11. Police and Fire Schedule of Changes in the Net OPEB Liability and Related Ratios 
12. Schedule of OPEB Contributions 
13. General Government Employees’ Schedule of OPEB Contributions 
14. Police and Fire Schedule of OPEB Contributions 
15. Schedule of General Government Employees’ OPEB Trust Investment Returns 
16. Schedule of Police and Fire OPEB Trust Investment Returns 

 

We have also been engaged to report on supplementary information other than RSI that 
accompanies the City’s financial statements. We will subject the following supplementary 
information to the auditing procedures applied in our audit of the financial statements and certain 
additional procedures, including comparing and reconciling such information directly to the 
underlying accounting and other records used to prepare the financial statements or to the 
financial statements themselves, and other additional procedures in accordance with GAAS, and 
we will provide an opinion on it in relation to the financial statements as a whole in a separate 
written report accompanying our auditor’s report on the financial statements. 
 

1. Schedule of Expenditures of Federal Awards 
2. Combining Balance Sheet – Nonmajor Governmental Funds 
3. Combining Statement of Revenue, Expenditures, and Changes in Fund Balances – 

Nonmajor Governmental Funds 
4. Combining Statement of Net Position – Fiduciary Funds 
5. Combining Statement of Changes in Fiduciary Net Position – Fiduciary Funds 
6. Statement of Assets and Liabilities – Fiduciary Funds. 

 

The objectives of our audit are to obtain reasonable assurance about whether the financial 
statements as a whole are free from material misstatement, whether due to fraud or error, and 
issue an auditor’s report that includes our opinions about whether your financial statements are 
fairly presented, in all material respects, in conformity with GAAP, and report on the fairness of 
the supplementary information referred to in the second paragraph when considered in relation to 
the financial statements as whole. Reasonable assurance is a high level of assurance but is not 
absolute assurance and therefore is not a guarantee that an audit conducted in accordance with 
GAAS and Government Auditing Standards will always detect a material misstatement when it 
exists. Misstatements, including omissions, can arise from fraud or error and are considered 
material if there is a substantial likelihood that, individually or in the aggregate, they would influence 
the judgment of a reasonable user made based on the financial statements. The objectives also 
include reporting on: 

• Internal control over financial reporting and compliance with provisions of laws, 
regulations, contracts, and award agreements, noncompliance with which could have a 
material effect on the financial statements in accordance with Government Auditing 
Standards. 

• Internal control over compliance related to major programs and an opinion (or disclaimer 
of opinion) on compliance with federal statutes, regulations, and the terms and conditions 
of federal awards that could have a direct and material effect on each major program in 
accordance with the Single Audit Act Amendments of 1996 and Title 2 U.S. Code of 
Federal Regulations (CFR) Part 200, Uniform Administrative Requirements, Cost 
Principles, and Audit Requirements for Federal Awards (Uniform Guidance).
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Auditor’s Responsibilities for the Audit of the Financial Statements and Single Audit 

We will conduct our audit in accordance with GAAS; the standards for financial audits contained 
in Government Auditing Standards, issued by the Comptroller General of the United States; the 
Single Audit Act Amendments of 1996; and the provisions of the Uniform Guidance, and will 
include tests of accounting records, a determination of major program(s) in accordance with 
Uniform Guidance, and other procedures we consider necessary to enable us to express such 
opinions. As part of an audit in accordance with GAAS and Government Auditing Standards, we 
exercise professional judgment and maintain professional skepticism throughout the audit. 

We will evaluate the appropriateness of accounting policies used and the reasonableness of 
significant accounting estimates made by management. We will also evaluate the overall 
presentation of the financial statements, including the disclosures, and determine whether the 
financial statements represent the underlying transactions and events in a manner that achieves 
fair presentation. We will plan and perform the audit to obtain reasonable assurance about 
whether the financial statements are free of material misstatement, whether from (1) errors, (2) 
fraudulent financial reporting, (3) misappropriation of assets, or (4) violations of laws or 
governmental regulations that are attributable to the government or to acts by management or 
employees acting on behalf of the government. Because the determination of waste and abuse 
is subjective, Government Auditing Standards do not expect auditors to perform specific 
procedures to detect waste or abuse in financial audits nor do they expect auditors to provide 
reasonable assurance of detecting waste or abuse. 

Because of the inherent limitations of an audit, combined with the inherent limitations of internal 
control, and because we will not perform a detailed examination of all transactions, there is an 
unavoidable risk that some material misstatements or noncompliance may not be detected by us, 
even though the audit is properly planned and performed in accordance with GAAS and 
Government Auditing Standards. In addition, an audit is not designed to detect immaterial 
misstatements or violations of laws or governmental regulations that do not have a direct and 
material effect on the financial statements or on major programs. However, we will inform the 
appropriate level of management of any material errors, any fraudulent financial reporting, or 
misappropriation of assets that come to our attention. We will also inform the appropriate level of 
management of any violations of laws or governmental regulations that come to our attention, 
unless clearly inconsequential. We will include such matters in the reports required for a Single 
Audit. Our responsibility as auditors is limited to the period covered by our audit and does not 
extend to any later periods for which we are not engaged as auditors. 

We will also conclude, based on the audit evidence obtained, whether there are conditions or 
events, considered in the aggregate, that raise substantial doubt about the government’s ability 
to continue as a going concern for a reasonable period of time. 

Our procedures will include tests of documentary evidence supporting the transactions recorded 
in the accounts, tests of the physical existence of inventories, and direct confirmation of 
receivables and certain assets and liabilities by correspondence with selected individuals, funding 
sources, creditors, and financial institutions. We will also request written representations from 
your attorneys as part of the engagement. 
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Auditor’s Responsibilities for the Audit of the Financial Statements and Single Audit 
(Continued) 

We have identified the following significant risk of material misstatement as part of our audit 
planning: 

• Review and approval for financial reporting function. 

• Cost allocations between funds. 

• Completeness and accuracy of Federal expenditures. 

• Lack of timely and accurate bank reconciliations. 

We may, from time to time and depending on the circumstances, use third-party service providers 
in serving your account. We may share confidential information about you with these service 
providers but remain committed to maintaining the confidentiality and security of your information. 
Accordingly, we maintain internal policies, procedures, and safeguards to protect the 
confidentiality of your personal information. In addition, we will secure confidentiality agreements 
with all service providers to maintain the confidentiality of your information and we will take 
reasonable precautions to determine that they have appropriate procedures in place to prevent 
the unauthorized release of your confidential information to others. In the event that we are unable 
to secure an appropriate confidentiality agreement, you will be asked to provide your consent 
prior to the sharing of your confidential information with the third-party service provider. 
Furthermore, we will remain responsible for the work provided by any such third-party service 
providers. 

Audit Procedures—Internal Control 

We will obtain an understanding of the City and its environment, including internal control relevant 
to the audit, sufficient to identify and assess the risks of material misstatement of the financial 
statements, whether due to error or fraud, and to design and perform audit procedures responsive 
to those risks and obtain evidence that is sufficient and appropriate to provide a basis for our 
opinions. The risk of not detecting a material misstatement resulting from fraud is higher than for 
one resulting from error, as fraud may involve collusion, forgery, intentional omissions, 
misrepresentation, or the override of internal control. Tests of controls may be performed to test 
the effectiveness of certain controls that we consider relevant to preventing and detecting errors 
and fraud that are material to the financial statements and to preventing and detecting 
misstatements resulting from illegal acts and other noncompliance matters that have a direct and 
material effect on the financial statements. Our tests, if performed, will be less in scope than would 
be necessary to render an opinion on internal control and, accordingly, no opinion will be 
expressed in our report on internal control issued pursuant to Government Auditing Standards. 

As required by the Uniform Guidance, we will perform tests of controls over compliance to 
evaluate the effectiveness of the design and operation of controls that we consider relevant to 
preventing or detecting material noncompliance with compliance requirements applicable to each 
major federal award program. However, our tests will be less in scope than would be necessary 
to render an opinion on those controls and, accordingly, no opinion will be expressed in our report 
on internal control issued pursuant to the Uniform Guidance. 

An audit is not designed to provide assurance on internal control or to identify significant 
deficiencies or material weaknesses. Accordingly, we will express no such opinion. However, 
during the audit, we will communicate to management and those charged with governance 
internal control related matters that are required to be communicated under AICPA professional 
standards, Government Auditing Standards, and the Uniform Guidance. 
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Audit Procedures—Compliance 

As part of obtaining reasonable assurance about whether the financial statements are free of 
material misstatement, we will perform tests of the City’s compliance with provisions of applicable 
laws, regulations, contracts, and agreements, including grant agreements. However, the objective 
of those procedures will not be to provide an opinion on overall compliance, and we will not 
express such an opinion in our report on compliance issued pursuant to Government Auditing 
Standards. 

The Uniform Guidance requires that we also plan and perform the audit to obtain reasonable 
assurance about whether the auditee has complied with federal statutes, regulations, and the 
terms and conditions of federal awards applicable to major programs. Our procedures will consist 
of tests of transactions and other applicable procedures described in the OMB Compliance 
Supplement for the types of compliance requirements that could have a direct and material effect 
on each of the City’s major programs. For federal programs that are included in the Compliance 
Supplement, our compliance and internal control procedures will relate to the compliance 
requirements that the Compliance Supplement identifies as being subject to audit. The purpose 
of these procedures will be to express an opinion on the City’s compliance with requirements 
applicable to each of its major programs in our report on compliance issued pursuant to the 
Uniform Guidance. 

Other Services 

We will also assist in preparing the financial statements, schedule of expenditures of federal 
awards, and related notes of the City in conformity with accounting principles generally accepted 
in the United States of America and the Uniform Guidance based on information provided by you. 
These nonaudit services do not constitute an audit under Government Auditing Standards and 
such services will not be conducted in accordance with Government Auditing Standards. We will 
perform the services in accordance with applicable professional standards. The other services 
are limited to the financial statements, schedule of expenditures of federal awards, and related 
notes services previously defined. We, in our sole professional judgment, reserve the right to 
refuse to perform any procedure or take any action that could be construed as assuming 
management responsibilities. 

Responsibilities of Management for the Financial Statements and Single Audit 

Our audit will be conducted on the basis that you acknowledge and understand your responsibility 
for (1) designing, implementing, establishing, and maintaining effective internal controls relevant 
to the preparation and fair presentation of financial statements that are free from material 
misstatement, whether due to fraud or error, including internal controls over federal awards, and 
for evaluating and monitoring ongoing activities to help ensure that appropriate goals and 
objectives are met; (2) following laws and regulations; (3) ensuring that there is reasonable 
assurance that government programs are administered in compliance with compliance 
requirements; and (4) ensuring that management and financial information is reliable and properly 
reported. Management is also responsible for implementing systems designed to achieve 
compliance with applicable laws, regulations, contracts, and grant agreements. You are also 
responsible for the selection and application of accounting principles; for the preparation and fair 
presentation of the financial statements, schedule of expenditures of federal awards, and all 
accompanying information in conformity with accounting principles generally accepted in the 
United States of America; and for compliance with applicable laws and regulations (including 
federal statutes) and the provisions of contracts and grant agreements (including award 
agreements). Your responsibilities also include identifying significant contractor relationships in 
which the contractor has responsibility for program compliance and for the accuracy and 
completeness of that information. 
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Responsibilities of Management for the Financial Statements and Single Audit (Continued) 

You are also responsible for making drafts of financial statements, schedule of expenditures of 
federal awards, all financial records, and related information available to us and for the accuracy 
and completeness of that information (including information from outside of the general and 
subsidiary ledgers). You are also responsible for providing us with (1) access to all information of 
which you are aware that is relevant to the preparation and fair presentation of the financial 
statements, such as records, documentation, identification of all related parties and all related-
party relationships and transactions, and other matters; (2) access to personnel, accounts, books, 
records, supporting documentation, and other information as needed to perform an audit under 
the Uniform Guidance; (3) additional information that we may request for the purpose of the audit; 
and (4) unrestricted access to persons within the government from whom we determine it 
necessary to obtain audit evidence. At the conclusion of our audit, we will require certain written 
representations from you about the financial statements; schedule of expenditures of federal 
awards; federal award programs; compliance with laws, regulations, contracts, and grant 
agreements; and related matters. 

Your responsibilities include adjusting the financial statements to correct material misstatements 
and confirming to us in the management representation letter that the effects of any uncorrected 
misstatements aggregated by us during the current engagement and pertaining to the latest 
period presented are immaterial, both individually and in the aggregate, to the financial statements 
of each opinion unit taken as a whole. 

You are responsible for the design and implementation of programs and controls to prevent and 
detect fraud, and for informing us about all known or suspected fraud affecting the government 
involving (1) management, (2) employees who have significant roles in internal control, and (3) 
others where the fraud could have a material effect on the financial statements. Your 
responsibilities include informing us of your knowledge of any allegations of fraud or suspected 
fraud affecting the government received in communications from employees, former employees, 
grantors, regulators, or others. In addition, you are responsible for identifying and ensuring that 
the government complies with applicable laws, regulations, contracts, agreements, and grants. 
You are also responsible for taking timely and appropriate steps to remedy fraud and 
noncompliance with provisions of laws, regulations, contracts, and grant agreements that we 
report. Additionally, as required by the Uniform Guidance, it is management’s responsibility to 
evaluate and monitor noncompliance with federal statutes, regulations, and the terms and 
conditions of federal awards; take prompt action when instances of noncompliance are identified 
including noncompliance identified in audit findings; promptly follow up and take corrective action 
on reported audit findings; and prepare a summary schedule of prior audit findings and a separate 
corrective action plan. The summary schedule of prior audit findings should be available for our 
review on the start of year-end audit fieldwork. 
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Responsibilities of Management for the Financial Statements and Single Audit (Continued) 

You are responsible for identifying all federal awards received and understanding and complying 
with the compliance requirements and for the preparation of the schedule of expenditures of 
federal awards (including notes and noncash assistance received, and COVID-19-related 
concepts, such as lost revenues, if applicable) in conformity with the Uniform Guidance. You 
agree to include our report on the schedule of expenditures of federal awards in any document 
that contains, and indicates that we have reported on, the schedule of expenditures of federal 
awards. You also agree to include the audited financial statements with any presentation of the 
schedule of expenditures of federal awards that includes our report thereon. Your responsibilities 
include acknowledging to us in the written representation letter that (1) you are responsible for 
presentation of the schedule of expenditures of federal awards in accordance with the Uniform 
Guidance; (2) you believe the schedule of expenditures of federal awards, including its form and 
content, is stated fairly in accordance with the Uniform Guidance; (3) the methods of 
measurement or presentation have not changed from those used in the prior period (or, if they 
have changed, the reasons for such changes); and (4) you have disclosed to us any significant 
assumptions or interpretations underlying the measurement or presentation of the schedule of 
expenditures of federal awards. 

You are also responsible for the preparation of the other supplementary information, which we 
have been engaged to report on, in conformity with U.S. generally accepted accounting principles. 

You agree to include our report on the supplementary information in any document that contains, 
and indicates that we have reported on, the supplementary information. You also agree to include 
the audited financial statements with any presentation of the supplementary information that 
includes our report thereon. Your responsibilities include acknowledging to us in the written 
representation letter that you are responsible for presentation of the supplementary information 
in accordance with GAAP; (2) you believe the supplementary information, including its form and 
content, is fairly presented in accordance with GAAP; (3) the methods of measurement or 
presentation have not changed from those used in the prior period (or, if they have changed, the 
reasons for such changes); and (4) you have disclosed to us any significant assumptions or 
interpretations underlying the measurement or presentation of the supplementary information. 

Management is responsible for establishing and maintaining a process for tracking the status of 
audit findings and recommendations. Management is also responsible for identifying and 
providing report copies of previous financial audits, attestation engagements, performance audits, 
or other studies related to the objectives discussed in the Audit Scope and Objectives section of 
this letter. This responsibility includes relaying to us corrective actions taken to address significant 
findings and recommendations resulting from those audits, attestation engagements, 
performance audits, or studies. You are also responsible for providing management’s views on 
our current findings, conclusions, and recommendations, as well as your planned corrective 
actions for the report, and for the timing and format for providing that information. 

 

Page 204 of 313



City of Dearborn Heights – Engagement 
August 19, 2024 
Page 8 

Responsibilities of Management for the Financial Statements and Single Audit (Continued) 

You agree to assume all management responsibilities for the financial statements, schedule of 
expenditures of federal awards, and related notes, and any other nonaudit services we provide. 
You will be required to acknowledge in the management representation letter our assistance with 
preparation of the financial statements, the schedule of expenditures of federal awards, and 
related notes and that you have reviewed and approved the financial statements, the schedule of 
expenditures of federal awards, and related notes prior to their issuance and have accepted 
responsibility for them. Further, you agree to oversee the nonaudit services by designating an 
individual, preferably from senior management, with suitable skill, knowledge, or experience; 
evaluate the adequacy and results of those services; and accept responsibility for them. 

Engagement Administration, Fees, and Other 

We understand that your employees will prepare all cash, accounts receivable, or other 
confirmations we request and will locate any documents selected by us for testing. 

At the conclusion of the engagement, we will complete the appropriate sections of the Data 
Collection Form that summarizes our audit findings. It is management’s responsibility to 
electronically submit the reporting package (including financial statements, schedule of 
expenditures of federal awards, summary schedule of prior audit findings, auditor’s reports, and 
corrective action plan) along with the Data Collection Form to the federal audit clearinghouse. We 
will coordinate with you the electronic submission and certification. The Data Collection Form and 
the reporting package must be submitted within the earlier of 30 calendar days after receipt of the 
auditor’s reports or nine months after the end of the audit period. 

We will provide copies of our reports to the State of Michigan; however, management is 
responsible for distribution of the reports and the financial statements. Unless restricted by law or 
regulation, or containing privileged and confidential information, copies of our reports are to be 
made available for public inspection. 

The audit documentation for this engagement is the property of Alan C. Young & Associates, P.C. 
and constitutes confidential information. However, subject to applicable laws and regulations, 
audit documentation and appropriate individuals will be made available upon request and in a 
timely manner to State of Michigan or its designee, a federal agency providing direct or indirect 
funding, or the U.S. Government Accountability Office for purposes of a quality review of the audit, 
to resolve audit findings, or to carry out oversight responsibilities. We will notify you of any such 
request. If requested, access to such audit documentation will be provided under the supervision 
of Alan C. Young & Associates, P.C.’s personnel. Furthermore, upon request, we may provide 
copies of selected audit documentation to the aforementioned parties. These parties may intend, 
or decide, to distribute the copies or information contained therein to others, including other 
governmental agencies. 

The audit documentation for this engagement will be retained for a minimum of five years after 
the report release date or for any additional period requested by the State of Michigan. If we are 
aware that a federal awarding agency, pass-through entity, or auditee is contesting an audit 
finding, we will contact the party(ies) contesting the audit finding for guidance prior to destroying 
the audit documentation. 

Alan Young is the engagement partner and is responsible for supervising the engagement and 
signing the reports or authorizing another individual to them. We expect to begin our audit on a 
mutually agreed upon date. 
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Engagement Administration, Fees, and Other (Continued) 

Our fee for these services will be at our standard hourly rates plus out-of-pocket costs (such as 
report reproduction, word processing, postage, travel, copies, telephone, etc.) except that we 
agree that our gross fee, including expenses, will not exceed $59,750. Our standard hourly rates 
vary according to the degree of responsibility involved and the experience level of the personnel 
assigned to your audit. Our invoices for these fees will be rendered each month as work 
progresses and are payable on presentation. In accordance with our firm policies, work may be 
suspended if your account becomes 30 days or more overdue and may not be resumed until your 
account is paid in full. If we elect to terminate our services for nonpayment, our engagement will 
be deemed to have been completed upon written notification of termination, even if we have not 
completed our report(s). You will be obligated to compensate us for all time expended and to 
reimburse us for all out-of-pocket costs through the date of termination. The above fee is based 
on anticipated cooperation from your personnel and the assumption that unexpected 
circumstances will not be encountered during the engagement. If significant additional time is 
necessary, we will keep you informed of any problems we encounter and our fees will be adjusted 
accordingly. 

If significant additional time is necessary, we will discuss it with you and arrive at a new fee 
estimate before we incur the additional costs. Our hourly rates are as follows: 

 

Directors $275-$300 
Principals $215 
Managers $160 
Supervisors $150 
Staff $105 

Reporting 

We will issue written reports upon completion of our Single Audit. Our reports will be addressed 
to the Mayor and City Council. Circumstances may arise in which our report may differ from its 
expected form and content based on the results of our audit. Depending on the nature of these 
circumstances, it may be necessary for us to modify our opinions, add a separate section, or add 
an emphasis-of-matter or other-matter paragraph to our auditor’s report, or if necessary, withdraw 
from this engagement. If our opinions are other than unmodified, we will discuss the reasons with 
you in advance. If, for any reason, we are unable to complete the audit or are unable to form or 
have not formed opinions, we may decline to express opinions or issue reports, or we may 
withdraw from this engagement. 

The Government Auditing Standards report on internal control over financial reporting and on 
compliance and other matters will state that (1) the purpose of the report is solely to describe the 
scope of testing of internal control and compliance and the results of that testing, and not to 
provide an opinion on the effectiveness of the entity’s internal control or on compliance, and (2) 
the report is an integral part of an audit performed in accordance with Government Auditing 
Standards in considering the entity’s internal control and compliance. The Uniform Guidance 
report on internal control over compliance will state that the purpose of the report on internal 
control over compliance is solely to describe the scope of testing of internal control over 
compliance and the results of that testing based on the requirements of the Uniform Guidance. 
Both reports will state that the report is not suitable for any other purpose. 
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We appreciate the opportunity to be of service to the City and believe this letter accurately 
summarizes the significant terms of our engagement. If you have any questions, please let us 
know. If you agree with the terms of our engagement as described in this letter, please sign the 
attached copy and return it to us. 

Very truly yours, 
 
Alan C. Young & Associates, P.C. 
 

 
Alan C. Young, MST, CPA, CGMA 
Chief Executive Officer 
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RESPONSE: 

This letter correctly sets forth the understanding of the City of Dearborn Heights. 

 

 

Signature:  Date:  

Name:  Bill Bazzi   

Its: Mayor   

    

Signature:  Date:  

Name:  Lynne M. Senia   

Its: City Clerk   
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-459 

 

9.F. 
 

 

Department of Innovation & 
Technology 

 

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: David Cooper 

DATE: September 26, 2024 

RE: IT Director Cooper - Managed Detection and Response with Security Awareness Training 
 
Motion to approve the purchase and payment of the two year upgrade to Managed Detection & 
Response with the potential need of hardware DUO tokens and Security Awareness Training from 
BAE Networks for a monthly cost based on $15 per workstation/server per month plus $50 per 
firewall per month plus $442 per month for Security Awareness Training. There is also a cost of 
hardware DUO tokens not to exceed an initial cost of $14,913 and an onboarding cost of $299. See 
potential cost breakdown in the table below. In addition, authorize the Mayor and Comptroller or Clerk 
to sign the necessary documents, and the Treasurer to issue payment from Account 101-258-
728.001. 
 
Description Qty Price Cost 
MDR per workstation 334 $15 $5,010 
MDR per server 6 $15 $90 
MDR per firewall 9 $50 $450 
Various discounts for security   -$240 
  Current Total: $5325/month 
Security Awareness Training & Dark Web 
Monitoring 

Up to 450 
users 

 $442/month 

  
 
Attachments: 
1. BAEQ2845 - DarkWeb Anti-Phising 
2. BAEQ4184 - DUO Tokens 
3. BAEQ4065 - BAE Protect 
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Q U O T E  P R E P A R E D  F O R

David Cooper
City of Dearborn Heights
DCooper@dearbornheightsmi.gov

P R E P A R E D  B Y

Matt Brand
BAE Networks
mattb@baenetworks.com

BAEQ2845
DarkWeb/Anti-Phishing

Tuesday, July 23, 2024
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We enable
businesses to
leverage
technology
by providing a
personalized
IT service
experience.
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Tuesday, July 23, 2024

City of Dearborn Heights
David Cooper
6045 Fenton St
Dearborn Heights, MI 48127-3287
United States

Dear David,

Phishing attempts appear very simple, yet they are targeted, malicious, and complex in their email-based
cyber-attacks. Perhaps you have seen them before:

- Click here and update your information for your delivery.
- There is an issue with your social media account, please click and follow the directions to resolve.
- Your bank account has unauthorized activity, click the link to login and fix the issue.
- Hello, I need to setup a new vendor for payment immediately.

Phishing is targeted. The scammers have done their research, usually through social engineering. They
know your name, your bank, or your tile and place of employment-thanks to platforms like LinkedIn and
Facebook. These emails work because they are believable and have urgent calls to action. On average,
people open 3% of their spam but 70% of phishing emails. About half of those will click on the links within
the email.

If you or your employees do not recognize a phishing attack, you may not realize you are losing data or
money until it is too late. By focusing on a particular person, cyber attackers can eventually gain direct or
indirect access to critical data, including bank accounts, computer passwords, email accounts, etc.  While
anti-spam technologies have gotten better over the years, phishing techniques can frequently still get past
the technology leaving awareness and training as you best defense.

To combat this threat BAE Networks has developed a multi phased security awareness program which
includes real-time dark web monitoring, quarterly training and bi-monthly phishing campaigns. With these
services we can help your organization be more prepared against these threats that have the potential to
harm or cripple your business.

Sincerely,

Matt Brand
Account Manager
BAE Networks
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Your Business Risks SIMULATED PHISHING  

ENGAGING TRAINING  

CUSTOMIZABLE SCHEDULES 

MAKE SURE YOUR EMPLOYEES ARE EQUIPPED WITH THE CYBERSECURITY TRAINING THEY NEED. LET’S TALK! 

ANALYTICS & REPORTS 

Why Training Is Essential 

Test simulations that mimic real-life phishing 
and business email compromise attacks can be 
launched as often as desired and automatically 
staggered to prevent employees from receiving 

the emails all at the same time. 

Cyberattacks are getting more sophisticated by the minute. With 
human errors inevitable and data breaches obliterating businesses, 
organizations transitioning to remote work need stronger 
cybersecurity for decentralized workspaces. 

Your weakest link against security threats? Your employees. 
Implementing routine security awareness and phishing detection 
training can greatly decrease the likelihood of a disaster.

Our solution launches on-demand security awareness training and 
simulated phishing emails to empower your employees to spot 
potential dangers and make the right decisions. 

When the average cost of a data breach is $3.86 million, it pays 
to invest in your employees.

Engaging training programs that instill a 
security-focused culture wherein employees 
actively participate and make fundamental 
changes to the security process.

Your workers are more likely to grasp and adhere 
to training if it is engaging and informative. Short, 
animated explainer videos and quizzes provide an 

efficient and measurable learning environment.  

Keep employee skills up to date and make 
security awareness a routine by customizing 
your training schedule. Launch on-demand 

training or set it to launch regularly on a 
weekly, bi-weekly or monthly basis. 

Robust analytics track and measure the 
effectiveness of your campaign, reporting results 
for the whole workforce right down to individual 

team members needing additional training.

80% of all organizations experience at least one 
compromised account threat per month. 

67% of data breaches are a result of credential theft, 
human error or social attack. 
Phishing attacks have shot up by 67% since the start of 
the COVID-19 pandemic. 

Security Awareness 
Training: Improving 
Security From the 
Inside Out 

Sources: IBM 2020 Cost of a Data Breach Report | McAfee Cloud Adoption & 
Risk Report | Verizon 2020 Data Breach Investigations Report | Security Magazine 
Verizon Data Breach Digest

www.baenetworks.com
248-707-1040
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We Navigate the Dark Web 
So You Don’t Have To

24x7x365 MONITORING 

OVERCOME PASSWORD REUSE 

ALERTS AND REPORT ANALYTICS

CONTACT US TODAY TO FIND OUT IF YOUR BUSINESS IS ALREADY EXPOSED ON THE DARK WEB 

PROACTIVE PREVENTION

A Dark and Dangerous Threat 

Identify and investigate exposed login credentials 
or pairs discovered directly linked to your 

business email domains or IP address details. 

Our 24/7 Dark Web monitoring solution provides you critical alerts 
should your business domain or employee credentials be discovered 
on the Dark Web.  The earlier you know about these compromises 
making your network and data vulnerable to hackers, the faster you 
can take actions, such as resetting passwords or identifying security 
gaps and resolve them. 

We leverage the power of both advanced technology intelligence and  
human analysts to proactively search for and analyze compromises 
and exposed logins that can make your business a hot target for 
cybercriminals.

Protect your business from the increased 
security threats caused by exposed login 
and password details on the Dark Web.

Studies support evidence that individuals often 
reuse login credentials for at least 5 different 
applications at the same time4. Overcome the 

risks related to bad passwords. 

With 80,000+ domain compromises discovered 
daily, access reporting and analytics on industry 
trends and evolving risks and take preventative 

actions to avoid cyber threats. 

Cyberattacks are becoming increasingly 
inevitable. However, implementing Dark Web 

Monitoring will help reduce the risks and threats 
caused by exposed employee credentials. 

15 billion stolen login pairs, username and password, 
have been detected circulating on the Dark Web1.

67% of breaches can be traced or linked to phishing 
attacks and credential theft2. 

It is estimated over 50% of sites on the Dark Web are 
used for criminal activities, including the sale or 
exploitation of digital credentials1.

60% of the information available on the Dark Web 
could negatively impact most businesses security and 
financials3.

Are Your Employee’s 
Credentials on the 
Dark Web?

Sources:
1. Wired.com & Digital Shadows | 2. Verizon 2020 DBIR
3. CSO Online | 4. Ponemon Institute 

www.baenetworks.com 
248-707-1040

5 of 19Page 214 of 313



QUOTE

BAEQ2845QUOTE #:1250 Stephenson Hwy
Troy, MI  48083

07/22/2024DATE:Phone: (248) 707-1040
Fax: (248) 295-9400

Q U O T E  P R E P A R E D   F O R P R E P A R E D   B Y

Matt BrandDavid Cooper
Account ManagerCity of Dearborn Heights
mattb@baenetworks.com6045 Fenton St

Dearborn Heights, MI 48127-3287
United States

(248) 509-8995

DESCRIPTION
P.O. NUMBER PAYMENT TERMS INITIAL SERVICE TERM VALID THROUGH

TBD 24 Months Aug 9, 2024

EXT. PRICEQTY PRICE

DESCRIPTION QTY PRICE EXT. PRICE

Security Awareness Training and Dark Web Monitoring Solution - 2 year

 1  $99.00  $99.00Phishing and Cyber Security Training (26-100 Users)
Fully Managed 24x7 Dark Web Monitoring, Bi-Monthly Ani-Phishing and Quarterly Training   (26-100
Users)

    Phishing and training programs are proven to help with employee human error, making them the
best defense against cybercrime. Your workers easily grasp and adhere to training if it is engaging and
informative. Short, animated explainer videos and quizzes provide an efficient and measurable
learning environment.
    24x7x365 Dark web monitoring, fully managed by BAE.
    Identify and investigate exposed login credentials or pairs discovered directly linked to your
business email domains or IP address details.
    Alerting and reporting on compromised credentials real time. 
    C-Level executive personal email monitoring (up to 5).
    Create and schedule Bi-monthly phishing campaigns based on defined topics
    Create and schedule quarterly training campaigns based on defined topics 
    Robust analytics track and measure the effectiveness of your campaign, reporting results for the
whole workforce right down to individual team members needing additional training.
    Verify new users are being incorporated into the program
    Reporting included at the end of each phishing and training campaign
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DESCRIPTION QTY PRICE EXT. PRICE

 7  $49.00  $343.00Phishing and Cyber Security Training (Add 50 Users) 
Fully Managed 24x7 Dark Web Monitoring, Bi-Monthly Ani-Phishing and Quarterly Training   (Add 50
Users)

    Phishing and training programs are proven to help with employee human error, making them the
best defense against cybercrime. Your workers easily grasp and adhere to training if it is engaging and
informative. Short, animated explainer videos and quizzes provide an efficient and measurable
learning environment.
    24x7x365 Dark web monitoring, fully managed by BAE.
    Identify and investigate exposed login credentials or pairs discovered directly linked to your
business email domains or IP address details.
    Alerting and reporting on compromised credentials real time. 
    C-Level executive personal email monitoring (up to 5).
    Create and schedule Bi-monthly phishing campaigns based on defined topics
    Create and schedule quarterly training campaigns based on defined topics 
    Robust analytics track and measure the effectiveness of your campaign, reporting results for the
whole workforce right down to individual team members needing additional training.
    Verify new users are being incorporated into the program
    Reporting included at the end of each phishing and training campaign

Onboarding

 1  $299.00  $299.00Phishing and Dark Web Monitoring Onboarding
-Set up new client in portal for access. 
-Whitelist anti-phishing domains on client email server.
-Export company emails into dark web scan.
-Clean up first scan based on findings.
-Create Training campaign and deploy.

SUBTOTAL  $299.00Please contact me if I can be of further assistance.
SHIPPING  $0.00

TAX  $0.00
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Agreement
Purchase Summary
     DESCRIPTION AMOUNT

Total purchase of hardware, software, and services including tax and shipping.  $299.00

Down Payment Summary
     DESCRIPTION AMOUNT ONE TIME TOTAL REQUIRED DOWN PAYMENT MONTHLY ONGOING

 $299.00  $442.00This amount is due prior to project initiation and is applied towards the purchase summary above.  $299.00

Monthly Expenses Summary
     DESCRIPTION AMOUNT

Total ongoing support, services, and licensing. Billed monthly.  $442.00

Payment Options
     DOWN PAYMENT & ONBOARDING      RECURRING PAYMENTS

-Must be made by credit card, check, or ACH to BAE Networks
prior to onboarding or delivery
-Online payments available during quote approval
-Credit Card subject to 3% surcharge

-Autopay must be setup within the BAE Networks platform
-Autopay via ACH receives the full 6% discount (as quoted)
-Autopay via credit card is subject to a 3% discount forfiture
-Manual payment of any type is subject to a 3% discount forfiture

Taxes, shipping, handling, and other fees may apply. This Quote is governed under the terms of our Master Services
Agreement located at http://cdn.baenetworks.com/MSA/MSA_Online_v1.00.pdf (the "MSA"). This Quote is further
defined, clarified, and governed under the terms of the Statement of Service, attached ("SoS"). By agreeing to this Quote
you agree to the terms of the MSA and SoS. If you have any questions, please contact us prior to executing this Quote.

Signature(s) If your organization requires two signatures. This is not required.

Name:7/22/2024 7/22/2024David Cooper

Title:Director of Technology
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  Statement of Services: Managed Services  
 
This Statement of Services (“SoS”) contains provisions that define, clarify, and govern the provisions of the quote to 
which it is attached (the “Quote”). If you do not agree with the terms of this SoS, you should not sign the Quote and 
you must contact us for more information. 
 
This SoS is effective as of date on which you accepted the Quote (“Effective Date”). 
 
The services described in the Quote (collectively, the “Services”) will be provided to you. Activities or items that are not 
specifically described in the Quote will be out of scope and will not be provided to you unless otherwise agreed to by 
us in writing. From this point forward, the Quote and this SoS will generally be collectively referred to as, this “SoS”. 
 

SCOPE OF SERVICES 
Onboarding Services 

• Uninstall any monitoring tools or other software installed by previous IT consultants. 
• Compile a full inventory of all protected servers, workstations, and laptops. 
• Uninstall any previous virus protection and install our managed antivirus application. 
• Install remote support access application on each managed device to enable remote support. 
• Configure patch management application and check for missing security updates. 
• Uninstall unsafe applications or applications that are no longer necessary. 
• Optimize device performance including disk cleanup, disk defragmentation where applicable, and threat scans. 
• Review and document firewall configuration and other network infrastructure devices. 
• Configure and install firewall(s) as required per location.  
• Review status of battery backup protection on all devices. 
• Review and document current server configuration and status. 
• Implement backup strategy and offsite replication on appropriate servers and workstations as defined in quote. 
• Review password policies and update user and device passwords. 
• As applicable, make recommendations for changes that should be considered to the managed environment. 

 
If deficiencies are discovered during the onboarding process, we will bring those issues to your attention and 
discuss the impact of the deficiencies on our provision of our managed services. Please note, unless otherwise 
expressly stated in the Quote, onboarding-related services do not include the remediation of any issues, errors, 
or deficiencies (“Issues”), and we cannot guarantee that all Issues will be detected during the onboarding process.  

 
Ongoing/Recurring Services 

Ongoing/recurring services begin upon the completion of onboarding services, if any.  
 
Managed Services 

See the Quote for the scope of our managed services. 
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Managed Equipment / Hardware / Software 
The Services will be applied to the equipment listed in the Quote (“Covered Hardware”).  
The Services will apply to the software listed in the Quote (“Supported Software”) provided, however, that all 
Supported Software must, at all times, be properly licensed, and under a maintenance and support agreement 
from the Supported Software’s manufacturer. In this SoS, Covered Hardware and Supported Software will be 
referred to as the “Environment.” 

 
Data Backup & Disaster Recovery 

BAE’s backup and disaster recovery (BDR) services include: 
 

Managed backup of servers and workstations listed in the Quote 
24/7 automated monitoring of backup system, including onsite backup, offsite replication, and data validation  
Troubleshooting and remediation of failed backup jobs 
Preventive maintenance and management of imaging software 
Firmware and software updates of backup appliance 
Problem analysis by the network operations team 
Monitoring of backup successes and failures 
File recovery at no cost for A and C Plan devices 
System level restore at no cost for A Plan devices 

 
Backed-Up Servers / Workstations: See Quote for servers/workstations that will be backed up. 
Note: Data on equipment that is not specifically listed in the Quote will not be backed up.  

 
Storage Limitation: Client will be allocated the of storage space for backup and recovery purposes as listed in the 
Quote. Any space required beyond this amount will be provided to Client in on a per gigabyte basis at the rate 
stated on the Quote.  

 
Backup Frequency: On-site backups will occur, by default, hourly during business hours; offsite backups will 
replicate offsite as able following local verification of the data. Offsite backups are validated as they are received 
at BAE’s datacenter, which is based on the size of the backup file and available connectivity at the Client site. 

 
Backup Data Security: All backed up data is encrypted at rest with 256-bit AES encryption. All facilities housing 
backed up data implement physical security controls and logs, including security cameras, and have multiple 
internet connections with failover capabilities. 

 
Backup Retention: BAE only guarantees retrieval of the most recent verified recovery point sent to the backup 
appliance in a local recovery situation. BAE only guarantees retrieval of archived data sent to the off-site data 
center in the prior calendar day. Granularity of recovery diminishes with time; by default hourly backups are 
available for 5 days, daily backups are available for 4 weeks, weekly backups for 6 months. All backup retention is 
subject to modification per Client request where approved and practical. 

 
License Grant. All Backup Appliances are provisioned with proprietary software (“BDR Software”). BAE hereby 
grants to Client a non-exclusive, royalty free, non-transferable license, during the term of this SoS, to use the BDR 
Software in conjunction with the BDR-related services provided by BAE. Client shall not reverse engineer, de-
compile or otherwise use the BDR Software in any manner not specifically authorized by BAE. 
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Disaster Recovery 
You must contact us if disaster recovery services are needed. Upon your payment of the applicable fees (described 
below), we will make your backed up data available to you in a hosted, virtual environment. Your access to the 
recovery environment will continue for a period of two (2) weeks; extended access time is available as described 
in the Fees section, below. 

 
Physical Locations Covered by Services 

Services will be provided remotely unless, in our discretion, we determine that an onsite visit is required. Onsite 
visits will be scheduled in accordance with the priority assigned to the issue (below), and are subject to technician 
availability. Unless we agree otherwise, all onsite Services will be provided at Client’s primary office location listed 
in the Quote. Additional fees may apply for onsite visits: Please review the Service Level section below for more 
details. 

 
Term; Termination 

The Services will commence, and billing will begin, on the date indicated in the Quote (“Commencement Date”). 
We reserve the right to delay the Commencement Date until all onboarding/transition services (if any) are 
completed, and all deficiencies / revisions identified in the onboarding process (if any) are addressed or 
remediated to BAE’s satisfaction. The Services will continue until terminated as provided in the Agreement, the 
Quote, and this SoS (the “Service Term”). 

 
Renewal 

After the expiration of the initial Service Term, the Service Term will automatically renew for contiguous terms 
equal to the initial Service Term unless either party notifies the other of its intention to not renew the Services no 
less than thirty (30) days before the end of the then-current Service Term. 

 
Assumptions / Minimum Requirements / Exclusions 
The scheduling, fees and provision of the Services are based upon the following assumptions and minimum 
requirements:  
• Server hardware must be under current warranty coverage. 
• All equipment with Microsoft Windows® operating systems must be running then-currently supported versions 

of such software and have all of the latest Microsoft service packs and critical updates installed. 
• All software must be genuine, licensed and vendor-supported. 
• Server file systems and email systems (if applicable) must be protected by licensed and up-to-date virus 

protection software. 
• The Environment must have a currently licensed, vendor-supported server-based backup solution that can be 

monitored. 
• All wireless data traffic in the environment must be securely encrypted. 
• There must be an outside static IP address assigned to a network device, allowing VPN access.  
• All servers must be connected to working UPS devices. 
• Recovery coverage assumes data integrity of the backups or the data stored on the backup devices. We do not 

guarantee the integrity of the backups or the data stored on the backup devices. Server restoration will be to the 
point of the last successful backup.  

• Client must provide all software installation media and key codes in the event of a failure. 
• Any costs required to bring the Environment up to these minimum standards are not included in this SoS. 
• Client must provide us with exclusive administrative privileges to the Environment. 
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• Client must not affix or install any accessory, addition, upgrade, equipment, or device on to the firewall, server, or 
NAS appliances (other than electronic data) unless expressly approved in writing by us.  

 
Exclusions. Services that are not expressly described in the Quote will be out of scope and will not be provided to 
Client unless otherwise agreed, in writing, by BAE. Without limiting the foregoing, the following services are 
expressly excluded, and if required to be performed, must be agreed upon by BAE in writing: 

• Customization of third party applications, or programming of any kind. 
• Support for operating systems, applications, or hardware no longer supported by the manufacturer. 
• Data/voice wiring or cabling services of any kind. 
• Battery backup replacement. 
• Equipment relocation. 
• The cost to bring the Environment up to the Minimum Requirements (unless otherwise noted in “Scope of 

Services” above). 
• The cost of repairs to hardware or any supported equipment or software, or the costs to acquire parts or 

equipment, or shipping charges of any kind. 
 
Service Levels 

Automated monitoring is provided on an ongoing (i.e., 24x7x365) basis; response, repair, and/or remediation 
services (as applicable) will be provided only during business hours unless otherwise specifically stated in the 
Quote. We will respond to problems, errors, or interruptions in the provision of the Services in the timeframe(s) 
described below. Severity levels will be determined by BAE in our discretion after consulting with the Client. All 
remediation services will initially be attempted remotely; BAE will provide onsite service only if remote remediation 
is ineffective and, under all circumstances, only if covered under the Service plan selected by Client.  

 
Trouble / Severity Response Time 
Critical problem: Service not available (all users 
and functions unavailable) 
  

Response within two (2) hours after notification. 
 

Significant degradation of service (large number 
of users or business critical functions affected) 
  

Response within four (4) hours after notification. 
 

Limited degradation of service (limited number of 
users or functions affected, business process can 
continue). 
  

Response within four (4) business hours after notification. 
 

Small service degradation (business process can 
continue, one user affected). 

Response within eight (8) business hours after notification. 

 
* All time frames are calculated as of the time that BAE is notified of the applicable issue / problem by Client 
through BAE’s designated support portal, email, or by telephone at the telephone number listed in the Quote. 
Notifications received in any manner other than described herein may result in a delay in the provision of 
remediation efforts. Support provided outside of our normal support hours will be billed to Client at the hourly 
rate of $215/hour (1 hour minimum applies). 
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Fees 
The fees for the Services will be as indicated in the Quote. 

 
Changes to Environment 

Initially, you will be charged the monthly fees indicated in the Quote. Thereafter, if the managed environment 
changes, or if the number of authorized users accessing the managed environment changes, then you agree that 
the fees will be automatically and immediately modified to accommodate those changes.  
Minimum Monthly Fees. The initial Fees indicated in Quote are the minimum monthly fees (“MMF”) that will be 
charged to you during the term. You agree that the MMF will not drop below the amounts indicated in the Quote, 
regardless of the number of users or devices to which the Services are directed or applied, unless we agree to the 
reduction. All modifications to the amount of hardware, devices, or authorized users under the Quote (as 
applicable) must be in writing and accepted by both parties.  
Increases. We reserve the right to modify our hourly rates in amounts commensurate with our business needs 
and industry norms.  In addition, we reserve the right to increase our monthly recurring and data recovery fees; 
provided, however, if an increase is more than five percent (5%) of the fees charged for the Services in the prior 
calendar year, then you will be provided with a sixty (60) day opportunity to terminate the Services by providing 
us with written notice of termination. You will be responsible for the payment of all fees that accrue up to the 
termination date and all pre-approved, non-mitigatable expenses that we incurred in our provision of the Services 
through the date of termination. Your continued acceptance or use of the Services after this sixty (60) day period 
will indicate your acceptance of the increased fees. 
Travel Time. If onsite services are provided, we will travel up to 45 minutes from our office to your location at no 
charge. Time spent traveling beyond 45 minutes (e.g., locations that are beyond 45 minutes from our office, 
occasions on which traffic conditions extend our drive time beyond 45 minutes one-way, etc.) will be billed to you 
at our then current hourly rates. In addition, you will be billed for all tolls, parking fees, and related expenses that 
we incur if we provide onsite services to you. 
Appointment Cancellations. You may cancel or reschedule any appointment with us at no charge by providing us 
with notice of cancellation at least one business day in advance. If we do not receive timely a notice of 
cancellation/re-scheduling, or if you are not present at the scheduled time or if we are otherwise denied access 
to your premises at a pre-scheduled appointment time, then you agree to pay us a cancellation fee equal to two 
(2) hours of our normal consulting time (or non-business hours consulting time, whichever is appropriate), 
calculated at our then-current hourly rates. 
Automated Payment. You may pay your invoices by credit card and/or by ACH, as described below. If you authorize 
payment by credit card and ACH, then the ACH payment method will be attempted first. If that attempt fails for 
any reason, then we will process payment using your designated credit card.  

• ACH. When enrolled in an ACH payment processing method, you authorize us to electronically debit your 
designated checking or savings account, as defined and configured by you in our payment portal, for any payments 
due under the Quote. This authorization will continue until otherwise terminated in writing by you. We will apply 
a $35.00 service charge to your account for any electronic debit that is returned unpaid due to insufficient funds 
or due to your bank’s electronic draft restrictions. 

• Credit Card. When enrolled in a credit card payment processing method, you authorize us to charge your credit 
card, as designated by you in our payment portal, for any payments due under the Quote. WE WILL ADD 3% TO 
THE AMOUNT DUE ON EACH INVOICE FOR CLIENT’S CONVENIENCE OF USING A CREDIT CARD INSTEAD OF 
SUBMITTING A PAYMENT BY CHECK OR PAYING BY ACH. This fee will be accounted for on a separate invoice on 
our payment backend and will not be reflected the provided invoice. 
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Removal of Software Agents; Return of Firewall & Backup Appliances 
Unless we expressly direct you to do so, you will not remove or disable, or attempt to remove or disable, any 
software agents that we installed in the Environment. Doing so without our guidance may make it difficult or 
impracticable to remove the software agents, which could result in network vulnerabilities and/or the continuation 
of license fees for the software agents for which you will be responsible, and/or the requirement that we remediate 
the situation at our then-current hourly rates, for which you will also be responsible. Depending on the particular 
software agent and the costs of removal, we may elect to keep the software agent in the Environment but in a 
dormant and/or unused state. 

 
Within ten (10) days after being directed to do so, Client will remove, package, and ship, at Client’s expense and in 
a commercially reasonable manner, all hardware, equipment, and accessories provided to Client by BAE that were 
used in the provision of the Services. If you fail to timely return all equipment to us, or if the equipment is returned 
to us damaged (normal wear and tear excepted), then we will have the right to charge you, and you hereby agree 
to pay, the replacement value of all such unreturned or damaged equipment. 

 

Additional Terms 
Monitoring Services; Alert Services 

Unless otherwise indicated in this SoS, all monitoring and alert-type services are limited to detection and 
notification functionalities only. Monitoring levels will be set by BAE, and Client shall not modify these levels 
without our prior written consent. 

 
Remediation 

Unless otherwise provided in this SoS, remediation services will be provided in accordance with the recommended 
practices of the managed services industry. Client understands and agrees that remediation services are not 
intended to be, and will not be, a warranty or guarantee of the functionality of the Environment, or a service plan 
for the repair of any particular piece of managed hardware or software. 

 
Modification of Environment 

Changes made to the Environment without our prior authorization or knowledge may have a substantial, negative 
impact on the provision and effectiveness of the Services, and may impact the fees charged under this SoS. You 
agree to refrain from moving, modifying, or otherwise altering any portion of the Environment without our prior 
knowledge or consent. For example, you agree to refrain from adding or removing hardware from the Environment, 
installing applications on the Environment, or modifying the configuration or log files of the Environment without 
our prior knowledge or consent. 

 
When applicable for co-managed environments: We will coordinate with your internal IT personnel (“Your 
Personnel”) as necessary to help ensure that the Services are delivered efficiently and effectively. That said, we 
are not responsible for the remediation of issues beyond the scope of this SoS caused by any activities undertaken 
by Your Personnel, such as modifications to hardware or software configurations, installation of software, 
firmware upgrades, etc. unless we pre-authorized those activities. 

 
Anti-Virus; Anti-Malware 

Our anti-virus / anti-malware solution will generally protect the Environment from becoming infected with new 
viruses and malware (“Viruses”); however, Viruses that exist in the Environment at the time that the security 
solution is implemented may not be capable of being removed without additional services, for which a charge may 
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be incurred. We do not warrant or guarantee that all Viruses and malware will be capable of being detected, 
avoided, or removed, or that any data erased, corrupted, or encrypted by malware will be recoverable. In Quote to 
improve security awareness, you agree that BAE or its designated third party affiliate may transfer information 
about the results of processed files, information used for URL reputation determination, security risk tracking, and 
statistics for protection against spam and malware. Any information obtained in this manner does not and will not 
contain any personal or confidential information.  

 
Breach/Cyber Security Incident Recovery 

Unless otherwise expressly stated in this SoS, the scope of this SoS does not include the remediation and/or 
recovery from a Security Incident (defined below). Such services, if requested by you, will be provided on a time and 
materials basis under our then-current hourly labor rates. Given the varied number of possible Security Incidents, 
we cannot and do not warrant or guarantee (i) the amount of time required to remediate the effects of a Security 
Incident (or that recovery will be possible under all circumstances), or (ii) that all data impacted by the incident will 
be recoverable. For the purposes of this paragraph, a Security Incident means any unauthorized or impermissible 
access to or use of the Environment, or any unauthorized or impermissible disclosure of Client’s confidential 
information (such as user names, passwords, etc.), that (i) compromises the security or privacy of the information 
or applications in, or the structure or integrity of, the Environment, or (ii) prevents normal access to the 
Environment, or impedes or disrupts the normal functions of the Environment. 

 
Environmental Factors  

Exposure to environmental factors, such as water, heat, cold, or varying lighting conditions, may cause installed 
equipment to malfunction. Unless expressly stated in this SoS, we do not warrant or guarantee that installed 
equipment will operate error-free or in an uninterrupted manner, or that any video or audio equipment will clearly 
capture and/or record the details of events occurring at or near such equipment under all circumstances.  

 
Fair Usage Policy 

Our Fair Usage Policy (“FUP”) applies to all services in this SoS that are described or designated as “unlimited.” An 
“unlimited” service designation means that, subject to the terms of this FUP, you may use the service as reasonably 
necessary for you to enjoy the use and benefit of the service without incurring additional time-based or usage-
based costs. However, unless expressly stated otherwise in this SoS, all unlimited services are provided during our 
normal business hours only and are subject to our technicians’ availabilities, which cannot always be guaranteed. 
In addition, we reserve the right to assign our technicians as we deem necessary to handle issues that are more 
urgent, critical, or pressing than the request(s) or issue(s) reported by you. Consistent with this FUP, you agree to 
refrain from (i) creating urgent support tickets for non-urgent or non-critical issues, (ii) requesting excessive 
support services that are inconsistent with normal usage patterns in the industry (e.g., requesting support in lieu 
of training), (iii) requesting support or services that are intended to interfere, or may likely interfere, with our ability 
to provide our services to our other customers.  

 
M365 / Email 

You are solely responsible for the security, confidentiality and integrity of all email and the content of all email, 
received, transmitted, or stored through the Microsoft 365 email service that is under your control (“M365 Email”). 
You agree to refrain from uploading, posting, transmitting or distributing (or permitting any of your authorized 
users of the M365 Email to upload, post, transmit or distribute) any prohibited content, which is generally content 
that (i) is obscene, illegal, or intended to advocate or induce the violation of any law, rule or regulation, or (ii) violates 
the intellectual property rights or privacy rights of any third party, or (iii) mischaracterizes you, and/or is intended 
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to create a false identity or to otherwise attempt to mislead any person as to the identity or origin of any 
communication, or (iv) interferes or disrupts the services provided by BAE or the services of any third party, or (v) 
contains Viruses, trojan horses or any other malicious code or programs. In addition, you must not use the M365 
Email for the purpose of sending unsolicited commercial electronic messages (“SPAM”) in violation of any federal 
or state law.  

 
BAE reserves the right, but not the obligation, to suspend Client’s access to the M365 Email and/or all transactions 
occurring under Client’s M365 Email account if BAE believes, in its discretion, that Client’s email account is being 
used in an improper or illegal manner.  

 
VoIP/ Phone System 

911 Dialing / Emergency Dialing - Limitations 
The VoIP Service (“VoIP Service”) may not support traditional 911 or E911 access to emergency services in all 
locations. The 911 dialing feature of the VoIP Service is not automatic; Client may be required to take affirmative 
steps to register the address where the VoIP Service will be used in order to activate the 911 Dialing feature. Client 
understands that Client must inform any users of the VoIP Service of the non-availability of traditional 911 or E911. 

 
When a VoIP calling device is registered in a particular location, it cannot be moved without re-registering the 
device in the new location. Client agrees that it will not move any VoIP calling device without BAE’s written consent. 
Client shall hold BAE harmless for any and all claims or causes of action arising from or related to Client’s inability 
to use traditional 911 or E911 services.  

 
When an emergency call is made, one or more third parties use the address of Client’s registered location to 
determine the nearest emergency response location, and then the call is forwarded to a general number at that 
location. When the emergency location receives Client’s call, the operator will not have Client’s address and may 
not have Client’s phone number. Client understands and agrees that users of the VoIP System must provide their 
address and phone number in order to get help. Client hereby authorizes BAE to disclose Client’s name and address 
to third-party service providers, including, without limitation, call routers, call centers and public service answering 
points, for the purpose of dispatching emergency services personnel to Client’s registered location. 

 
Client understands and agrees that 911 dialing does not and will not function in the event of a power failure or 
disruption. Similarly, the hosted VoIP Services will not operate (i) during service outages or suspensions or 
terminations of service by Client’s broadband provider or ISP, or (ii) during periods of time in which Client’s ISP or 
broadband provider blocks the ports over which the VoIP Services are provided. Client further understands and 
agrees that 911 Dialing will not function if Client changes its telephone number, or if Client adds or ports new 
telephone numbers to Client’s account, unless and until Client successfully register its location of use for each 
changed, newly added or newly ported telephone number. 

 
Client expressly agrees not to use VoIP System for auto-dialing, continuous or extensive call forwarding, 
telemarketing, fax broadcasting or fax blasting, or for any other use that results in excessive usage inconsistent 
with standard commercial calling patterns. 

 
Patch Management 

We will keep all managed hardware and managed software current with critical patches and updates (“Patches”) 
as those Patches are released generally by the applicable manufacturers. Patches are developed by third party 
vendors and, on rare occasions, may make the Environment, or portions of the Environment, unstable or cause the 
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managed equipment or software to fail to function properly even when the Patches are installed correctly. We will 
not be responsible for any downtime or losses arising from or related to the installation or use of any Patch. We 
reserve the right, but not the obligation, to refrain from installing a Patch if we are aware of technical problems 
caused by a Patch, or we believe that a Patch may render the Environment, or any portion of the Environment, 
unstable. 

 
Backup (BDR) Services 

All data transmitted over the Internet may be subject to malware and computer contaminants such as viruses, 
worms and trojan horses, as well as attempts by unauthorized users, such as hackers, to access or damage Client’s 
data. Neither BAE nor its designated affiliates will be responsible for the outcome or results of such activities.  

 
BDR services require a reliable, always-connected internet solution. Data backup and recovery time will depend on 
the speed and reliability of your internet connection. Internet and telecommunications outages will prevent the 
BDR services from operating correctly. In addition, all computer hardware is prone to failure due to equipment 
malfunction, telecommunication-related issues, etc., for which we will be held harmless. Due to technology 
limitations, all computer hardware, including communications equipment, network servers and related equipment, 
has an error transaction rate that can be minimized, but not eliminated. BAE cannot and does not warrant that 
data corruption or loss will be avoided, and Client agrees that BAE shall be held harmless if such data corruption or 
loss occurs. Client is strongly advised to keep a local backup of all of stored data to mitigate against the 
unintentional loss of data. 

 
Procurement 

Equipment and software procured by BAE on Client’s behalf (“Procured Equipment”) may be covered by one or 
more manufacturer warranties, which will be passed through to Client to the greatest extent possible. By procuring 
equipment or software for Client, BAE does not make any warranties or representations regarding the quality, 
integrity, or usefulness of the Procured Equipment. Certain equipment or software, once purchased, may not be 
returnable or, in certain cases, may be subject to third party return policies and/or re-stocking fees, all of which 
shall be Client’s responsibility in the event that a return of the Procured Equipment is requested. BAE is not a 
warranty service or repair center. BAE will facilitate the return or warranty repair of Procured Equipment; however, 
Client understands and agrees that the return or warranty repair of Procured Equipment is governed by the terms 
of the warranties (if any) governing the applicable Procured Equipment, for which BAE will be held harmless. 

 
Quarterly Business Review; IT Strategic Planning 

Suggestions and advice rendered to Client are provided in accordance with relevant industry practices, based on 
Client’s specific needs and BAE’s opinion and knowledge of the relevant facts and circumstances. By rendering 
advice, or by suggesting a particular service or solution, BAE is not endorsing any particular manufacturer or service 
provider.  

 
VCTO or VCIO Services 

The advice and suggestions provided us in our capacity as a virtual chief technology or information officer will be 
for your informational and/or educational purposes only. BAE will not hold an actual director or officer position in 
Client’s company, and we will neither hold nor maintain any fiduciary relationship with Client. Under no 
circumstances shall Client list or place the BAE on Client’s corporate records or accounts.  
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Sample Policies, Procedures. 
From time to time, we may provide you with sample (i.e., template) policies and procedures for use in connection 
with Client’s business (“Sample Policies”). The Sample Policies are for your informational use only, and do not 
constitute or comprise legal or professional advice, and the policies are not intended to be a substitute for the 
advice of competent counsel. You should seek the advice of competent legal counsel prior to using or distributing 
the Sample Policies, in part or in whole, in any transaction. We do not warrant or guarantee that the Sample Policies 
are complete, accurate, or suitable for your (or your customers’) specific needs, or that you will reduce or avoid 
liability by utilizing the Sample Policies in your (or your customers’) business operations. 

 
Penetration Testing; Vulnerability Assessment 

You understand and agree that security devices, alarms, or other security measures, both physical and virtual, may 
be tripped or activated during the penetration testing process, despite our efforts to avoid such occurrences. You 
will be solely responsible for notifying any monitoring company and all law enforcement authorities of the potential 
for “false alarms” due to the provision of the penetration testing services, and you agree to take all steps necessary 
to ensure that false alarms are not reported or treated as “real alarms” or credible threats against any person, 
place or property. Some alarms and advanced security measures, when activated, may cause the partial or 
complete shutdown of the Environment, causing substantial downtime and/or delay to your business activities. 
We will not be responsible for, and will be held harmless and indemnified by you against, any claims, costs, fees or 
expenses arising or resulting from (i) any response to the penetration testing services by any monitoring company 
or law enforcement authorities, or (ii) the partial or complete shutdown of the Environment by any alarm or security 
monitoring device.  

 
No Third Party Scanning 

Unless we authorize such activity in writing, you will not conduct any test, nor request or allow any third party to 
conduct any test (diagnostic or otherwise), of the security system, protocols, processes, or solutions that we 
implement in the managed environment (“Testing Activity”). Any services required to diagnose or remediate errors, 
issues, or problems arising from unauthorized Testing Activity is not covered under this SoS, and if you request us 
(and we elect) to perform those services, those services will be billed to you at our then-current rates. 

 
HaaS 

You will use all BAE-hosted or BAE-supplied equipment and hardware (collectively, “Infrastructure”) for your 
internal business purposes only. You shall not sublease, sublicense, rent or otherwise make the Infrastructure 
available to any third party without our prior written consent. You agree to refrain from using the Infrastructure in 
a manner that unreasonably or materially interferes with our other hosted equipment or hardware, or in a manner 
that disrupts or which is likely to disrupt the services that we provide to our other clientele. We reserve the right 
to throttle or suspend your access and/or use of the Infrastructure if we believe, in our sole but reasonable 
judgment, that your use of the Infrastructure is violates the terms of this SoS or the Agreement. 

 
Domain Name Services  

If you register, renew, or transfer a domain name through BAE, we will submit the request to the applicable domain 
name services provider (the “Registrar”) on your behalf. Our sole responsibility is to submit the request to the 
Registrar, and we are not responsible for any errors, omissions, or failures of the Registrar.  
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Unsupported Configuration Elements or Services  
If you request a configuration element (hardware or software) or hosting service in a manner that is not customary 
at BAE, or that is in “end of life” or “end of support” status, we may designate the element or service as 
“unsupported,” “non-standard,” “best efforts,” “reasonable endeavor,” “one-off,” “EOL,” “end of support,” or with 
like term in the service description (an “Unsupported Service”).  We make no representation or warranty 
whatsoever regarding any Unsupported Service, and you agree that we will not be liable for any loss or damage 
arising from the provision of an Unsupported Service. Deployment and service level guarantees shall not apply to 
any Unsupported Service.  

 
IP Addresses 

Any IP addresses provided to Client by BAE during the term of this SoS are managed by BAE and BAE will retain 
these IP addresses after termination of this SoS, meaning that they may not be transferred or utilized by Client 
after termination of this SoS. 

 
Hosting Services 

You agree that you are responsible for the actions and behaviors of your users of the Services. In addition, you 
agree that neither Client, nor any of your employees or designated representatives, will use the Services in a 
manner that violates the laws, regulations, ordinances, or other such requirements of any jurisdiction.  

 
In addition, Client agrees that neither it, nor any of its employees or designated representatives, will: transmit any 
unsolicited commercial or bulk email, will not engage in any activity known or considered to be "spamming" and 
carry out any "denial of service" attacks on any other website or Internet service; infringe on any copyright, 
trademark, patent, trade secret, or other proprietary rights of any third party; collect, attempt to collect, publicize, 
or otherwise disclose personally identifiable information of any person or entity without their express consent 
(which may be through the person or entity's registration and/or subscription to Client’s services, in which case 
Client must provide a privacy policy which discloses any and all uses of information that you collect) or as 
otherwise required by law; or, undertake any action which is harmful or potentially harmful to BAE or its 
infrastructure. 

 
Client is solely responsible for ensuring that its login information is utilized only by Client and Client’s authorized 
users and agents. Client’s responsibility includes ensuring the secrecy and strength of user identifications and 
passwords. BAE shall have no liability resulting from the unauthorized use of Client’s login information. If login 
information is lost, stolen, or used by unauthorized parties or if Client believes that any hosted applications or 
hosted data has been accessed by unauthorized parties, it is Client’s responsibility to notify BAE immediately to 
request the login information be reset or unauthorized access otherwise be prevented. BAE will use commercially 
reasonable efforts to implement such requests as soon as practicable after receipt of notice. 

 
Licenses 

If we are required to re-install or replicate any software provided by you as part of the Services, then it is your 
responsibility to verify that all such software is properly licensed. We reserve the right, but not the obligation, to 
require proof of licensing before installing, re-installing, or replicating software into the managed environment. 
The cost of acquiring licenses is not included in the scope of this SoS unless otherwise expressly stated herein. 

 

19 of 19Page 228 of 313



Q U O T E  P R E P A R E D  F O R

David Cooper
City of Dearborn Heights
DCooper@dearbornheightsmi.gov

P R E P A R E D  B Y

Matt Brand
BAE Networks
mattb@baenetworks.com

BAEQ4184
DUO Hardware Tokens

Wednesday, August 21, 2024
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Wednesday, August 21, 2024

City of Dearborn Heights
David Cooper
6045 Fenton St
Dearborn Heights, MI 48127-3287
United States

Dear David,

The following quote includes DUO hardware tokens that can be registered and used as the two-factor
authentication method for computer sign-in for users.

Sincerely,

Matt Brand
Account Manager
BAE Networks
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QUOTE

BAEQ4184QUOTE #:1250 Stephenson Hwy
Troy, MI  48083

08/21/2024DATE:Phone: (248) 707-1040
Fax: (248) 295-9400

Q U O T E  P R E P A R E D   F O R P R E P A R E D   B Y

Matt BrandDavid Cooper
Account ManagerCity of Dearborn Heights
mattb@baenetworks.com6045 Fenton St

Dearborn Heights, MI 48127-3287
United States

(248) 509-8995

DESCRIPTION
P.O. NUMBER PAYMENT TERMS INITIAL SERVICE TERM VALID THROUGH

TBD Sep 5, 2024

EXT. PRICEQTY PRICE

DESCRIPTION QTY PRICE EXT. PRICE

 10  $33.14  $331.40DUO Hardware Token
DUO hardware token for PCs *Minimum 10-pack required*

SUBTOTAL  $331.40Please contact me if I can be of further assistance.
SHIPPING  $0.00

TAX  $0.00
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Agreement
Purchase Summary
     DESCRIPTION AMOUNT

Total purchase of hardware, software, and services including tax and shipping.  $331.40

Down Payment Summary
     DESCRIPTION AMOUNT ONE TIME TOTAL REQUIRED DOWN PAYMENT MONTHLY ONGOING

 $331.40  $0.00This amount is due prior to project initiation and is applied towards the purchase summary above.  $0.00

Monthly Expenses Summary
     DESCRIPTION AMOUNT

Total ongoing support, services, and licensing. Billed monthly.  $0.00

Payment Options
     DOWN PAYMENT & ONBOARDING      RECURRING PAYMENTS

-Must be made by credit card, check, or ACH to BAE Networks
prior to onboarding or delivery
-Online payments available during quote approval
-Credit Card subject to 3% surcharge

-Autopay must be setup within the BAE Networks platform
-Autopay via ACH receives the full 6% discount (as quoted)
-Autopay via credit card is subject to a 3% discount forfiture
-Manual payment of any type is subject to a 3% discount forfiture

Taxes, shipping, handling, and other fees may apply. This Quote is governed under the terms of our Master Services
Agreement located at http://cdn.baenetworks.com/MSA/MSA_Online_v1.00.pdf (the "MSA"). This Quote is further
defined, clarified, and governed under the terms of the Statement of Service, attached ("SoS"). By agreeing to this Quote
you agree to the terms of the MSA and SoS. If you have any questions, please contact us prior to executing this Quote.

Signature(s) If your organization requires two signatures. This is not required.

Name:8/21/2024 8/21/2024David Cooper

Title:Director of Technology
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  Statement of Services: Managed Services  
 
This Statement of Services (“SoS”) contains provisions that define, clarify, and govern the provisions of the quote to 
which it is attached (the “Quote”). If you do not agree with the terms of this SoS, you should not sign the Quote and 
you must contact us for more information. 
 
This SoS is effective as of date on which you accepted the Quote (“Effective Date”). 
 
The services described in the Quote (collectively, the “Services”) will be provided to you. Activities or items that are not 
specifically described in the Quote will be out of scope and will not be provided to you unless otherwise agreed to by 
us in writing. From this point forward, the Quote and this SoS will generally be collectively referred to as, this “SoS”. 
 

SCOPE OF SERVICES 
Onboarding Services 

• Uninstall any monitoring tools or other software installed by previous IT consultants. 
• Compile a full inventory of all protected servers, workstations, and laptops. 
• Uninstall any previous virus protection and install our managed antivirus application. 
• Install remote support access application on each managed device to enable remote support. 
• Configure patch management application and check for missing security updates. 
• Uninstall unsafe applications or applications that are no longer necessary. 
• Optimize device performance including disk cleanup, disk defragmentation where applicable, and threat scans. 
• Review and document firewall configuration and other network infrastructure devices. 
• Configure and install firewall(s) as required per location.  
• Review status of battery backup protection on all devices. 
• Review and document current server configuration and status. 
• Implement backup strategy and offsite replication on appropriate servers and workstations as defined in quote. 
• Review password policies and update user and device passwords. 
• As applicable, make recommendations for changes that should be considered to the managed environment. 

 
If deficiencies are discovered during the onboarding process, we will bring those issues to your attention and 
discuss the impact of the deficiencies on our provision of our managed services. Please note, unless otherwise 
expressly stated in the Quote, onboarding-related services do not include the remediation of any issues, errors, 
or deficiencies (“Issues”), and we cannot guarantee that all Issues will be detected during the onboarding process.  

 
Ongoing/Recurring Services 

Ongoing/recurring services begin upon the completion of onboarding services, if any.  
 
Managed Services 

See the Quote for the scope of our managed services. 
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Managed Equipment / Hardware / Software 
The Services will be applied to the equipment listed in the Quote (“Covered Hardware”).  
The Services will apply to the software listed in the Quote (“Supported Software”) provided, however, that all 
Supported Software must, at all times, be properly licensed, and under a maintenance and support agreement 
from the Supported Software’s manufacturer. In this SoS, Covered Hardware and Supported Software will be 
referred to as the “Environment.” 

 
Data Backup & Disaster Recovery 

BAE’s backup and disaster recovery (BDR) services include: 
 

Managed backup of servers and workstations listed in the Quote 
24/7 automated monitoring of backup system, including onsite backup, offsite replication, and data validation  
Troubleshooting and remediation of failed backup jobs 
Preventive maintenance and management of imaging software 
Firmware and software updates of backup appliance 
Problem analysis by the network operations team 
Monitoring of backup successes and failures 
File recovery at no cost for A and C Plan devices 
System level restore at no cost for A Plan devices 

 
Backed-Up Servers / Workstations: See Quote for servers/workstations that will be backed up. 
Note: Data on equipment that is not specifically listed in the Quote will not be backed up.  

 
Storage Limitation: Client will be allocated the of storage space for backup and recovery purposes as listed in the 
Quote. Any space required beyond this amount will be provided to Client in on a per gigabyte basis at the rate 
stated on the Quote.  

 
Backup Frequency: On-site backups will occur, by default, hourly during business hours; offsite backups will 
replicate offsite as able following local verification of the data. Offsite backups are validated as they are received 
at BAE’s datacenter, which is based on the size of the backup file and available connectivity at the Client site. 

 
Backup Data Security: All backed up data is encrypted at rest with 256-bit AES encryption. All facilities housing 
backed up data implement physical security controls and logs, including security cameras, and have multiple 
internet connections with failover capabilities. 

 
Backup Retention: BAE only guarantees retrieval of the most recent verified recovery point sent to the backup 
appliance in a local recovery situation. BAE only guarantees retrieval of archived data sent to the off-site data 
center in the prior calendar day. Granularity of recovery diminishes with time; by default hourly backups are 
available for 5 days, daily backups are available for 4 weeks, weekly backups for 6 months. All backup retention is 
subject to modification per Client request where approved and practical. 

 
License Grant. All Backup Appliances are provisioned with proprietary software (“BDR Software”). BAE hereby 
grants to Client a non-exclusive, royalty free, non-transferable license, during the term of this SoS, to use the BDR 
Software in conjunction with the BDR-related services provided by BAE. Client shall not reverse engineer, de-
compile or otherwise use the BDR Software in any manner not specifically authorized by BAE. 
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Disaster Recovery 
You must contact us if disaster recovery services are needed. Upon your payment of the applicable fees (described 
below), we will make your backed up data available to you in a hosted, virtual environment. Your access to the 
recovery environment will continue for a period of two (2) weeks; extended access time is available as described 
in the Fees section, below. 

 
Physical Locations Covered by Services 

Services will be provided remotely unless, in our discretion, we determine that an onsite visit is required. Onsite 
visits will be scheduled in accordance with the priority assigned to the issue (below), and are subject to technician 
availability. Unless we agree otherwise, all onsite Services will be provided at Client’s primary office location listed 
in the Quote. Additional fees may apply for onsite visits: Please review the Service Level section below for more 
details. 

 
Term; Termination 

The Services will commence, and billing will begin, on the date indicated in the Quote (“Commencement Date”). 
We reserve the right to delay the Commencement Date until all onboarding/transition services (if any) are 
completed, and all deficiencies / revisions identified in the onboarding process (if any) are addressed or 
remediated to BAE’s satisfaction. The Services will continue until terminated as provided in the Agreement, the 
Quote, and this SoS (the “Service Term”). 

 
Renewal 

After the expiration of the initial Service Term, the Service Term will automatically renew for contiguous terms 
equal to the initial Service Term unless either party notifies the other of its intention to not renew the Services no 
less than thirty (30) days before the end of the then-current Service Term. 

 
Assumptions / Minimum Requirements / Exclusions 
The scheduling, fees and provision of the Services are based upon the following assumptions and minimum 
requirements:  
• Server hardware must be under current warranty coverage. 
• All equipment with Microsoft Windows® operating systems must be running then-currently supported versions 

of such software and have all of the latest Microsoft service packs and critical updates installed. 
• All software must be genuine, licensed and vendor-supported. 
• Server file systems and email systems (if applicable) must be protected by licensed and up-to-date virus 

protection software. 
• The Environment must have a currently licensed, vendor-supported server-based backup solution that can be 

monitored. 
• All wireless data traffic in the environment must be securely encrypted. 
• There must be an outside static IP address assigned to a network device, allowing VPN access.  
• All servers must be connected to working UPS devices. 
• Recovery coverage assumes data integrity of the backups or the data stored on the backup devices. We do not 

guarantee the integrity of the backups or the data stored on the backup devices. Server restoration will be to the 
point of the last successful backup.  

• Client must provide all software installation media and key codes in the event of a failure. 
• Any costs required to bring the Environment up to these minimum standards are not included in this SoS. 
• Client must provide us with exclusive administrative privileges to the Environment. 
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• Client must not affix or install any accessory, addition, upgrade, equipment, or device on to the firewall, server, or 
NAS appliances (other than electronic data) unless expressly approved in writing by us.  

 
Exclusions. Services that are not expressly described in the Quote will be out of scope and will not be provided to 
Client unless otherwise agreed, in writing, by BAE. Without limiting the foregoing, the following services are 
expressly excluded, and if required to be performed, must be agreed upon by BAE in writing: 

• Customization of third party applications, or programming of any kind. 
• Support for operating systems, applications, or hardware no longer supported by the manufacturer. 
• Data/voice wiring or cabling services of any kind. 
• Battery backup replacement. 
• Equipment relocation. 
• The cost to bring the Environment up to the Minimum Requirements (unless otherwise noted in “Scope of 

Services” above). 
• The cost of repairs to hardware or any supported equipment or software, or the costs to acquire parts or 

equipment, or shipping charges of any kind. 
 
Service Levels 

Automated monitoring is provided on an ongoing (i.e., 24x7x365) basis; response, repair, and/or remediation 
services (as applicable) will be provided only during business hours unless otherwise specifically stated in the 
Quote. We will respond to problems, errors, or interruptions in the provision of the Services in the timeframe(s) 
described below. Severity levels will be determined by BAE in our discretion after consulting with the Client. All 
remediation services will initially be attempted remotely; BAE will provide onsite service only if remote remediation 
is ineffective and, under all circumstances, only if covered under the Service plan selected by Client.  

 
Trouble / Severity Response Time 
Critical problem: Service not available (all users 
and functions unavailable) 
  

Response within two (2) hours after notification. 
 

Significant degradation of service (large number 
of users or business critical functions affected) 
  

Response within four (4) hours after notification. 
 

Limited degradation of service (limited number of 
users or functions affected, business process can 
continue). 
  

Response within four (4) business hours after notification. 
 

Small service degradation (business process can 
continue, one user affected). 

Response within eight (8) business hours after notification. 

 
* All time frames are calculated as of the time that BAE is notified of the applicable issue / problem by Client 
through BAE’s designated support portal, email, or by telephone at the telephone number listed in the Quote. 
Notifications received in any manner other than described herein may result in a delay in the provision of 
remediation efforts. Support provided outside of our normal support hours will be billed to Client at the hourly 
rate of $215/hour (1 hour minimum applies). 
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Fees 
The fees for the Services will be as indicated in the Quote. 

 
Changes to Environment 

Initially, you will be charged the monthly fees indicated in the Quote. Thereafter, if the managed environment 
changes, or if the number of authorized users accessing the managed environment changes, then you agree that 
the fees will be automatically and immediately modified to accommodate those changes.  
Minimum Monthly Fees. The initial Fees indicated in Quote are the minimum monthly fees (“MMF”) that will be 
charged to you during the term. You agree that the MMF will not drop below the amounts indicated in the Quote, 
regardless of the number of users or devices to which the Services are directed or applied, unless we agree to the 
reduction. All modifications to the amount of hardware, devices, or authorized users under the Quote (as 
applicable) must be in writing and accepted by both parties.  
Increases. We reserve the right to modify our hourly rates in amounts commensurate with our business needs 
and industry norms.  In addition, we reserve the right to increase our monthly recurring and data recovery fees; 
provided, however, if an increase is more than five percent (5%) of the fees charged for the Services in the prior 
calendar year, then you will be provided with a sixty (60) day opportunity to terminate the Services by providing 
us with written notice of termination. You will be responsible for the payment of all fees that accrue up to the 
termination date and all pre-approved, non-mitigatable expenses that we incurred in our provision of the Services 
through the date of termination. Your continued acceptance or use of the Services after this sixty (60) day period 
will indicate your acceptance of the increased fees. 
Travel Time. If onsite services are provided, we will travel up to 45 minutes from our office to your location at no 
charge. Time spent traveling beyond 45 minutes (e.g., locations that are beyond 45 minutes from our office, 
occasions on which traffic conditions extend our drive time beyond 45 minutes one-way, etc.) will be billed to you 
at our then current hourly rates. In addition, you will be billed for all tolls, parking fees, and related expenses that 
we incur if we provide onsite services to you. 
Appointment Cancellations. You may cancel or reschedule any appointment with us at no charge by providing us 
with notice of cancellation at least one business day in advance. If we do not receive timely a notice of 
cancellation/re-scheduling, or if you are not present at the scheduled time or if we are otherwise denied access 
to your premises at a pre-scheduled appointment time, then you agree to pay us a cancellation fee equal to two 
(2) hours of our normal consulting time (or non-business hours consulting time, whichever is appropriate), 
calculated at our then-current hourly rates. 
Automated Payment. You may pay your invoices by credit card and/or by ACH, as described below. If you authorize 
payment by credit card and ACH, then the ACH payment method will be attempted first. If that attempt fails for 
any reason, then we will process payment using your designated credit card.  

• ACH. When enrolled in an ACH payment processing method, you authorize us to electronically debit your 
designated checking or savings account, as defined and configured by you in our payment portal, for any payments 
due under the Quote. This authorization will continue until otherwise terminated in writing by you. We will apply 
a $35.00 service charge to your account for any electronic debit that is returned unpaid due to insufficient funds 
or due to your bank’s electronic draft restrictions. 

• Credit Card. When enrolled in a credit card payment processing method, you authorize us to charge your credit 
card, as designated by you in our payment portal, for any payments due under the Quote. WE WILL ADD 3% TO 
THE AMOUNT DUE ON EACH INVOICE FOR CLIENT’S CONVENIENCE OF USING A CREDIT CARD INSTEAD OF 
SUBMITTING A PAYMENT BY CHECK OR PAYING BY ACH. This fee will be accounted for on a separate invoice on 
our payment backend and will not be reflected the provided invoice. 
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Removal of Software Agents; Return of Firewall & Backup Appliances 
Unless we expressly direct you to do so, you will not remove or disable, or attempt to remove or disable, any 
software agents that we installed in the Environment. Doing so without our guidance may make it difficult or 
impracticable to remove the software agents, which could result in network vulnerabilities and/or the continuation 
of license fees for the software agents for which you will be responsible, and/or the requirement that we remediate 
the situation at our then-current hourly rates, for which you will also be responsible. Depending on the particular 
software agent and the costs of removal, we may elect to keep the software agent in the Environment but in a 
dormant and/or unused state. 

 
Within ten (10) days after being directed to do so, Client will remove, package, and ship, at Client’s expense and in 
a commercially reasonable manner, all hardware, equipment, and accessories provided to Client by BAE that were 
used in the provision of the Services. If you fail to timely return all equipment to us, or if the equipment is returned 
to us damaged (normal wear and tear excepted), then we will have the right to charge you, and you hereby agree 
to pay, the replacement value of all such unreturned or damaged equipment. 

 

Additional Terms 
Monitoring Services; Alert Services 

Unless otherwise indicated in this SoS, all monitoring and alert-type services are limited to detection and 
notification functionalities only. Monitoring levels will be set by BAE, and Client shall not modify these levels 
without our prior written consent. 

 
Remediation 

Unless otherwise provided in this SoS, remediation services will be provided in accordance with the recommended 
practices of the managed services industry. Client understands and agrees that remediation services are not 
intended to be, and will not be, a warranty or guarantee of the functionality of the Environment, or a service plan 
for the repair of any particular piece of managed hardware or software. 

 
Modification of Environment 

Changes made to the Environment without our prior authorization or knowledge may have a substantial, negative 
impact on the provision and effectiveness of the Services, and may impact the fees charged under this SoS. You 
agree to refrain from moving, modifying, or otherwise altering any portion of the Environment without our prior 
knowledge or consent. For example, you agree to refrain from adding or removing hardware from the Environment, 
installing applications on the Environment, or modifying the configuration or log files of the Environment without 
our prior knowledge or consent. 

 
When applicable for co-managed environments: We will coordinate with your internal IT personnel (“Your 
Personnel”) as necessary to help ensure that the Services are delivered efficiently and effectively. That said, we 
are not responsible for the remediation of issues beyond the scope of this SoS caused by any activities undertaken 
by Your Personnel, such as modifications to hardware or software configurations, installation of software, 
firmware upgrades, etc. unless we pre-authorized those activities. 

 
Anti-Virus; Anti-Malware 

Our anti-virus / anti-malware solution will generally protect the Environment from becoming infected with new 
viruses and malware (“Viruses”); however, Viruses that exist in the Environment at the time that the security 
solution is implemented may not be capable of being removed without additional services, for which a charge may 
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be incurred. We do not warrant or guarantee that all Viruses and malware will be capable of being detected, 
avoided, or removed, or that any data erased, corrupted, or encrypted by malware will be recoverable. In Quote to 
improve security awareness, you agree that BAE or its designated third party affiliate may transfer information 
about the results of processed files, information used for URL reputation determination, security risk tracking, and 
statistics for protection against spam and malware. Any information obtained in this manner does not and will not 
contain any personal or confidential information.  

 
Breach/Cyber Security Incident Recovery 

Unless otherwise expressly stated in this SoS, the scope of this SoS does not include the remediation and/or 
recovery from a Security Incident (defined below). Such services, if requested by you, will be provided on a time and 
materials basis under our then-current hourly labor rates. Given the varied number of possible Security Incidents, 
we cannot and do not warrant or guarantee (i) the amount of time required to remediate the effects of a Security 
Incident (or that recovery will be possible under all circumstances), or (ii) that all data impacted by the incident will 
be recoverable. For the purposes of this paragraph, a Security Incident means any unauthorized or impermissible 
access to or use of the Environment, or any unauthorized or impermissible disclosure of Client’s confidential 
information (such as user names, passwords, etc.), that (i) compromises the security or privacy of the information 
or applications in, or the structure or integrity of, the Environment, or (ii) prevents normal access to the 
Environment, or impedes or disrupts the normal functions of the Environment. 

 
Environmental Factors  

Exposure to environmental factors, such as water, heat, cold, or varying lighting conditions, may cause installed 
equipment to malfunction. Unless expressly stated in this SoS, we do not warrant or guarantee that installed 
equipment will operate error-free or in an uninterrupted manner, or that any video or audio equipment will clearly 
capture and/or record the details of events occurring at or near such equipment under all circumstances.  

 
Fair Usage Policy 

Our Fair Usage Policy (“FUP”) applies to all services in this SoS that are described or designated as “unlimited.” An 
“unlimited” service designation means that, subject to the terms of this FUP, you may use the service as reasonably 
necessary for you to enjoy the use and benefit of the service without incurring additional time-based or usage-
based costs. However, unless expressly stated otherwise in this SoS, all unlimited services are provided during our 
normal business hours only and are subject to our technicians’ availabilities, which cannot always be guaranteed. 
In addition, we reserve the right to assign our technicians as we deem necessary to handle issues that are more 
urgent, critical, or pressing than the request(s) or issue(s) reported by you. Consistent with this FUP, you agree to 
refrain from (i) creating urgent support tickets for non-urgent or non-critical issues, (ii) requesting excessive 
support services that are inconsistent with normal usage patterns in the industry (e.g., requesting support in lieu 
of training), (iii) requesting support or services that are intended to interfere, or may likely interfere, with our ability 
to provide our services to our other customers.  

 
M365 / Email 

You are solely responsible for the security, confidentiality and integrity of all email and the content of all email, 
received, transmitted, or stored through the Microsoft 365 email service that is under your control (“M365 Email”). 
You agree to refrain from uploading, posting, transmitting or distributing (or permitting any of your authorized 
users of the M365 Email to upload, post, transmit or distribute) any prohibited content, which is generally content 
that (i) is obscene, illegal, or intended to advocate or induce the violation of any law, rule or regulation, or (ii) violates 
the intellectual property rights or privacy rights of any third party, or (iii) mischaracterizes you, and/or is intended 
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to create a false identity or to otherwise attempt to mislead any person as to the identity or origin of any 
communication, or (iv) interferes or disrupts the services provided by BAE or the services of any third party, or (v) 
contains Viruses, trojan horses or any other malicious code or programs. In addition, you must not use the M365 
Email for the purpose of sending unsolicited commercial electronic messages (“SPAM”) in violation of any federal 
or state law.  

 
BAE reserves the right, but not the obligation, to suspend Client’s access to the M365 Email and/or all transactions 
occurring under Client’s M365 Email account if BAE believes, in its discretion, that Client’s email account is being 
used in an improper or illegal manner.  

 
VoIP/ Phone System 

911 Dialing / Emergency Dialing - Limitations 
The VoIP Service (“VoIP Service”) may not support traditional 911 or E911 access to emergency services in all 
locations. The 911 dialing feature of the VoIP Service is not automatic; Client may be required to take affirmative 
steps to register the address where the VoIP Service will be used in order to activate the 911 Dialing feature. Client 
understands that Client must inform any users of the VoIP Service of the non-availability of traditional 911 or E911. 

 
When a VoIP calling device is registered in a particular location, it cannot be moved without re-registering the 
device in the new location. Client agrees that it will not move any VoIP calling device without BAE’s written consent. 
Client shall hold BAE harmless for any and all claims or causes of action arising from or related to Client’s inability 
to use traditional 911 or E911 services.  

 
When an emergency call is made, one or more third parties use the address of Client’s registered location to 
determine the nearest emergency response location, and then the call is forwarded to a general number at that 
location. When the emergency location receives Client’s call, the operator will not have Client’s address and may 
not have Client’s phone number. Client understands and agrees that users of the VoIP System must provide their 
address and phone number in order to get help. Client hereby authorizes BAE to disclose Client’s name and address 
to third-party service providers, including, without limitation, call routers, call centers and public service answering 
points, for the purpose of dispatching emergency services personnel to Client’s registered location. 

 
Client understands and agrees that 911 dialing does not and will not function in the event of a power failure or 
disruption. Similarly, the hosted VoIP Services will not operate (i) during service outages or suspensions or 
terminations of service by Client’s broadband provider or ISP, or (ii) during periods of time in which Client’s ISP or 
broadband provider blocks the ports over which the VoIP Services are provided. Client further understands and 
agrees that 911 Dialing will not function if Client changes its telephone number, or if Client adds or ports new 
telephone numbers to Client’s account, unless and until Client successfully register its location of use for each 
changed, newly added or newly ported telephone number. 

 
Client expressly agrees not to use VoIP System for auto-dialing, continuous or extensive call forwarding, 
telemarketing, fax broadcasting or fax blasting, or for any other use that results in excessive usage inconsistent 
with standard commercial calling patterns. 

 
Patch Management 

We will keep all managed hardware and managed software current with critical patches and updates (“Patches”) 
as those Patches are released generally by the applicable manufacturers. Patches are developed by third party 
vendors and, on rare occasions, may make the Environment, or portions of the Environment, unstable or cause the 
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managed equipment or software to fail to function properly even when the Patches are installed correctly. We will 
not be responsible for any downtime or losses arising from or related to the installation or use of any Patch. We 
reserve the right, but not the obligation, to refrain from installing a Patch if we are aware of technical problems 
caused by a Patch, or we believe that a Patch may render the Environment, or any portion of the Environment, 
unstable. 

 
Backup (BDR) Services 

All data transmitted over the Internet may be subject to malware and computer contaminants such as viruses, 
worms and trojan horses, as well as attempts by unauthorized users, such as hackers, to access or damage Client’s 
data. Neither BAE nor its designated affiliates will be responsible for the outcome or results of such activities.  

 
BDR services require a reliable, always-connected internet solution. Data backup and recovery time will depend on 
the speed and reliability of your internet connection. Internet and telecommunications outages will prevent the 
BDR services from operating correctly. In addition, all computer hardware is prone to failure due to equipment 
malfunction, telecommunication-related issues, etc., for which we will be held harmless. Due to technology 
limitations, all computer hardware, including communications equipment, network servers and related equipment, 
has an error transaction rate that can be minimized, but not eliminated. BAE cannot and does not warrant that 
data corruption or loss will be avoided, and Client agrees that BAE shall be held harmless if such data corruption or 
loss occurs. Client is strongly advised to keep a local backup of all of stored data to mitigate against the 
unintentional loss of data. 

 
Procurement 

Equipment and software procured by BAE on Client’s behalf (“Procured Equipment”) may be covered by one or 
more manufacturer warranties, which will be passed through to Client to the greatest extent possible. By procuring 
equipment or software for Client, BAE does not make any warranties or representations regarding the quality, 
integrity, or usefulness of the Procured Equipment. Certain equipment or software, once purchased, may not be 
returnable or, in certain cases, may be subject to third party return policies and/or re-stocking fees, all of which 
shall be Client’s responsibility in the event that a return of the Procured Equipment is requested. BAE is not a 
warranty service or repair center. BAE will facilitate the return or warranty repair of Procured Equipment; however, 
Client understands and agrees that the return or warranty repair of Procured Equipment is governed by the terms 
of the warranties (if any) governing the applicable Procured Equipment, for which BAE will be held harmless. 

 
Quarterly Business Review; IT Strategic Planning 

Suggestions and advice rendered to Client are provided in accordance with relevant industry practices, based on 
Client’s specific needs and BAE’s opinion and knowledge of the relevant facts and circumstances. By rendering 
advice, or by suggesting a particular service or solution, BAE is not endorsing any particular manufacturer or service 
provider.  

 
VCTO or VCIO Services 

The advice and suggestions provided us in our capacity as a virtual chief technology or information officer will be 
for your informational and/or educational purposes only. BAE will not hold an actual director or officer position in 
Client’s company, and we will neither hold nor maintain any fiduciary relationship with Client. Under no 
circumstances shall Client list or place the BAE on Client’s corporate records or accounts.  
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Sample Policies, Procedures. 
From time to time, we may provide you with sample (i.e., template) policies and procedures for use in connection 
with Client’s business (“Sample Policies”). The Sample Policies are for your informational use only, and do not 
constitute or comprise legal or professional advice, and the policies are not intended to be a substitute for the 
advice of competent counsel. You should seek the advice of competent legal counsel prior to using or distributing 
the Sample Policies, in part or in whole, in any transaction. We do not warrant or guarantee that the Sample Policies 
are complete, accurate, or suitable for your (or your customers’) specific needs, or that you will reduce or avoid 
liability by utilizing the Sample Policies in your (or your customers’) business operations. 

 
Penetration Testing; Vulnerability Assessment 

You understand and agree that security devices, alarms, or other security measures, both physical and virtual, may 
be tripped or activated during the penetration testing process, despite our efforts to avoid such occurrences. You 
will be solely responsible for notifying any monitoring company and all law enforcement authorities of the potential 
for “false alarms” due to the provision of the penetration testing services, and you agree to take all steps necessary 
to ensure that false alarms are not reported or treated as “real alarms” or credible threats against any person, 
place or property. Some alarms and advanced security measures, when activated, may cause the partial or 
complete shutdown of the Environment, causing substantial downtime and/or delay to your business activities. 
We will not be responsible for, and will be held harmless and indemnified by you against, any claims, costs, fees or 
expenses arising or resulting from (i) any response to the penetration testing services by any monitoring company 
or law enforcement authorities, or (ii) the partial or complete shutdown of the Environment by any alarm or security 
monitoring device.  

 
No Third Party Scanning 

Unless we authorize such activity in writing, you will not conduct any test, nor request or allow any third party to 
conduct any test (diagnostic or otherwise), of the security system, protocols, processes, or solutions that we 
implement in the managed environment (“Testing Activity”). Any services required to diagnose or remediate errors, 
issues, or problems arising from unauthorized Testing Activity is not covered under this SoS, and if you request us 
(and we elect) to perform those services, those services will be billed to you at our then-current rates. 

 
HaaS 

You will use all BAE-hosted or BAE-supplied equipment and hardware (collectively, “Infrastructure”) for your 
internal business purposes only. You shall not sublease, sublicense, rent or otherwise make the Infrastructure 
available to any third party without our prior written consent. You agree to refrain from using the Infrastructure in 
a manner that unreasonably or materially interferes with our other hosted equipment or hardware, or in a manner 
that disrupts or which is likely to disrupt the services that we provide to our other clientele. We reserve the right 
to throttle or suspend your access and/or use of the Infrastructure if we believe, in our sole but reasonable 
judgment, that your use of the Infrastructure is violates the terms of this SoS or the Agreement. 

 
Domain Name Services  

If you register, renew, or transfer a domain name through BAE, we will submit the request to the applicable domain 
name services provider (the “Registrar”) on your behalf. Our sole responsibility is to submit the request to the 
Registrar, and we are not responsible for any errors, omissions, or failures of the Registrar.  

 
  

15 of 16Page 243 of 313



Page 11 of 11 
 

Unsupported Configuration Elements or Services  
If you request a configuration element (hardware or software) or hosting service in a manner that is not customary 
at BAE, or that is in “end of life” or “end of support” status, we may designate the element or service as 
“unsupported,” “non-standard,” “best efforts,” “reasonable endeavor,” “one-off,” “EOL,” “end of support,” or with 
like term in the service description (an “Unsupported Service”).  We make no representation or warranty 
whatsoever regarding any Unsupported Service, and you agree that we will not be liable for any loss or damage 
arising from the provision of an Unsupported Service. Deployment and service level guarantees shall not apply to 
any Unsupported Service.  

 
IP Addresses 

Any IP addresses provided to Client by BAE during the term of this SoS are managed by BAE and BAE will retain 
these IP addresses after termination of this SoS, meaning that they may not be transferred or utilized by Client 
after termination of this SoS. 

 
Hosting Services 

You agree that you are responsible for the actions and behaviors of your users of the Services. In addition, you 
agree that neither Client, nor any of your employees or designated representatives, will use the Services in a 
manner that violates the laws, regulations, ordinances, or other such requirements of any jurisdiction.  

 
In addition, Client agrees that neither it, nor any of its employees or designated representatives, will: transmit any 
unsolicited commercial or bulk email, will not engage in any activity known or considered to be "spamming" and 
carry out any "denial of service" attacks on any other website or Internet service; infringe on any copyright, 
trademark, patent, trade secret, or other proprietary rights of any third party; collect, attempt to collect, publicize, 
or otherwise disclose personally identifiable information of any person or entity without their express consent 
(which may be through the person or entity's registration and/or subscription to Client’s services, in which case 
Client must provide a privacy policy which discloses any and all uses of information that you collect) or as 
otherwise required by law; or, undertake any action which is harmful or potentially harmful to BAE or its 
infrastructure. 

 
Client is solely responsible for ensuring that its login information is utilized only by Client and Client’s authorized 
users and agents. Client’s responsibility includes ensuring the secrecy and strength of user identifications and 
passwords. BAE shall have no liability resulting from the unauthorized use of Client’s login information. If login 
information is lost, stolen, or used by unauthorized parties or if Client believes that any hosted applications or 
hosted data has been accessed by unauthorized parties, it is Client’s responsibility to notify BAE immediately to 
request the login information be reset or unauthorized access otherwise be prevented. BAE will use commercially 
reasonable efforts to implement such requests as soon as practicable after receipt of notice. 

 
Licenses 

If we are required to re-install or replicate any software provided by you as part of the Services, then it is your 
responsibility to verify that all such software is properly licensed. We reserve the right, but not the obligation, to 
require proof of licensing before installing, re-installing, or replicating software into the managed environment. 
The cost of acquiring licenses is not included in the scope of this SoS unless otherwise expressly stated herein. 
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Q U O T E  P R E P A R E D  F O R

David Cooper
City of Dearborn Heights
DCooper@dearbornheightsmi.gov

P R E P A R E D  B Y

Matt Brand
BAE Networks
mattb@baenetworks.com

BAEQ4065
BAE Protect

Friday, September 6, 2024
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Friday, September 6, 2024

City of Dearborn Heights
David Cooper
6045 Fenton St
Dearborn Heights, MI 48127-3287
United States

Dear David,

This proposal highlights our strongly recommended security enhancements designed to bolster the
protection we offer. In recent months, we've witnessed a marked increase in threats, escalating more
rapidly and severely than ever. In response, we've augmented our services to more effectively counter
these challenges.

BAE Protect represents a significant upgrade by transitioning from Endpoint Detection and Response (EDR)
to Managed Detection and Response (MDR). This upgrade includes continuous, round-the-clock monitoring
and analysis by our team of expertly trained professionals, ready to respond the moment a threat is
identified. While BAE currently conducts monitoring during business hours (8x5), the shift to MDR ensures
uninterrupted vigilance and the quickest possible response to any security breach, whether it occurs within
local or hosted network environments.

Moreover, BAE Protect enhances our security suite with the addition of Security Information and Event
Management (SIEM). Traditionally, SIEM solutions were exclusive to large-scale enterprises, deterred by
high costs and complexity. Now, we're making SIEM accessible to small and medium-sized organizations,
providing unparalleled insight into computer events, network traffic, firewall logs, and even
Microsoft/Office 365 authentication. This integration enables our 24/7 monitoring team to deliver near-
instant alerts on suspicious activities, ensuring swift action is taken to mitigate threats.

Sincerely,

Matt Brand
Account Manager
BAE Networks
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QUOTE

BAEQ4065QUOTE #:1250 Stephenson Hwy
Troy, MI  48083

07/22/2024DATE:Phone: (248) 707-1040
Fax: (248) 295-9400

Q U O T E  P R E P A R E D   F O R P R E P A R E D   B Y

Matt BrandDavid Cooper
Account ManagerCity of Dearborn Heights
mattb@baenetworks.com6045 Fenton St

Dearborn Heights, MI 48127-3287
United States

(248) 509-8995

DESCRIPTION
P.O. NUMBER PAYMENT TERMS INITIAL SERVICE TERM VALID THROUGH

TBD Sep 20, 2024

EXT. PRICEQTY PRICE

DESCRIPTION QTY PRICE EXT. PRICE

 334  $15.00  $5,010.00BAE Protect (Workstations)
SIEM:
-Continuous Monitoring: Offers round-the-clock surveillance of network traffic, device actions, and
365 authentication activities to detect and alert on threats in real time.
-Multi-Layered Security Approach: Combines various security measures to protect against a wide
range of cyber threats.
-User and Entity Behavior Analytics (UEBA): Utilizes advanced analytics to identify abnormal behavior
that could indicate a security threat.
-Integrated Threat Intelligence: Employs up-to-date threat intelligence for proactive defense against
emerging cyber threats.
-Automated Response Capabilities: Provides automated tools for immediate threat containment and
response, reducing the time to mitigate risks.

MDR:
-Autonomous Threat Mitigation: Leverages AI to automatically detect, classify, and respond to threats
without human intervention.
-Active EDR: Offers advanced endpoint detection and response capabilities, enabling detailed
investigation and remediation of threats.
-Cross-Platform Coverage: Ensures comprehensive protection across all endpoints, including
Windows, Mac, Linux, and cloud environments.
-Behavioral AI Detection: Utilizes behavioral AI to detect malicious activities based on patterns and
anomalies, offering protection against zero-day threats.
-24/7 Threat Hunting Team: Includes access to SentinelOnes team of security experts for continuous
threat hunting and expert analysis.
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DESCRIPTION QTY PRICE EXT. PRICE

Protection Enhancements:
-DUO Entitlement for User Logins: Provides robust multifactor security measures for accessing:
--Workstations
--Servers
--SSL VPN
-Multi-Factor Authentication (MFA) Support for Office 365 Platforms: Enhances security by requiring
additional verification to ensure only authorized users gain access to 365 applications.

 6  $15.00  $90.00BAE Protect (Servers)
SIEM:
-Continuous Monitoring: Offers round-the-clock surveillance of network traffic, device actions, and
365 authentication activities to detect and alert on threats in real time.
-Multi-Layered Security Approach: Combines various security measures to protect against a wide
range of cyber threats.
-User and Entity Behavior Analytics (UEBA): Utilizes advanced analytics to identify abnormal behavior
that could indicate a security threat.
-Integrated Threat Intelligence: Employs up-to-date threat intelligence for proactive defense against
emerging cyber threats.
-Automated Response Capabilities: Provides automated tools for immediate threat containment and
response, reducing the time to mitigate risks.

MDR:
-Autonomous Threat Mitigation: Leverages AI to automatically detect, classify, and respond to threats
without human intervention.
-Active EDR: Offers advanced endpoint detection and response capabilities, enabling detailed
investigation and remediation of threats.
-Cross-Platform Coverage: Ensures comprehensive protection across all endpoints, including
Windows, Mac, Linux, and cloud environments.
-Behavioral AI Detection: Utilizes behavioral AI to detect malicious activities based on patterns and
anomalies, offering protection against zero-day threats.
-24/7 Threat Hunting Team: Includes access to SentinelOnes team of security experts for continuous
threat hunting and expert analysis.

Protection Enhancements:
-DUO Entitlement for User Logins: Provides robust multifactor security measures for accessing:
--Workstations
--Servers
--SSL VPN
-Multi-Factor Authentication (MFA) Support for Office 365 Platforms: Enhances security by requiring
additional verification to ensure only authorized users gain access to 365 applications.

 9  $120.00  $1,080.00BAE Protect for Firewall
BAE Protect Monitored Firewall Integration

BAE Protect integration including 1 year log retention of enabled events.
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DESCRIPTION QTY PRICE EXT. PRICE

-9  $70.00 -$630.00BAE Protect for Firewall
Opportunity Discount

-43  $5.00 -$215.00Global VPN Licensing
Global Licensing for VPN usage; recurring monthly charge per connection.

-5  $5.00 -$25.00BAE View
Secure remote PC access

 1  $9.00  $9.00Microsoft Entra ID P2 for Government
Microsoft Azure Active Directory Premium P2 for Government is a comprehensive, highly available
identity and access management cloud solution that combines core directory services, advanced
identity governance, and application access management.

SUBTOTAL  $0.00Please contact me if I can be of further assistance.
SHIPPING  $0.00

TAX  $0.00
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Agreement
Purchase Summary
     DESCRIPTION AMOUNT

Total purchase of hardware, software, and services including tax and shipping.  $0.00

Down Payment Summary
     DESCRIPTION AMOUNT ONE TIME TOTAL REQUIRED DOWN PAYMENT MONTHLY ONGOING

 $0.00  $5,319.00This amount is due prior to project initiation and is applied towards the purchase summary above.  $0.00

Monthly Expenses Summary
     DESCRIPTION AMOUNT

Total ongoing support, services, and licensing. Billed monthly.  $5,319.00

Payment Options
     DOWN PAYMENT & ONBOARDING      RECURRING PAYMENTS

-Must be made by credit card, check, or ACH to BAE Networks
prior to onboarding or delivery
-Online payments available during quote approval
-Credit Card subject to 3% surcharge

-Autopay must be setup within the BAE Networks platform
-Autopay via ACH receives the full 6% discount (as quoted)
-Autopay via credit card is subject to a 3% discount forfiture
-Manual payment of any type is subject to a 3% discount forfiture

Taxes, shipping, handling, and other fees may apply. This Quote is governed under the terms of our Master Services
Agreement located at http://cdn.baenetworks.com/MSA/MSA_Online_v1.00.pdf (the "MSA"). This Quote is further
defined, clarified, and governed under the terms of the Statement of Service, attached ("SoS"). By agreeing to this Quote
you agree to the terms of the MSA and SoS. If you have any questions, please contact us prior to executing this Quote.

Signature(s) If your organization requires two signatures. This is not required.

Name:7/22/2024 7/22/2024David Cooper

Title:Director of Technology
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  Statement of Services: Managed Services  
 
This Statement of Services (“SoS”) contains provisions that define, clarify, and govern the provisions of the quote to 
which it is attached (the “Quote”). If you do not agree with the terms of this SoS, you should not sign the Quote and 
you must contact us for more information. 
 
This SoS is effective as of date on which you accepted the Quote (“Effective Date”). 
 
The services described in the Quote (collectively, the “Services”) will be provided to you. Activities or items that are not 
specifically described in the Quote will be out of scope and will not be provided to you unless otherwise agreed to by 
us in writing. From this point forward, the Quote and this SoS will generally be collectively referred to as, this “SoS”. 
 

SCOPE OF SERVICES 
Onboarding Services 

• Uninstall any monitoring tools or other software installed by previous IT consultants. 
• Compile a full inventory of all protected servers, workstations, and laptops. 
• Uninstall any previous virus protection and install our managed antivirus application. 
• Install remote support access application on each managed device to enable remote support. 
• Configure patch management application and check for missing security updates. 
• Uninstall unsafe applications or applications that are no longer necessary. 
• Optimize device performance including disk cleanup, disk defragmentation where applicable, and threat scans. 
• Review and document firewall configuration and other network infrastructure devices. 
• Configure and install firewall(s) as required per location.  
• Review status of battery backup protection on all devices. 
• Review and document current server configuration and status. 
• Implement backup strategy and offsite replication on appropriate servers and workstations as defined in quote. 
• Review password policies and update user and device passwords. 
• As applicable, make recommendations for changes that should be considered to the managed environment. 

 
If deficiencies are discovered during the onboarding process, we will bring those issues to your attention and 
discuss the impact of the deficiencies on our provision of our managed services. Please note, unless otherwise 
expressly stated in the Quote, onboarding-related services do not include the remediation of any issues, errors, 
or deficiencies (“Issues”), and we cannot guarantee that all Issues will be detected during the onboarding process.  

 
Ongoing/Recurring Services 

Ongoing/recurring services begin upon the completion of onboarding services, if any.  
 
Managed Services 

See the Quote for the scope of our managed services. 
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Managed Equipment / Hardware / Software 
The Services will be applied to the equipment listed in the Quote (“Covered Hardware”).  
The Services will apply to the software listed in the Quote (“Supported Software”) provided, however, that all 
Supported Software must, at all times, be properly licensed, and under a maintenance and support agreement 
from the Supported Software’s manufacturer. In this SoS, Covered Hardware and Supported Software will be 
referred to as the “Environment.” 

 
Data Backup & Disaster Recovery 

BAE’s backup and disaster recovery (BDR) services include: 
 

Managed backup of servers and workstations listed in the Quote 
24/7 automated monitoring of backup system, including onsite backup, offsite replication, and data validation  
Troubleshooting and remediation of failed backup jobs 
Preventive maintenance and management of imaging software 
Firmware and software updates of backup appliance 
Problem analysis by the network operations team 
Monitoring of backup successes and failures 
File recovery at no cost for A and C Plan devices 
System level restore at no cost for A Plan devices 

 
Backed-Up Servers / Workstations: See Quote for servers/workstations that will be backed up. 
Note: Data on equipment that is not specifically listed in the Quote will not be backed up.  

 
Storage Limitation: Client will be allocated the of storage space for backup and recovery purposes as listed in the 
Quote. Any space required beyond this amount will be provided to Client in on a per gigabyte basis at the rate 
stated on the Quote.  

 
Backup Frequency: On-site backups will occur, by default, hourly during business hours; offsite backups will 
replicate offsite as able following local verification of the data. Offsite backups are validated as they are received 
at BAE’s datacenter, which is based on the size of the backup file and available connectivity at the Client site. 

 
Backup Data Security: All backed up data is encrypted at rest with 256-bit AES encryption. All facilities housing 
backed up data implement physical security controls and logs, including security cameras, and have multiple 
internet connections with failover capabilities. 

 
Backup Retention: BAE only guarantees retrieval of the most recent verified recovery point sent to the backup 
appliance in a local recovery situation. BAE only guarantees retrieval of archived data sent to the off-site data 
center in the prior calendar day. Granularity of recovery diminishes with time; by default hourly backups are 
available for 5 days, daily backups are available for 4 weeks, weekly backups for 6 months. All backup retention is 
subject to modification per Client request where approved and practical. 

 
License Grant. All Backup Appliances are provisioned with proprietary software (“BDR Software”). BAE hereby 
grants to Client a non-exclusive, royalty free, non-transferable license, during the term of this SoS, to use the BDR 
Software in conjunction with the BDR-related services provided by BAE. Client shall not reverse engineer, de-
compile or otherwise use the BDR Software in any manner not specifically authorized by BAE. 
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Disaster Recovery 
You must contact us if disaster recovery services are needed. Upon your payment of the applicable fees (described 
below), we will make your backed up data available to you in a hosted, virtual environment. Your access to the 
recovery environment will continue for a period of two (2) weeks; extended access time is available as described 
in the Fees section, below. 

 
Physical Locations Covered by Services 

Services will be provided remotely unless, in our discretion, we determine that an onsite visit is required. Onsite 
visits will be scheduled in accordance with the priority assigned to the issue (below), and are subject to technician 
availability. Unless we agree otherwise, all onsite Services will be provided at Client’s primary office location listed 
in the Quote. Additional fees may apply for onsite visits: Please review the Service Level section below for more 
details. 

 
Term; Termination 

The Services will commence, and billing will begin, on the date indicated in the Quote (“Commencement Date”). 
We reserve the right to delay the Commencement Date until all onboarding/transition services (if any) are 
completed, and all deficiencies / revisions identified in the onboarding process (if any) are addressed or 
remediated to BAE’s satisfaction. The Services will continue until terminated as provided in the Agreement, the 
Quote, and this SoS (the “Service Term”). 

 
Renewal 

After the expiration of the initial Service Term, the Service Term will automatically renew for contiguous terms 
equal to the initial Service Term unless either party notifies the other of its intention to not renew the Services no 
less than thirty (30) days before the end of the then-current Service Term. 

 
Assumptions / Minimum Requirements / Exclusions 
The scheduling, fees and provision of the Services are based upon the following assumptions and minimum 
requirements:  
• Server hardware must be under current warranty coverage. 
• All equipment with Microsoft Windows® operating systems must be running then-currently supported versions 

of such software and have all of the latest Microsoft service packs and critical updates installed. 
• All software must be genuine, licensed and vendor-supported. 
• Server file systems and email systems (if applicable) must be protected by licensed and up-to-date virus 

protection software. 
• The Environment must have a currently licensed, vendor-supported server-based backup solution that can be 

monitored. 
• All wireless data traffic in the environment must be securely encrypted. 
• There must be an outside static IP address assigned to a network device, allowing VPN access.  
• All servers must be connected to working UPS devices. 
• Recovery coverage assumes data integrity of the backups or the data stored on the backup devices. We do not 

guarantee the integrity of the backups or the data stored on the backup devices. Server restoration will be to the 
point of the last successful backup.  

• Client must provide all software installation media and key codes in the event of a failure. 
• Any costs required to bring the Environment up to these minimum standards are not included in this SoS. 
• Client must provide us with exclusive administrative privileges to the Environment. 
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• Client must not affix or install any accessory, addition, upgrade, equipment, or device on to the firewall, server, or 
NAS appliances (other than electronic data) unless expressly approved in writing by us.  

 
Exclusions. Services that are not expressly described in the Quote will be out of scope and will not be provided to 
Client unless otherwise agreed, in writing, by BAE. Without limiting the foregoing, the following services are 
expressly excluded, and if required to be performed, must be agreed upon by BAE in writing: 

• Customization of third party applications, or programming of any kind. 
• Support for operating systems, applications, or hardware no longer supported by the manufacturer. 
• Data/voice wiring or cabling services of any kind. 
• Battery backup replacement. 
• Equipment relocation. 
• The cost to bring the Environment up to the Minimum Requirements (unless otherwise noted in “Scope of 

Services” above). 
• The cost of repairs to hardware or any supported equipment or software, or the costs to acquire parts or 

equipment, or shipping charges of any kind. 
 
Service Levels 

Automated monitoring is provided on an ongoing (i.e., 24x7x365) basis; response, repair, and/or remediation 
services (as applicable) will be provided only during business hours unless otherwise specifically stated in the 
Quote. We will respond to problems, errors, or interruptions in the provision of the Services in the timeframe(s) 
described below. Severity levels will be determined by BAE in our discretion after consulting with the Client. All 
remediation services will initially be attempted remotely; BAE will provide onsite service only if remote remediation 
is ineffective and, under all circumstances, only if covered under the Service plan selected by Client.  

 
Trouble / Severity Response Time 
Critical problem: Service not available (all users 
and functions unavailable) 
  

Response within two (2) hours after notification. 
 

Significant degradation of service (large number 
of users or business critical functions affected) 
  

Response within four (4) hours after notification. 
 

Limited degradation of service (limited number of 
users or functions affected, business process can 
continue). 
  

Response within four (4) business hours after notification. 
 

Small service degradation (business process can 
continue, one user affected). 

Response within eight (8) business hours after notification. 

 
* All time frames are calculated as of the time that BAE is notified of the applicable issue / problem by Client 
through BAE’s designated support portal, email, or by telephone at the telephone number listed in the Quote. 
Notifications received in any manner other than described herein may result in a delay in the provision of 
remediation efforts. Support provided outside of our normal support hours will be billed to Client at the hourly 
rate of $215/hour (1 hour minimum applies). 
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Fees 
The fees for the Services will be as indicated in the Quote. 

 
Changes to Environment 

Initially, you will be charged the monthly fees indicated in the Quote. Thereafter, if the managed environment 
changes, or if the number of authorized users accessing the managed environment changes, then you agree that 
the fees will be automatically and immediately modified to accommodate those changes.  
Minimum Monthly Fees. The initial Fees indicated in Quote are the minimum monthly fees (“MMF”) that will be 
charged to you during the term. You agree that the MMF will not drop below the amounts indicated in the Quote, 
regardless of the number of users or devices to which the Services are directed or applied, unless we agree to the 
reduction. All modifications to the amount of hardware, devices, or authorized users under the Quote (as 
applicable) must be in writing and accepted by both parties.  
Increases. We reserve the right to modify our hourly rates in amounts commensurate with our business needs 
and industry norms.  In addition, we reserve the right to increase our monthly recurring and data recovery fees; 
provided, however, if an increase is more than five percent (5%) of the fees charged for the Services in the prior 
calendar year, then you will be provided with a sixty (60) day opportunity to terminate the Services by providing 
us with written notice of termination. You will be responsible for the payment of all fees that accrue up to the 
termination date and all pre-approved, non-mitigatable expenses that we incurred in our provision of the Services 
through the date of termination. Your continued acceptance or use of the Services after this sixty (60) day period 
will indicate your acceptance of the increased fees. 
Travel Time. If onsite services are provided, we will travel up to 45 minutes from our office to your location at no 
charge. Time spent traveling beyond 45 minutes (e.g., locations that are beyond 45 minutes from our office, 
occasions on which traffic conditions extend our drive time beyond 45 minutes one-way, etc.) will be billed to you 
at our then current hourly rates. In addition, you will be billed for all tolls, parking fees, and related expenses that 
we incur if we provide onsite services to you. 
Appointment Cancellations. You may cancel or reschedule any appointment with us at no charge by providing us 
with notice of cancellation at least one business day in advance. If we do not receive timely a notice of 
cancellation/re-scheduling, or if you are not present at the scheduled time or if we are otherwise denied access 
to your premises at a pre-scheduled appointment time, then you agree to pay us a cancellation fee equal to two 
(2) hours of our normal consulting time (or non-business hours consulting time, whichever is appropriate), 
calculated at our then-current hourly rates. 
Automated Payment. You may pay your invoices by credit card and/or by ACH, as described below. If you authorize 
payment by credit card and ACH, then the ACH payment method will be attempted first. If that attempt fails for 
any reason, then we will process payment using your designated credit card.  

• ACH. When enrolled in an ACH payment processing method, you authorize us to electronically debit your 
designated checking or savings account, as defined and configured by you in our payment portal, for any payments 
due under the Quote. This authorization will continue until otherwise terminated in writing by you. We will apply 
a $35.00 service charge to your account for any electronic debit that is returned unpaid due to insufficient funds 
or due to your bank’s electronic draft restrictions. 

• Credit Card. When enrolled in a credit card payment processing method, you authorize us to charge your credit 
card, as designated by you in our payment portal, for any payments due under the Quote. WE WILL ADD 3% TO 
THE AMOUNT DUE ON EACH INVOICE FOR CLIENT’S CONVENIENCE OF USING A CREDIT CARD INSTEAD OF 
SUBMITTING A PAYMENT BY CHECK OR PAYING BY ACH. This fee will be accounted for on a separate invoice on 
our payment backend and will not be reflected the provided invoice. 
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Removal of Software Agents; Return of Firewall & Backup Appliances 
Unless we expressly direct you to do so, you will not remove or disable, or attempt to remove or disable, any 
software agents that we installed in the Environment. Doing so without our guidance may make it difficult or 
impracticable to remove the software agents, which could result in network vulnerabilities and/or the continuation 
of license fees for the software agents for which you will be responsible, and/or the requirement that we remediate 
the situation at our then-current hourly rates, for which you will also be responsible. Depending on the particular 
software agent and the costs of removal, we may elect to keep the software agent in the Environment but in a 
dormant and/or unused state. 

 
Within ten (10) days after being directed to do so, Client will remove, package, and ship, at Client’s expense and in 
a commercially reasonable manner, all hardware, equipment, and accessories provided to Client by BAE that were 
used in the provision of the Services. If you fail to timely return all equipment to us, or if the equipment is returned 
to us damaged (normal wear and tear excepted), then we will have the right to charge you, and you hereby agree 
to pay, the replacement value of all such unreturned or damaged equipment. 

 

Additional Terms 
Monitoring Services; Alert Services 

Unless otherwise indicated in this SoS, all monitoring and alert-type services are limited to detection and 
notification functionalities only. Monitoring levels will be set by BAE, and Client shall not modify these levels 
without our prior written consent. 

 
Remediation 

Unless otherwise provided in this SoS, remediation services will be provided in accordance with the recommended 
practices of the managed services industry. Client understands and agrees that remediation services are not 
intended to be, and will not be, a warranty or guarantee of the functionality of the Environment, or a service plan 
for the repair of any particular piece of managed hardware or software. 

 
Modification of Environment 

Changes made to the Environment without our prior authorization or knowledge may have a substantial, negative 
impact on the provision and effectiveness of the Services, and may impact the fees charged under this SoS. You 
agree to refrain from moving, modifying, or otherwise altering any portion of the Environment without our prior 
knowledge or consent. For example, you agree to refrain from adding or removing hardware from the Environment, 
installing applications on the Environment, or modifying the configuration or log files of the Environment without 
our prior knowledge or consent. 

 
When applicable for co-managed environments: We will coordinate with your internal IT personnel (“Your 
Personnel”) as necessary to help ensure that the Services are delivered efficiently and effectively. That said, we 
are not responsible for the remediation of issues beyond the scope of this SoS caused by any activities undertaken 
by Your Personnel, such as modifications to hardware or software configurations, installation of software, 
firmware upgrades, etc. unless we pre-authorized those activities. 

 
Anti-Virus; Anti-Malware 

Our anti-virus / anti-malware solution will generally protect the Environment from becoming infected with new 
viruses and malware (“Viruses”); however, Viruses that exist in the Environment at the time that the security 
solution is implemented may not be capable of being removed without additional services, for which a charge may 
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be incurred. We do not warrant or guarantee that all Viruses and malware will be capable of being detected, 
avoided, or removed, or that any data erased, corrupted, or encrypted by malware will be recoverable. In Quote to 
improve security awareness, you agree that BAE or its designated third party affiliate may transfer information 
about the results of processed files, information used for URL reputation determination, security risk tracking, and 
statistics for protection against spam and malware. Any information obtained in this manner does not and will not 
contain any personal or confidential information.  

 
Breach/Cyber Security Incident Recovery 

Unless otherwise expressly stated in this SoS, the scope of this SoS does not include the remediation and/or 
recovery from a Security Incident (defined below). Such services, if requested by you, will be provided on a time and 
materials basis under our then-current hourly labor rates. Given the varied number of possible Security Incidents, 
we cannot and do not warrant or guarantee (i) the amount of time required to remediate the effects of a Security 
Incident (or that recovery will be possible under all circumstances), or (ii) that all data impacted by the incident will 
be recoverable. For the purposes of this paragraph, a Security Incident means any unauthorized or impermissible 
access to or use of the Environment, or any unauthorized or impermissible disclosure of Client’s confidential 
information (such as user names, passwords, etc.), that (i) compromises the security or privacy of the information 
or applications in, or the structure or integrity of, the Environment, or (ii) prevents normal access to the 
Environment, or impedes or disrupts the normal functions of the Environment. 

 
Environmental Factors  

Exposure to environmental factors, such as water, heat, cold, or varying lighting conditions, may cause installed 
equipment to malfunction. Unless expressly stated in this SoS, we do not warrant or guarantee that installed 
equipment will operate error-free or in an uninterrupted manner, or that any video or audio equipment will clearly 
capture and/or record the details of events occurring at or near such equipment under all circumstances.  

 
Fair Usage Policy 

Our Fair Usage Policy (“FUP”) applies to all services in this SoS that are described or designated as “unlimited.” An 
“unlimited” service designation means that, subject to the terms of this FUP, you may use the service as reasonably 
necessary for you to enjoy the use and benefit of the service without incurring additional time-based or usage-
based costs. However, unless expressly stated otherwise in this SoS, all unlimited services are provided during our 
normal business hours only and are subject to our technicians’ availabilities, which cannot always be guaranteed. 
In addition, we reserve the right to assign our technicians as we deem necessary to handle issues that are more 
urgent, critical, or pressing than the request(s) or issue(s) reported by you. Consistent with this FUP, you agree to 
refrain from (i) creating urgent support tickets for non-urgent or non-critical issues, (ii) requesting excessive 
support services that are inconsistent with normal usage patterns in the industry (e.g., requesting support in lieu 
of training), (iii) requesting support or services that are intended to interfere, or may likely interfere, with our ability 
to provide our services to our other customers.  

 
M365 / Email 

You are solely responsible for the security, confidentiality and integrity of all email and the content of all email, 
received, transmitted, or stored through the Microsoft 365 email service that is under your control (“M365 Email”). 
You agree to refrain from uploading, posting, transmitting or distributing (or permitting any of your authorized 
users of the M365 Email to upload, post, transmit or distribute) any prohibited content, which is generally content 
that (i) is obscene, illegal, or intended to advocate or induce the violation of any law, rule or regulation, or (ii) violates 
the intellectual property rights or privacy rights of any third party, or (iii) mischaracterizes you, and/or is intended 
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to create a false identity or to otherwise attempt to mislead any person as to the identity or origin of any 
communication, or (iv) interferes or disrupts the services provided by BAE or the services of any third party, or (v) 
contains Viruses, trojan horses or any other malicious code or programs. In addition, you must not use the M365 
Email for the purpose of sending unsolicited commercial electronic messages (“SPAM”) in violation of any federal 
or state law.  

 
BAE reserves the right, but not the obligation, to suspend Client’s access to the M365 Email and/or all transactions 
occurring under Client’s M365 Email account if BAE believes, in its discretion, that Client’s email account is being 
used in an improper or illegal manner.  

 
VoIP/ Phone System 

911 Dialing / Emergency Dialing - Limitations 
The VoIP Service (“VoIP Service”) may not support traditional 911 or E911 access to emergency services in all 
locations. The 911 dialing feature of the VoIP Service is not automatic; Client may be required to take affirmative 
steps to register the address where the VoIP Service will be used in order to activate the 911 Dialing feature. Client 
understands that Client must inform any users of the VoIP Service of the non-availability of traditional 911 or E911. 

 
When a VoIP calling device is registered in a particular location, it cannot be moved without re-registering the 
device in the new location. Client agrees that it will not move any VoIP calling device without BAE’s written consent. 
Client shall hold BAE harmless for any and all claims or causes of action arising from or related to Client’s inability 
to use traditional 911 or E911 services.  

 
When an emergency call is made, one or more third parties use the address of Client’s registered location to 
determine the nearest emergency response location, and then the call is forwarded to a general number at that 
location. When the emergency location receives Client’s call, the operator will not have Client’s address and may 
not have Client’s phone number. Client understands and agrees that users of the VoIP System must provide their 
address and phone number in order to get help. Client hereby authorizes BAE to disclose Client’s name and address 
to third-party service providers, including, without limitation, call routers, call centers and public service answering 
points, for the purpose of dispatching emergency services personnel to Client’s registered location. 

 
Client understands and agrees that 911 dialing does not and will not function in the event of a power failure or 
disruption. Similarly, the hosted VoIP Services will not operate (i) during service outages or suspensions or 
terminations of service by Client’s broadband provider or ISP, or (ii) during periods of time in which Client’s ISP or 
broadband provider blocks the ports over which the VoIP Services are provided. Client further understands and 
agrees that 911 Dialing will not function if Client changes its telephone number, or if Client adds or ports new 
telephone numbers to Client’s account, unless and until Client successfully register its location of use for each 
changed, newly added or newly ported telephone number. 

 
Client expressly agrees not to use VoIP System for auto-dialing, continuous or extensive call forwarding, 
telemarketing, fax broadcasting or fax blasting, or for any other use that results in excessive usage inconsistent 
with standard commercial calling patterns. 

 
Patch Management 

We will keep all managed hardware and managed software current with critical patches and updates (“Patches”) 
as those Patches are released generally by the applicable manufacturers. Patches are developed by third party 
vendors and, on rare occasions, may make the Environment, or portions of the Environment, unstable or cause the 
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managed equipment or software to fail to function properly even when the Patches are installed correctly. We will 
not be responsible for any downtime or losses arising from or related to the installation or use of any Patch. We 
reserve the right, but not the obligation, to refrain from installing a Patch if we are aware of technical problems 
caused by a Patch, or we believe that a Patch may render the Environment, or any portion of the Environment, 
unstable. 

 
Backup (BDR) Services 

All data transmitted over the Internet may be subject to malware and computer contaminants such as viruses, 
worms and trojan horses, as well as attempts by unauthorized users, such as hackers, to access or damage Client’s 
data. Neither BAE nor its designated affiliates will be responsible for the outcome or results of such activities.  

 
BDR services require a reliable, always-connected internet solution. Data backup and recovery time will depend on 
the speed and reliability of your internet connection. Internet and telecommunications outages will prevent the 
BDR services from operating correctly. In addition, all computer hardware is prone to failure due to equipment 
malfunction, telecommunication-related issues, etc., for which we will be held harmless. Due to technology 
limitations, all computer hardware, including communications equipment, network servers and related equipment, 
has an error transaction rate that can be minimized, but not eliminated. BAE cannot and does not warrant that 
data corruption or loss will be avoided, and Client agrees that BAE shall be held harmless if such data corruption or 
loss occurs. Client is strongly advised to keep a local backup of all of stored data to mitigate against the 
unintentional loss of data. 

 
Procurement 

Equipment and software procured by BAE on Client’s behalf (“Procured Equipment”) may be covered by one or 
more manufacturer warranties, which will be passed through to Client to the greatest extent possible. By procuring 
equipment or software for Client, BAE does not make any warranties or representations regarding the quality, 
integrity, or usefulness of the Procured Equipment. Certain equipment or software, once purchased, may not be 
returnable or, in certain cases, may be subject to third party return policies and/or re-stocking fees, all of which 
shall be Client’s responsibility in the event that a return of the Procured Equipment is requested. BAE is not a 
warranty service or repair center. BAE will facilitate the return or warranty repair of Procured Equipment; however, 
Client understands and agrees that the return or warranty repair of Procured Equipment is governed by the terms 
of the warranties (if any) governing the applicable Procured Equipment, for which BAE will be held harmless. 

 
Quarterly Business Review; IT Strategic Planning 

Suggestions and advice rendered to Client are provided in accordance with relevant industry practices, based on 
Client’s specific needs and BAE’s opinion and knowledge of the relevant facts and circumstances. By rendering 
advice, or by suggesting a particular service or solution, BAE is not endorsing any particular manufacturer or service 
provider.  

 
VCTO or VCIO Services 

The advice and suggestions provided us in our capacity as a virtual chief technology or information officer will be 
for your informational and/or educational purposes only. BAE will not hold an actual director or officer position in 
Client’s company, and we will neither hold nor maintain any fiduciary relationship with Client. Under no 
circumstances shall Client list or place the BAE on Client’s corporate records or accounts.  
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Sample Policies, Procedures. 
From time to time, we may provide you with sample (i.e., template) policies and procedures for use in connection 
with Client’s business (“Sample Policies”). The Sample Policies are for your informational use only, and do not 
constitute or comprise legal or professional advice, and the policies are not intended to be a substitute for the 
advice of competent counsel. You should seek the advice of competent legal counsel prior to using or distributing 
the Sample Policies, in part or in whole, in any transaction. We do not warrant or guarantee that the Sample Policies 
are complete, accurate, or suitable for your (or your customers’) specific needs, or that you will reduce or avoid 
liability by utilizing the Sample Policies in your (or your customers’) business operations. 

 
Penetration Testing; Vulnerability Assessment 

You understand and agree that security devices, alarms, or other security measures, both physical and virtual, may 
be tripped or activated during the penetration testing process, despite our efforts to avoid such occurrences. You 
will be solely responsible for notifying any monitoring company and all law enforcement authorities of the potential 
for “false alarms” due to the provision of the penetration testing services, and you agree to take all steps necessary 
to ensure that false alarms are not reported or treated as “real alarms” or credible threats against any person, 
place or property. Some alarms and advanced security measures, when activated, may cause the partial or 
complete shutdown of the Environment, causing substantial downtime and/or delay to your business activities. 
We will not be responsible for, and will be held harmless and indemnified by you against, any claims, costs, fees or 
expenses arising or resulting from (i) any response to the penetration testing services by any monitoring company 
or law enforcement authorities, or (ii) the partial or complete shutdown of the Environment by any alarm or security 
monitoring device.  

 
No Third Party Scanning 

Unless we authorize such activity in writing, you will not conduct any test, nor request or allow any third party to 
conduct any test (diagnostic or otherwise), of the security system, protocols, processes, or solutions that we 
implement in the managed environment (“Testing Activity”). Any services required to diagnose or remediate errors, 
issues, or problems arising from unauthorized Testing Activity is not covered under this SoS, and if you request us 
(and we elect) to perform those services, those services will be billed to you at our then-current rates. 

 
HaaS 

You will use all BAE-hosted or BAE-supplied equipment and hardware (collectively, “Infrastructure”) for your 
internal business purposes only. You shall not sublease, sublicense, rent or otherwise make the Infrastructure 
available to any third party without our prior written consent. You agree to refrain from using the Infrastructure in 
a manner that unreasonably or materially interferes with our other hosted equipment or hardware, or in a manner 
that disrupts or which is likely to disrupt the services that we provide to our other clientele. We reserve the right 
to throttle or suspend your access and/or use of the Infrastructure if we believe, in our sole but reasonable 
judgment, that your use of the Infrastructure is violates the terms of this SoS or the Agreement. 

 
Domain Name Services  

If you register, renew, or transfer a domain name through BAE, we will submit the request to the applicable domain 
name services provider (the “Registrar”) on your behalf. Our sole responsibility is to submit the request to the 
Registrar, and we are not responsible for any errors, omissions, or failures of the Registrar.  
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Unsupported Configuration Elements or Services  
If you request a configuration element (hardware or software) or hosting service in a manner that is not customary 
at BAE, or that is in “end of life” or “end of support” status, we may designate the element or service as 
“unsupported,” “non-standard,” “best efforts,” “reasonable endeavor,” “one-off,” “EOL,” “end of support,” or with 
like term in the service description (an “Unsupported Service”).  We make no representation or warranty 
whatsoever regarding any Unsupported Service, and you agree that we will not be liable for any loss or damage 
arising from the provision of an Unsupported Service. Deployment and service level guarantees shall not apply to 
any Unsupported Service.  

 
IP Addresses 

Any IP addresses provided to Client by BAE during the term of this SoS are managed by BAE and BAE will retain 
these IP addresses after termination of this SoS, meaning that they may not be transferred or utilized by Client 
after termination of this SoS. 

 
Hosting Services 

You agree that you are responsible for the actions and behaviors of your users of the Services. In addition, you 
agree that neither Client, nor any of your employees or designated representatives, will use the Services in a 
manner that violates the laws, regulations, ordinances, or other such requirements of any jurisdiction.  

 
In addition, Client agrees that neither it, nor any of its employees or designated representatives, will: transmit any 
unsolicited commercial or bulk email, will not engage in any activity known or considered to be "spamming" and 
carry out any "denial of service" attacks on any other website or Internet service; infringe on any copyright, 
trademark, patent, trade secret, or other proprietary rights of any third party; collect, attempt to collect, publicize, 
or otherwise disclose personally identifiable information of any person or entity without their express consent 
(which may be through the person or entity's registration and/or subscription to Client’s services, in which case 
Client must provide a privacy policy which discloses any and all uses of information that you collect) or as 
otherwise required by law; or, undertake any action which is harmful or potentially harmful to BAE or its 
infrastructure. 

 
Client is solely responsible for ensuring that its login information is utilized only by Client and Client’s authorized 
users and agents. Client’s responsibility includes ensuring the secrecy and strength of user identifications and 
passwords. BAE shall have no liability resulting from the unauthorized use of Client’s login information. If login 
information is lost, stolen, or used by unauthorized parties or if Client believes that any hosted applications or 
hosted data has been accessed by unauthorized parties, it is Client’s responsibility to notify BAE immediately to 
request the login information be reset or unauthorized access otherwise be prevented. BAE will use commercially 
reasonable efforts to implement such requests as soon as practicable after receipt of notice. 

 
Licenses 

If we are required to re-install or replicate any software provided by you as part of the Services, then it is your 
responsibility to verify that all such software is properly licensed. We reserve the right, but not the obligation, to 
require proof of licensing before installing, re-installing, or replicating software into the managed environment. 
The cost of acquiring licenses is not included in the scope of this SoS unless otherwise expressly stated herein. 
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-460 

 

9.G. 
 

 

Department of Innovation & 
Technology 

 

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: David Cooper 

DATE: September 26, 2024 

RE: IT Director Cooper - Purchase & Payment of Mitel Upgrades and Repairs 
 
Motion to approve the purchase and payment of Mitel Systems upgrades, removal of the need of 
POTS lines and training from BSB Communications for a cost not to exceed $28,765.68. In addition, 
authorize the Mayor and Comptroller or Clerk to sign the necessary warrants, and the Treasurer to 
issue payment from Account 101-258-728.001 for $15,304.38 and Account 101-258-932.000 for 
$13,461.30. 
 
Attachments: 
1. FULL-QTE_CityofDearbornHeights_MiVB_14924_v3 
2. NB MITEL_120122-MBS Value flyer 
3. City of Dearborn Heights_Partner of Record Letter 
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ESTIMATE 

 Quote ID: 14924 - v3  9/25/2024 

BSB Communications Inc Page 1 of 2 

Address:  41150 Technology Park Dr, Ste 101, Sterling Heights, MI 48314 FAX:   586.441.7157 

Contact:   Kevin Pough Phone: 586.859.6357 E-Mail:   kevin.pough@gobsb.com 

   

Customer:  City of Dearborn Heights Customer #:    

Address:  25637 Michigan Avenue, Dearborn Heights, MI 48123   

Install Address:  25637 Michigan Avenue, Dearborn Heights, MI 48123 Due Date:  

Contact:   David Cooper, Director of 
Innovation & Technology Phone: 313-791-3455 E-Mail: Dcooper@dearbornheightsmi.gov 
 

 

Payment Terms :  50% Down - 50% upon Receipt of Invoice   

   
X  X  

City of Dearborn Heights Authorized 
Signature Date 

Printed Name 

 
 

The prices quoted in this document are a “best estimate” based upon the information available at the time of this quote. Every effort is made to 
provide accurate cost estimates, but not every condition or obstacle (other vendors, contractors, dial tone providers, etc.) can be readily determined. 
BSB cannot be responsible for delays or additional work due to these obstacles or conditions and may result in additional charges. The final billing 
amount will vary depending on the actual labor hours and equipment required to complete the work. 
 
Prices in this document are valid for 30 days from the date of this quotation, unless otherwise stated. Customer hereby accepts this quotation and 
authorizes work to proceed on the basis of a signed copy of this document. Customer agrees to pay invoice based on terms of payment listed below. 

 

Estimate Description 

Upgrade all Mitel Systems to latest firmware ensuring all security and bug patches are applied. 

 Upgrades will be performed to try to minimize service disruption as much as possible. 

Upgrade Systems at City Hall and Justice Center to virtual builds. Migrate existing PRI Trunks to SIP Trunks. BSB to provide SIP 
Carrier Quotes. 

BSB has quoted training - (4)Hours of Admin Training and (4) Hours of End User Training Remote. More can be added if needed. 

Add (1) 16 Port Grandstream. Add (1) 4 Port Grandstream. Add (4) 2 Port Grandstreams to replace analog connections on Mitel 
Controllers. 

Add (19) SIP Trunks to Mitel to allow port access to City of Dearborn Heights 911 Center Call Recording Systems.  

  

 

Total Price for Core Solution: $28,765.68 

 

Qty Part Number Description Unit MSRP Ext Sell 

    MiVoice Business Software     

1 54005366 Convert MiVoice Business to Virtual $895.00 $599.65 

1 54005339 MiVoice Border Gateway Virtual $250.00 $150.00 

1 54005366 Convert MiVoice Business to Virtual $895.00 $599.65 

1 54005339 MiVoice Border Gateway Virtual $250.00 $150.00 

1 54005389 Convert MiCollab to Virtual $520.00 $312.00 

1 54005423 Convert MBG to virtual $250.00 $150.00 

1 54005339 MiVoice Border Gateway Virtual $250.00 $150.00 

          

    MiVoice Business License     

1 54005401 MiVoice Business SIP Trunks x50 $3,600.00 $2,412.00 

23 54004491 SIP Trunking Channel Proxy $49.50 $683.10 

5 54002390 MiVoice Business License - SIP Trunk x1 $89.50 $299.80 

1 54005400 MiVoice Business SIP Trunks x10 $805.00 $539.35 

1 54005401 MiVoice Business SIP Trunks x50 $3,600.00 $2,412.00 

23 54004491 SIP Trunking Channel Proxy $49.50 $683.10 

19 54004491 SIP Trunking Channel Proxy $49.50 $564.30 
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ESTIMATE 

 Quote No : 14924 - v3  9/25/2024 

BSB Communications Inc (Continued)     Page 2 of 2 

Address :  41150 Technology Park Dr, Ste 101, Sterling Heights, MI 48314 FAX : 586.859.6357 

Contact :   Kevin Pough Phone : 586.859.6357 E-Mail : kevin.pough@gobsb.com 

   

Customer :  City of Dearborn Heights   

Address :  25637 Michigan Avenue, Dearborn Heights, MI 48123   

Install Address :  25637 Michigan Avenue, Dearborn Heights, MI 48123 Due Date  :  

Contact :   David Cooper, Director of 
Innovation & Technology Phone : 313-791-3455 E-Mail :  Dcooper@dearbornheightsmi.gov 
 

    
    
    

Payment Terms : 
50% Down - 50% upon Receipt of 
Invoice 

City of Dearborn Heights Initial :   X 

Qty Part Number Description Unit MSRP Ext Sell 

Endpoints 

1 GXW4216 16 Port Grandstream ATA $320.40 $320.40 

1 HT814 4 Port Grandstream ATA $87.60 $87.60 

4 HT812 2 Port Grandstream ATA $52.80 $211.20 

          

    Software Assurance & Support (SWAS)     

1 54009229 SWA Std 1y MiV BG System $40.18 $24.11 

23 54009230 SWA Std 1y MiV BG SIP Connect $9.46 $130.64 

1 54009229 SWA Std 1y MiV BG System $40.18 $24.11 

23 54009230 SWA Std 1y MiV BG SIP Connect $9.46 $130.64 

1 54009229 SWA Std 1y MiV BG System $40.18 $24.11 

19 54009230 SWA Std 1y MiV BG SIP Connect $9.46 $107.92 

          

    Services     

16 L3-LB-PM L3 Project Management $175.00 $2,800.00 

52 L3-LBR-SYS L3 System Implementation & Design $175.00 $9,100.00 

14 L3-LBR-INS L3 Station Setup/Progam/Placement $175.00 $2,450.00 

4 L3-LB-UT-R L3 End User Training Hours (Remote) $175.00 $700.00 

4 L3-LB-AT L3 System Admin Training Hours $175.00 $700.00 

10 L3-NB-LBR L3 Enterprise (Non-Biz Hours) Labor $225.00 $2,250.00 

          

 
Pricing excludes taxes and is valid until 10/25/2024 
SDA_City of Dearborn Heights_MiVB_14924_v3 
Note 1: Pricing is based on the Mitel Sourcewell Contract #120122-MBS 
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Buy what you need from a supplier you trust using cooperative purchasing. As a government entity, we 
provide easy access to competitively awarded contracts through a trusted solicitation process. 

Optimize public purchasing with Sourcewell. 
• Compliant: Sourcewell maintains the transparency and equity

required by most government purchasing laws.

• Competitive: Take advantage of not-to-exceed pricing and volume
discounts on contracted goods and services, often delivered
through local dealers and representatives.

• Convenient: Save time and money by using our procurement
process as your own. Agencies can register at no cost or obligation
to purchase using Sourcewell ready-to-use contracts.

• Customizable: Tailor additional terms and conditions to meet
specific purchasing goals.

Eight-time recipient of the NPI 
Excellence in Procurement award. 

Start here for easier public purchasing 
Explore contract offerings, details, and documents. 

https://www.sourcewell-mn.gov/cooperative-purchasing/120122-mbs

Murray Van Dyke | Murray.VanDyke@mitel.com 

Contract #120122-MBS 

Public 
purchasing 

Convenient. 

“Having the Sourcewell pricing 
takes the guesswork out of the 

paperwork.” 
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844-YES-MITEL     |     mitel.com 

 
 
  

 
 
 
9/27/2024 
 
 
City of Dearborn Heights 
6045 Fenton Street 
Dearborn Heights 
Michigan 48127 
USA 
 
Dear David, 
 
RE: Mitel Authorized Partner of Record 
 
This letter shall confirm that BSB Communications, Inc. is a Mitel Authorized Partner in good standing as of 
today’s date in the Michigan area.   
 
Mitel communication systems are supplied through a world-wide network of Mitel Authorized Partners who 
are required to be certified on the products which they sell to end user customers.   Mitel Authorized Partners 
must meet and maintain standards of training and certification.  In addition, Mitel Authorized Partners are 
provided with current product and software enhancements, technical issues and have access to manufacturer 
technical support, if required. 
 
Our records show that the City of Dearborn Heights’s system is currently managed and maintained by BSB 
Communications, Inc..  As such, BSB Communications, Inc. is the only Mitel Authorized Partner who has access 
to your system’s licensing records.  As the Mitel Authorized Partner, they are able to perform moves, adds and 
changes to those records on your behalf and can provide project and service continuity of your Mitel 
communication system. 
 
Mitel does not hesitate to recommend BSB Communications, Inc.. 
 
Sincerely, 
 
 
 
Eva Maciejewska 
Associate Channel Account Manager 
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-461 

 

9.H. 
 

 

Department of Innovation & 
Technology 

 

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: David Cooper 

DATE: September 26, 2024 

RE: IT Director Cooper - PDK Update 
 
Motion to approve the purchase and payment of PDK Updates and Integrations from BAE Networks 
for a cost not to exceed $14,280. In addition, authorize the Mayor and Comptroller or Clerk to sign the 
necessary warrants, and the Treasurer to issue payment from Account 101-258-932.000 
 
Attachments: 
1. BAEQ4056 - PDK 2 upgrade 
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Q U O T E  P R E P A R E D  F O R

David Cooper
City of Dearborn Heights
DCooper@dearbornheightsmi.gov

P R E P A R E D  B Y

Matt Brand
BAE Networks
mattb@baenetworks.com

BAEQ4056
PDK 2.0

Tuesday, July 23, 2024
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We enable
businesses to
leverage
technology
by providing a
personalized
IT service
experience.
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Tuesday, July 23, 2024

City of Dearborn Heights
David Cooper
6045 Fenton St
Dearborn Heights, MI 48127-3287
United States

Dear David,

Thank you for giving BAE Networks the opportunity to quote the project of upgrading PDK at all City of
Dearborn Heights sites to version 2.0.

The following quote includes all configuration and setup required, per location, to bring all existing doors to
the new PDK environment. With the completion of the project, user settings, groups, rules, schedules and
other configurations can be assigned in the cloud vs. local cloud nodes allowing efficient door access
management.

We look forward to working with you on this, as well as any future projects.

Sincerely,

Matt Brand
Account Manager
BAE Networks
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QUOTE

BAEQ4056QUOTE #:1250 Stephenson Hwy
Troy, MI  48083

07/16/2024DATE:Phone: (248) 707-1040
Fax: (248) 295-9400

Q U O T E  P R E P A R E D   F O R P R E P A R E D   B Y

Matt BrandDavid Cooper
Account ManagerCity of Dearborn Heights
mattb@baenetworks.com6045 Fenton St

Dearborn Heights, MI 48127-3287
United States

(248) 509-8995

DESCRIPTION
P.O. NUMBER PAYMENT TERMS INITIAL SERVICE TERM VALID THROUGH

TBD Jul 31, 2024

EXT. PRICEQTY PRICE

DESCRIPTION QTY PRICE EXT. PRICE

 1  $1,098.00  $1,098.00Engineer - Fixed Fee (Berwyn)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $839.00  $839.00Engineer - Fixed Fee (Canfield)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $925.00  $925.00Engineer - Fixed Fee (CKL)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $1,055.00  $1,055.00Engineer - Fixed Fee (City Hall)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $969.00  $969.00Engineer - Fixed Fee (DPW)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $925.00  $925.00Engineer - Fixed Fee (Eton)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $969.00  $969.00Engineer - Fixed Fee (Fire Station #1)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $1,227.00  $1,227.00Engineer - Fixed Fee (Fire HQ)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $883.00  $883.00Engineer - Fixed Fee (JFK Library)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $4,507.00  $4,507.00Engineer - Fixed Fee (Justice Center)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate assumes completion of all CODH locations in existing project scope.
**Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.
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DESCRIPTION QTY PRICE EXT. PRICE

 1  $883.00  $883.00Engineer - Fixed Fee (Richard A. Young)
Per-site Configuration:

- Pull data from and delete Cloud node
- Add Cloud node to new environment
- Adopt all PDK Red controllers
- Create all doors and readers in new environment while on site
- Assign door groups
- Create and assign schedules
- Create and assign request to exit (REX) devices
- Create Digital Watchdog Cloud connector
- Setup rules for Digital Watchdog and PDK

City-wide Configuration:

- Configure Azure sync
- Create new users/groups
- Re-assign badges

*Extended rate includes 25pk Red High Security Key Fobs
**Extended rate assumes completion of all CODH locations in existing project scope.
***Some door access downtime will be anticipated with completion of this project. All locations will be
planned accordingly to minimize impact.

SUBTOTAL  $14,280.00Please contact me if I can be of further assistance.
SHIPPING  $0.00

TAX  $0.00
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Agreement
Purchase Summary
     DESCRIPTION AMOUNT

Total purchase of hardware, software, and services including tax and shipping.  $14,280.00

Down Payment Summary
     DESCRIPTION AMOUNT ONE TIME TOTAL REQUIRED DOWN PAYMENT MONTHLY ONGOING

 $14,280.00  $0.00This amount is due prior to project initiation and is applied towards the purchase summary above.  $14,280.00

Monthly Expenses Summary
     DESCRIPTION AMOUNT

Total ongoing support, services, and licensing. Billed monthly.  $0.00

Payment Options
     DOWN PAYMENT & ONBOARDING      RECURRING PAYMENTS

-Must be made by credit card, check, or ACH to BAE Networks
prior to onboarding or delivery
-Online payments available during quote approval
-Credit Card subject to 3% surcharge

-Autopay must be setup within the BAE Networks platform
-Autopay via ACH receives the full 6% discount (as quoted)
-Autopay via credit card is subject to a 3% discount forfiture
-Manual payment of any type is subject to a 3% discount forfiture

Taxes, shipping, handling, and other fees may apply. This Quote is governed under the terms of our Master Services
Agreement located at http://cdn.baenetworks.com/MSA/MSA_Online_v1.00.pdf (the "MSA"). This Quote is further
defined, clarified, and governed under the terms of the Statement of Service, attached ("SoS"). By agreeing to this Quote
you agree to the terms of the MSA and SoS. If you have any questions, please contact us prior to executing this Quote.

Signature(s) If your organization requires two signatures. This is not required.

Name:7/16/2024 7/16/2024David Cooper

Title:Director of Technology
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  Statement of Services: Managed Services  
 
This Statement of Services (“SoS”) contains provisions that define, clarify, and govern the provisions of the quote to 
which it is attached (the “Quote”). If you do not agree with the terms of this SoS, you should not sign the Quote and 
you must contact us for more information. 
 
This SoS is effective as of date on which you accepted the Quote (“Effective Date”). 
 
The services described in the Quote (collectively, the “Services”) will be provided to you. Activities or items that are not 
specifically described in the Quote will be out of scope and will not be provided to you unless otherwise agreed to by 
us in writing. From this point forward, the Quote and this SoS will generally be collectively referred to as, this “SoS”. 
 

SCOPE OF SERVICES 
Onboarding Services 

• Uninstall any monitoring tools or other software installed by previous IT consultants. 
• Compile a full inventory of all protected servers, workstations, and laptops. 
• Uninstall any previous virus protection and install our managed antivirus application. 
• Install remote support access application on each managed device to enable remote support. 
• Configure patch management application and check for missing security updates. 
• Uninstall unsafe applications or applications that are no longer necessary. 
• Optimize device performance including disk cleanup, disk defragmentation where applicable, and threat scans. 
• Review and document firewall configuration and other network infrastructure devices. 
• Configure and install firewall(s) as required per location.  
• Review status of battery backup protection on all devices. 
• Review and document current server configuration and status. 
• Implement backup strategy and offsite replication on appropriate servers and workstations as defined in quote. 
• Review password policies and update user and device passwords. 
• As applicable, make recommendations for changes that should be considered to the managed environment. 

 
If deficiencies are discovered during the onboarding process, we will bring those issues to your attention and 
discuss the impact of the deficiencies on our provision of our managed services. Please note, unless otherwise 
expressly stated in the Quote, onboarding-related services do not include the remediation of any issues, errors, 
or deficiencies (“Issues”), and we cannot guarantee that all Issues will be detected during the onboarding process.  

 
Ongoing/Recurring Services 

Ongoing/recurring services begin upon the completion of onboarding services, if any.  
 
Managed Services 

See the Quote for the scope of our managed services. 
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Managed Equipment / Hardware / Software 
The Services will be applied to the equipment listed in the Quote (“Covered Hardware”).  
The Services will apply to the software listed in the Quote (“Supported Software”) provided, however, that all 
Supported Software must, at all times, be properly licensed, and under a maintenance and support agreement 
from the Supported Software’s manufacturer. In this SoS, Covered Hardware and Supported Software will be 
referred to as the “Environment.” 

 
Data Backup & Disaster Recovery 

BAE’s backup and disaster recovery (BDR) services include: 
 

Managed backup of servers and workstations listed in the Quote 
24/7 automated monitoring of backup system, including onsite backup, offsite replication, and data validation  
Troubleshooting and remediation of failed backup jobs 
Preventive maintenance and management of imaging software 
Firmware and software updates of backup appliance 
Problem analysis by the network operations team 
Monitoring of backup successes and failures 
File recovery at no cost for A and C Plan devices 
System level restore at no cost for A Plan devices 

 
Backed-Up Servers / Workstations: See Quote for servers/workstations that will be backed up. 
Note: Data on equipment that is not specifically listed in the Quote will not be backed up.  

 
Storage Limitation: Client will be allocated the of storage space for backup and recovery purposes as listed in the 
Quote. Any space required beyond this amount will be provided to Client in on a per gigabyte basis at the rate 
stated on the Quote.  

 
Backup Frequency: On-site backups will occur, by default, hourly during business hours; offsite backups will 
replicate offsite as able following local verification of the data. Offsite backups are validated as they are received 
at BAE’s datacenter, which is based on the size of the backup file and available connectivity at the Client site. 

 
Backup Data Security: All backed up data is encrypted at rest with 256-bit AES encryption. All facilities housing 
backed up data implement physical security controls and logs, including security cameras, and have multiple 
internet connections with failover capabilities. 

 
Backup Retention: BAE only guarantees retrieval of the most recent verified recovery point sent to the backup 
appliance in a local recovery situation. BAE only guarantees retrieval of archived data sent to the off-site data 
center in the prior calendar day. Granularity of recovery diminishes with time; by default hourly backups are 
available for 5 days, daily backups are available for 4 weeks, weekly backups for 6 months. All backup retention is 
subject to modification per Client request where approved and practical. 

 
License Grant. All Backup Appliances are provisioned with proprietary software (“BDR Software”). BAE hereby 
grants to Client a non-exclusive, royalty free, non-transferable license, during the term of this SoS, to use the BDR 
Software in conjunction with the BDR-related services provided by BAE. Client shall not reverse engineer, de-
compile or otherwise use the BDR Software in any manner not specifically authorized by BAE. 
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Disaster Recovery 
You must contact us if disaster recovery services are needed. Upon your payment of the applicable fees (described 
below), we will make your backed up data available to you in a hosted, virtual environment. Your access to the 
recovery environment will continue for a period of two (2) weeks; extended access time is available as described 
in the Fees section, below. 

 
Physical Locations Covered by Services 

Services will be provided remotely unless, in our discretion, we determine that an onsite visit is required. Onsite 
visits will be scheduled in accordance with the priority assigned to the issue (below), and are subject to technician 
availability. Unless we agree otherwise, all onsite Services will be provided at Client’s primary office location listed 
in the Quote. Additional fees may apply for onsite visits: Please review the Service Level section below for more 
details. 

 
Term; Termination 

The Services will commence, and billing will begin, on the date indicated in the Quote (“Commencement Date”). 
We reserve the right to delay the Commencement Date until all onboarding/transition services (if any) are 
completed, and all deficiencies / revisions identified in the onboarding process (if any) are addressed or 
remediated to BAE’s satisfaction. The Services will continue until terminated as provided in the Agreement, the 
Quote, and this SoS (the “Service Term”). 

 
Renewal 

After the expiration of the initial Service Term, the Service Term will automatically renew for contiguous terms 
equal to the initial Service Term unless either party notifies the other of its intention to not renew the Services no 
less than thirty (30) days before the end of the then-current Service Term. 

 
Assumptions / Minimum Requirements / Exclusions 
The scheduling, fees and provision of the Services are based upon the following assumptions and minimum 
requirements:  
• Server hardware must be under current warranty coverage. 
• All equipment with Microsoft Windows® operating systems must be running then-currently supported versions 

of such software and have all of the latest Microsoft service packs and critical updates installed. 
• All software must be genuine, licensed and vendor-supported. 
• Server file systems and email systems (if applicable) must be protected by licensed and up-to-date virus 

protection software. 
• The Environment must have a currently licensed, vendor-supported server-based backup solution that can be 

monitored. 
• All wireless data traffic in the environment must be securely encrypted. 
• There must be an outside static IP address assigned to a network device, allowing VPN access.  
• All servers must be connected to working UPS devices. 
• Recovery coverage assumes data integrity of the backups or the data stored on the backup devices. We do not 

guarantee the integrity of the backups or the data stored on the backup devices. Server restoration will be to the 
point of the last successful backup.  

• Client must provide all software installation media and key codes in the event of a failure. 
• Any costs required to bring the Environment up to these minimum standards are not included in this SoS. 
• Client must provide us with exclusive administrative privileges to the Environment. 
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• Client must not affix or install any accessory, addition, upgrade, equipment, or device on to the firewall, server, or 
NAS appliances (other than electronic data) unless expressly approved in writing by us.  

 
Exclusions. Services that are not expressly described in the Quote will be out of scope and will not be provided to 
Client unless otherwise agreed, in writing, by BAE. Without limiting the foregoing, the following services are 
expressly excluded, and if required to be performed, must be agreed upon by BAE in writing: 

• Customization of third party applications, or programming of any kind. 
• Support for operating systems, applications, or hardware no longer supported by the manufacturer. 
• Data/voice wiring or cabling services of any kind. 
• Battery backup replacement. 
• Equipment relocation. 
• The cost to bring the Environment up to the Minimum Requirements (unless otherwise noted in “Scope of 

Services” above). 
• The cost of repairs to hardware or any supported equipment or software, or the costs to acquire parts or 

equipment, or shipping charges of any kind. 
 
Service Levels 

Automated monitoring is provided on an ongoing (i.e., 24x7x365) basis; response, repair, and/or remediation 
services (as applicable) will be provided only during business hours unless otherwise specifically stated in the 
Quote. We will respond to problems, errors, or interruptions in the provision of the Services in the timeframe(s) 
described below. Severity levels will be determined by BAE in our discretion after consulting with the Client. All 
remediation services will initially be attempted remotely; BAE will provide onsite service only if remote remediation 
is ineffective and, under all circumstances, only if covered under the Service plan selected by Client.  

 
Trouble / Severity Response Time 
Critical problem: Service not available (all users 
and functions unavailable) 
  

Response within two (2) hours after notification. 
 

Significant degradation of service (large number 
of users or business critical functions affected) 
  

Response within four (4) hours after notification. 
 

Limited degradation of service (limited number of 
users or functions affected, business process can 
continue). 
  

Response within four (4) business hours after notification. 
 

Small service degradation (business process can 
continue, one user affected). 

Response within eight (8) business hours after notification. 

 
* All time frames are calculated as of the time that BAE is notified of the applicable issue / problem by Client 
through BAE’s designated support portal, email, or by telephone at the telephone number listed in the Quote. 
Notifications received in any manner other than described herein may result in a delay in the provision of 
remediation efforts. Support provided outside of our normal support hours will be billed to Client at the hourly 
rate of $215/hour (1 hour minimum applies). 
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Fees 
The fees for the Services will be as indicated in the Quote. 

 
Changes to Environment 

Initially, you will be charged the monthly fees indicated in the Quote. Thereafter, if the managed environment 
changes, or if the number of authorized users accessing the managed environment changes, then you agree that 
the fees will be automatically and immediately modified to accommodate those changes.  
Minimum Monthly Fees. The initial Fees indicated in Quote are the minimum monthly fees (“MMF”) that will be 
charged to you during the term. You agree that the MMF will not drop below the amounts indicated in the Quote, 
regardless of the number of users or devices to which the Services are directed or applied, unless we agree to the 
reduction. All modifications to the amount of hardware, devices, or authorized users under the Quote (as 
applicable) must be in writing and accepted by both parties.  
Increases. We reserve the right to modify our hourly rates in amounts commensurate with our business needs 
and industry norms.  In addition, we reserve the right to increase our monthly recurring and data recovery fees; 
provided, however, if an increase is more than five percent (5%) of the fees charged for the Services in the prior 
calendar year, then you will be provided with a sixty (60) day opportunity to terminate the Services by providing 
us with written notice of termination. You will be responsible for the payment of all fees that accrue up to the 
termination date and all pre-approved, non-mitigatable expenses that we incurred in our provision of the Services 
through the date of termination. Your continued acceptance or use of the Services after this sixty (60) day period 
will indicate your acceptance of the increased fees. 
Travel Time. If onsite services are provided, we will travel up to 45 minutes from our office to your location at no 
charge. Time spent traveling beyond 45 minutes (e.g., locations that are beyond 45 minutes from our office, 
occasions on which traffic conditions extend our drive time beyond 45 minutes one-way, etc.) will be billed to you 
at our then current hourly rates. In addition, you will be billed for all tolls, parking fees, and related expenses that 
we incur if we provide onsite services to you. 
Appointment Cancellations. You may cancel or reschedule any appointment with us at no charge by providing us 
with notice of cancellation at least one business day in advance. If we do not receive timely a notice of 
cancellation/re-scheduling, or if you are not present at the scheduled time or if we are otherwise denied access 
to your premises at a pre-scheduled appointment time, then you agree to pay us a cancellation fee equal to two 
(2) hours of our normal consulting time (or non-business hours consulting time, whichever is appropriate), 
calculated at our then-current hourly rates. 
Automated Payment. You may pay your invoices by credit card and/or by ACH, as described below. If you authorize 
payment by credit card and ACH, then the ACH payment method will be attempted first. If that attempt fails for 
any reason, then we will process payment using your designated credit card.  

• ACH. When enrolled in an ACH payment processing method, you authorize us to electronically debit your 
designated checking or savings account, as defined and configured by you in our payment portal, for any payments 
due under the Quote. This authorization will continue until otherwise terminated in writing by you. We will apply 
a $35.00 service charge to your account for any electronic debit that is returned unpaid due to insufficient funds 
or due to your bank’s electronic draft restrictions. 

• Credit Card. When enrolled in a credit card payment processing method, you authorize us to charge your credit 
card, as designated by you in our payment portal, for any payments due under the Quote. WE WILL ADD 3% TO 
THE AMOUNT DUE ON EACH INVOICE FOR CLIENT’S CONVENIENCE OF USING A CREDIT CARD INSTEAD OF 
SUBMITTING A PAYMENT BY CHECK OR PAYING BY ACH. This fee will be accounted for on a separate invoice on 
our payment backend and will not be reflected the provided invoice. 
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Removal of Software Agents; Return of Firewall & Backup Appliances 
Unless we expressly direct you to do so, you will not remove or disable, or attempt to remove or disable, any 
software agents that we installed in the Environment. Doing so without our guidance may make it difficult or 
impracticable to remove the software agents, which could result in network vulnerabilities and/or the continuation 
of license fees for the software agents for which you will be responsible, and/or the requirement that we remediate 
the situation at our then-current hourly rates, for which you will also be responsible. Depending on the particular 
software agent and the costs of removal, we may elect to keep the software agent in the Environment but in a 
dormant and/or unused state. 

 
Within ten (10) days after being directed to do so, Client will remove, package, and ship, at Client’s expense and in 
a commercially reasonable manner, all hardware, equipment, and accessories provided to Client by BAE that were 
used in the provision of the Services. If you fail to timely return all equipment to us, or if the equipment is returned 
to us damaged (normal wear and tear excepted), then we will have the right to charge you, and you hereby agree 
to pay, the replacement value of all such unreturned or damaged equipment. 

 

Additional Terms 
Monitoring Services; Alert Services 

Unless otherwise indicated in this SoS, all monitoring and alert-type services are limited to detection and 
notification functionalities only. Monitoring levels will be set by BAE, and Client shall not modify these levels 
without our prior written consent. 

 
Remediation 

Unless otherwise provided in this SoS, remediation services will be provided in accordance with the recommended 
practices of the managed services industry. Client understands and agrees that remediation services are not 
intended to be, and will not be, a warranty or guarantee of the functionality of the Environment, or a service plan 
for the repair of any particular piece of managed hardware or software. 

 
Modification of Environment 

Changes made to the Environment without our prior authorization or knowledge may have a substantial, negative 
impact on the provision and effectiveness of the Services, and may impact the fees charged under this SoS. You 
agree to refrain from moving, modifying, or otherwise altering any portion of the Environment without our prior 
knowledge or consent. For example, you agree to refrain from adding or removing hardware from the Environment, 
installing applications on the Environment, or modifying the configuration or log files of the Environment without 
our prior knowledge or consent. 

 
When applicable for co-managed environments: We will coordinate with your internal IT personnel (“Your 
Personnel”) as necessary to help ensure that the Services are delivered efficiently and effectively. That said, we 
are not responsible for the remediation of issues beyond the scope of this SoS caused by any activities undertaken 
by Your Personnel, such as modifications to hardware or software configurations, installation of software, 
firmware upgrades, etc. unless we pre-authorized those activities. 

 
Anti-Virus; Anti-Malware 

Our anti-virus / anti-malware solution will generally protect the Environment from becoming infected with new 
viruses and malware (“Viruses”); however, Viruses that exist in the Environment at the time that the security 
solution is implemented may not be capable of being removed without additional services, for which a charge may 
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be incurred. We do not warrant or guarantee that all Viruses and malware will be capable of being detected, 
avoided, or removed, or that any data erased, corrupted, or encrypted by malware will be recoverable. In Quote to 
improve security awareness, you agree that BAE or its designated third party affiliate may transfer information 
about the results of processed files, information used for URL reputation determination, security risk tracking, and 
statistics for protection against spam and malware. Any information obtained in this manner does not and will not 
contain any personal or confidential information.  

 
Breach/Cyber Security Incident Recovery 

Unless otherwise expressly stated in this SoS, the scope of this SoS does not include the remediation and/or 
recovery from a Security Incident (defined below). Such services, if requested by you, will be provided on a time and 
materials basis under our then-current hourly labor rates. Given the varied number of possible Security Incidents, 
we cannot and do not warrant or guarantee (i) the amount of time required to remediate the effects of a Security 
Incident (or that recovery will be possible under all circumstances), or (ii) that all data impacted by the incident will 
be recoverable. For the purposes of this paragraph, a Security Incident means any unauthorized or impermissible 
access to or use of the Environment, or any unauthorized or impermissible disclosure of Client’s confidential 
information (such as user names, passwords, etc.), that (i) compromises the security or privacy of the information 
or applications in, or the structure or integrity of, the Environment, or (ii) prevents normal access to the 
Environment, or impedes or disrupts the normal functions of the Environment. 

 
Environmental Factors  

Exposure to environmental factors, such as water, heat, cold, or varying lighting conditions, may cause installed 
equipment to malfunction. Unless expressly stated in this SoS, we do not warrant or guarantee that installed 
equipment will operate error-free or in an uninterrupted manner, or that any video or audio equipment will clearly 
capture and/or record the details of events occurring at or near such equipment under all circumstances.  

 
Fair Usage Policy 

Our Fair Usage Policy (“FUP”) applies to all services in this SoS that are described or designated as “unlimited.” An 
“unlimited” service designation means that, subject to the terms of this FUP, you may use the service as reasonably 
necessary for you to enjoy the use and benefit of the service without incurring additional time-based or usage-
based costs. However, unless expressly stated otherwise in this SoS, all unlimited services are provided during our 
normal business hours only and are subject to our technicians’ availabilities, which cannot always be guaranteed. 
In addition, we reserve the right to assign our technicians as we deem necessary to handle issues that are more 
urgent, critical, or pressing than the request(s) or issue(s) reported by you. Consistent with this FUP, you agree to 
refrain from (i) creating urgent support tickets for non-urgent or non-critical issues, (ii) requesting excessive 
support services that are inconsistent with normal usage patterns in the industry (e.g., requesting support in lieu 
of training), (iii) requesting support or services that are intended to interfere, or may likely interfere, with our ability 
to provide our services to our other customers.  

 
M365 / Email 

You are solely responsible for the security, confidentiality and integrity of all email and the content of all email, 
received, transmitted, or stored through the Microsoft 365 email service that is under your control (“M365 Email”). 
You agree to refrain from uploading, posting, transmitting or distributing (or permitting any of your authorized 
users of the M365 Email to upload, post, transmit or distribute) any prohibited content, which is generally content 
that (i) is obscene, illegal, or intended to advocate or induce the violation of any law, rule or regulation, or (ii) violates 
the intellectual property rights or privacy rights of any third party, or (iii) mischaracterizes you, and/or is intended 
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to create a false identity or to otherwise attempt to mislead any person as to the identity or origin of any 
communication, or (iv) interferes or disrupts the services provided by BAE or the services of any third party, or (v) 
contains Viruses, trojan horses or any other malicious code or programs. In addition, you must not use the M365 
Email for the purpose of sending unsolicited commercial electronic messages (“SPAM”) in violation of any federal 
or state law.  

 
BAE reserves the right, but not the obligation, to suspend Client’s access to the M365 Email and/or all transactions 
occurring under Client’s M365 Email account if BAE believes, in its discretion, that Client’s email account is being 
used in an improper or illegal manner.  

 
VoIP/ Phone System 

911 Dialing / Emergency Dialing - Limitations 
The VoIP Service (“VoIP Service”) may not support traditional 911 or E911 access to emergency services in all 
locations. The 911 dialing feature of the VoIP Service is not automatic; Client may be required to take affirmative 
steps to register the address where the VoIP Service will be used in order to activate the 911 Dialing feature. Client 
understands that Client must inform any users of the VoIP Service of the non-availability of traditional 911 or E911. 

 
When a VoIP calling device is registered in a particular location, it cannot be moved without re-registering the 
device in the new location. Client agrees that it will not move any VoIP calling device without BAE’s written consent. 
Client shall hold BAE harmless for any and all claims or causes of action arising from or related to Client’s inability 
to use traditional 911 or E911 services.  

 
When an emergency call is made, one or more third parties use the address of Client’s registered location to 
determine the nearest emergency response location, and then the call is forwarded to a general number at that 
location. When the emergency location receives Client’s call, the operator will not have Client’s address and may 
not have Client’s phone number. Client understands and agrees that users of the VoIP System must provide their 
address and phone number in order to get help. Client hereby authorizes BAE to disclose Client’s name and address 
to third-party service providers, including, without limitation, call routers, call centers and public service answering 
points, for the purpose of dispatching emergency services personnel to Client’s registered location. 

 
Client understands and agrees that 911 dialing does not and will not function in the event of a power failure or 
disruption. Similarly, the hosted VoIP Services will not operate (i) during service outages or suspensions or 
terminations of service by Client’s broadband provider or ISP, or (ii) during periods of time in which Client’s ISP or 
broadband provider blocks the ports over which the VoIP Services are provided. Client further understands and 
agrees that 911 Dialing will not function if Client changes its telephone number, or if Client adds or ports new 
telephone numbers to Client’s account, unless and until Client successfully register its location of use for each 
changed, newly added or newly ported telephone number. 

 
Client expressly agrees not to use VoIP System for auto-dialing, continuous or extensive call forwarding, 
telemarketing, fax broadcasting or fax blasting, or for any other use that results in excessive usage inconsistent 
with standard commercial calling patterns. 

 
Patch Management 

We will keep all managed hardware and managed software current with critical patches and updates (“Patches”) 
as those Patches are released generally by the applicable manufacturers. Patches are developed by third party 
vendors and, on rare occasions, may make the Environment, or portions of the Environment, unstable or cause the 
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managed equipment or software to fail to function properly even when the Patches are installed correctly. We will 
not be responsible for any downtime or losses arising from or related to the installation or use of any Patch. We 
reserve the right, but not the obligation, to refrain from installing a Patch if we are aware of technical problems 
caused by a Patch, or we believe that a Patch may render the Environment, or any portion of the Environment, 
unstable. 

 
Backup (BDR) Services 

All data transmitted over the Internet may be subject to malware and computer contaminants such as viruses, 
worms and trojan horses, as well as attempts by unauthorized users, such as hackers, to access or damage Client’s 
data. Neither BAE nor its designated affiliates will be responsible for the outcome or results of such activities.  

 
BDR services require a reliable, always-connected internet solution. Data backup and recovery time will depend on 
the speed and reliability of your internet connection. Internet and telecommunications outages will prevent the 
BDR services from operating correctly. In addition, all computer hardware is prone to failure due to equipment 
malfunction, telecommunication-related issues, etc., for which we will be held harmless. Due to technology 
limitations, all computer hardware, including communications equipment, network servers and related equipment, 
has an error transaction rate that can be minimized, but not eliminated. BAE cannot and does not warrant that 
data corruption or loss will be avoided, and Client agrees that BAE shall be held harmless if such data corruption or 
loss occurs. Client is strongly advised to keep a local backup of all of stored data to mitigate against the 
unintentional loss of data. 

 
Procurement 

Equipment and software procured by BAE on Client’s behalf (“Procured Equipment”) may be covered by one or 
more manufacturer warranties, which will be passed through to Client to the greatest extent possible. By procuring 
equipment or software for Client, BAE does not make any warranties or representations regarding the quality, 
integrity, or usefulness of the Procured Equipment. Certain equipment or software, once purchased, may not be 
returnable or, in certain cases, may be subject to third party return policies and/or re-stocking fees, all of which 
shall be Client’s responsibility in the event that a return of the Procured Equipment is requested. BAE is not a 
warranty service or repair center. BAE will facilitate the return or warranty repair of Procured Equipment; however, 
Client understands and agrees that the return or warranty repair of Procured Equipment is governed by the terms 
of the warranties (if any) governing the applicable Procured Equipment, for which BAE will be held harmless. 

 
Quarterly Business Review; IT Strategic Planning 

Suggestions and advice rendered to Client are provided in accordance with relevant industry practices, based on 
Client’s specific needs and BAE’s opinion and knowledge of the relevant facts and circumstances. By rendering 
advice, or by suggesting a particular service or solution, BAE is not endorsing any particular manufacturer or service 
provider.  

 
VCTO or VCIO Services 

The advice and suggestions provided us in our capacity as a virtual chief technology or information officer will be 
for your informational and/or educational purposes only. BAE will not hold an actual director or officer position in 
Client’s company, and we will neither hold nor maintain any fiduciary relationship with Client. Under no 
circumstances shall Client list or place the BAE on Client’s corporate records or accounts.  
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Sample Policies, Procedures. 
From time to time, we may provide you with sample (i.e., template) policies and procedures for use in connection 
with Client’s business (“Sample Policies”). The Sample Policies are for your informational use only, and do not 
constitute or comprise legal or professional advice, and the policies are not intended to be a substitute for the 
advice of competent counsel. You should seek the advice of competent legal counsel prior to using or distributing 
the Sample Policies, in part or in whole, in any transaction. We do not warrant or guarantee that the Sample Policies 
are complete, accurate, or suitable for your (or your customers’) specific needs, or that you will reduce or avoid 
liability by utilizing the Sample Policies in your (or your customers’) business operations. 

 
Penetration Testing; Vulnerability Assessment 

You understand and agree that security devices, alarms, or other security measures, both physical and virtual, may 
be tripped or activated during the penetration testing process, despite our efforts to avoid such occurrences. You 
will be solely responsible for notifying any monitoring company and all law enforcement authorities of the potential 
for “false alarms” due to the provision of the penetration testing services, and you agree to take all steps necessary 
to ensure that false alarms are not reported or treated as “real alarms” or credible threats against any person, 
place or property. Some alarms and advanced security measures, when activated, may cause the partial or 
complete shutdown of the Environment, causing substantial downtime and/or delay to your business activities. 
We will not be responsible for, and will be held harmless and indemnified by you against, any claims, costs, fees or 
expenses arising or resulting from (i) any response to the penetration testing services by any monitoring company 
or law enforcement authorities, or (ii) the partial or complete shutdown of the Environment by any alarm or security 
monitoring device.  

 
No Third Party Scanning 

Unless we authorize such activity in writing, you will not conduct any test, nor request or allow any third party to 
conduct any test (diagnostic or otherwise), of the security system, protocols, processes, or solutions that we 
implement in the managed environment (“Testing Activity”). Any services required to diagnose or remediate errors, 
issues, or problems arising from unauthorized Testing Activity is not covered under this SoS, and if you request us 
(and we elect) to perform those services, those services will be billed to you at our then-current rates. 

 
HaaS 

You will use all BAE-hosted or BAE-supplied equipment and hardware (collectively, “Infrastructure”) for your 
internal business purposes only. You shall not sublease, sublicense, rent or otherwise make the Infrastructure 
available to any third party without our prior written consent. You agree to refrain from using the Infrastructure in 
a manner that unreasonably or materially interferes with our other hosted equipment or hardware, or in a manner 
that disrupts or which is likely to disrupt the services that we provide to our other clientele. We reserve the right 
to throttle or suspend your access and/or use of the Infrastructure if we believe, in our sole but reasonable 
judgment, that your use of the Infrastructure is violates the terms of this SoS or the Agreement. 

 
Domain Name Services  

If you register, renew, or transfer a domain name through BAE, we will submit the request to the applicable domain 
name services provider (the “Registrar”) on your behalf. Our sole responsibility is to submit the request to the 
Registrar, and we are not responsible for any errors, omissions, or failures of the Registrar.  
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Unsupported Configuration Elements or Services  
If you request a configuration element (hardware or software) or hosting service in a manner that is not customary 
at BAE, or that is in “end of life” or “end of support” status, we may designate the element or service as 
“unsupported,” “non-standard,” “best efforts,” “reasonable endeavor,” “one-off,” “EOL,” “end of support,” or with 
like term in the service description (an “Unsupported Service”).  We make no representation or warranty 
whatsoever regarding any Unsupported Service, and you agree that we will not be liable for any loss or damage 
arising from the provision of an Unsupported Service. Deployment and service level guarantees shall not apply to 
any Unsupported Service.  

 
IP Addresses 

Any IP addresses provided to Client by BAE during the term of this SoS are managed by BAE and BAE will retain 
these IP addresses after termination of this SoS, meaning that they may not be transferred or utilized by Client 
after termination of this SoS. 

 
Hosting Services 

You agree that you are responsible for the actions and behaviors of your users of the Services. In addition, you 
agree that neither Client, nor any of your employees or designated representatives, will use the Services in a 
manner that violates the laws, regulations, ordinances, or other such requirements of any jurisdiction.  

 
In addition, Client agrees that neither it, nor any of its employees or designated representatives, will: transmit any 
unsolicited commercial or bulk email, will not engage in any activity known or considered to be "spamming" and 
carry out any "denial of service" attacks on any other website or Internet service; infringe on any copyright, 
trademark, patent, trade secret, or other proprietary rights of any third party; collect, attempt to collect, publicize, 
or otherwise disclose personally identifiable information of any person or entity without their express consent 
(which may be through the person or entity's registration and/or subscription to Client’s services, in which case 
Client must provide a privacy policy which discloses any and all uses of information that you collect) or as 
otherwise required by law; or, undertake any action which is harmful or potentially harmful to BAE or its 
infrastructure. 

 
Client is solely responsible for ensuring that its login information is utilized only by Client and Client’s authorized 
users and agents. Client’s responsibility includes ensuring the secrecy and strength of user identifications and 
passwords. BAE shall have no liability resulting from the unauthorized use of Client’s login information. If login 
information is lost, stolen, or used by unauthorized parties or if Client believes that any hosted applications or 
hosted data has been accessed by unauthorized parties, it is Client’s responsibility to notify BAE immediately to 
request the login information be reset or unauthorized access otherwise be prevented. BAE will use commercially 
reasonable efforts to implement such requests as soon as practicable after receipt of notice. 

 
Licenses 

If we are required to re-install or replicate any software provided by you as part of the Services, then it is your 
responsibility to verify that all such software is properly licensed. We reserve the right, but not the obligation, to 
require proof of licensing before installing, re-installing, or replicating software into the managed environment. 
The cost of acquiring licenses is not included in the scope of this SoS unless otherwise expressly stated herein. 
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 Approved for 
the Agenda of:  

 10/8/2024 Motion No.  

 

9.I. 
 

 

Parks & Recreation  

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: Kim Sower, Director 

DATE: September 17, 2024 

RE: REMOVED AT MEETING Parks & Recreation Director Sower - Canfield Center Marquee 
Sign - Change Order #1 

 
 
I am requesting that this Honorable City Council approve this Change Order for the Central Park 
Marquee in the amount of $6,250.00 for the conduit needed for the electrical wires for the Marquee 
Sign.  Also, approve the Mayor and Clerk to sign it and the City Clerk and Treasurer to pay for the 
project from the 2024-2025 Parks & Recreation Budget. 
  
 
Attachments: 
1. CHANGE ORDER_CANFIELD CENTER 
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CHANGE ORDER #___1_______

 TO CONTRACTOR AGREEMENT


PROJECT ADDRESS 

CANFIELD COMMUNITY CENTER


____________________________________


1.  Contract amount	 	 	 	 	 	 	 $___63,075.00_____


2.  Description of additional work


	 Fount the existing underground conduit leading to the existing sign is extremely 
small and will not fit the required gauge (220V, 60A) wiring required for the digital sign.


We will have to do an entirely new underground conduit for this. This will include 310 
feet of 1.25” schedule 40 PVC electrical conduit that will be directionally bored 
underground, to keep the landscape clean and tidy.


We will be able to use the existing conduit to run the ethernet cable from the digital sign 
to the building. 


3.  Increase /Decrease	 	 	 	 	 	 	 $____6,250.00______

	 	         

4.  Change to Contract	 	 	 	 	 	 	  $____69,325.00_____


5.  AMENDED CONTRACT / CONTRACTOR PAYMENT AMOUNT                              $____69,325________	

Received and approved by:


__________Alex Mokahal_behalf of The Led Lion, Inc._______________8/7/24___________

CONTRACTOR 	 	 	 	 	 	 	 	 DATE

_____________________________________________________________________________________

REHAB SPECIALIST	 	 	 	 	                                    DATE


_____________________________________________________________________________________

CONSTRUCTION COORDINATOR	 	 	 	 	 	 DATE


_____________________________________________________________________________________

PROGRAM DIRECTOR	 	 	 	 	 	            DATE
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-462 

 

9.J. 
 

 

Police Department  

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: Kevin Swope, Police Chief 

DATE: September 17, 2024 

RE: Police Chief Swope - Purchase & Payment - Flock Safety Cameras 
 
Honorable Mayor Bazzi 
Honorable City Council Members, 
 
I am  requesting Council approval for the payment for the following: 
 
Twenty (20) additional Flock Cameras (motion 24-333) 
I am requesting a motion to authorize the Mayor and the comptroller to sign the warrant and expend 
this payment in the amount of $136,600.00, to be paid out of the forfeiture account #265-330-
831.265, and authorize the treasurer to pay from the account. 
 
Respectfully, 
 
Kevin Swope 
Chief of Police 
 
Attachments: 
1. Flock Safety intro and information 
2. FLock Safety motion 24-333 
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 Approved for 
the Agenda of: 

REFERED 
BACK 

 10/8/2024 
Motion No. 
24-463 

 

9.K. 
 

 

Police Department  

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: Kevin Swope, Police Chief 

DATE: September 30, 2024 

RE: Police Chief Swope - Patrol Budget Amendment 
 
Honorable Mayor Bill Bazzi 
 Honorable Council Chair Baydoun 
 Honorable Council Members 
 
I am requesting Council approval to amend the police department salaries and fringe benefits 
accounts to allow for the hiring of ten (10) additional police officers by: 
 

1.  Adjusting the 2024-2025 patrol officer budgetary staffing maximum from 45 employees to 55 
employees. 

2.  Amending the police salaries budget (101-300-706.000) by transferring $705,000.00 into the 
account which will fund the ten (10) additional patrol officer positions. 

3. Amending the police department fringe benefit account (100-300-726.000) by transferring 
$699,300.30 into the account to cover the fringe benefits for the additional patrol officers. 

 
This amended budget will allow the police department to hire ten (10) additional patrol officers, which 
will enhance the safety of Dearborn Heights.  Officer safety and wellness will be positively affected 
upon hiring te additional sworn staff.  Additionally, ten (10) additional officers will allow for the 
placement of patrol officers into positions such as full-time traffic enforcement and community 
policing. 
 
Please authorize the comptroller to amend the budget general ledger accounts accordingly. 
 
Respectfully, 
 
 
Kevin Swope 
Chief of Police 
 
Attachments: 
None 
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 Approved for 
the Agenda of: APPROVED 

 10/8/2024 
Motion No. 
24-464 

 

9.L. 
 

 

Police Department  

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: Kevin Swope, Police Chief 

DATE:  

RE: Police Chief Swope - Dispatch Budget Amendment Request 
 
October 2, 2024 
 
Honorable Mayor Bazzi, Council Chair Baydoun and Council members: 
 
I am requesting council approval to amend the police department's overtime and salary accounts with 
the following: 
1.  Adjust the 2024-2025 dispatcher maximum from 9.5 employees to 10.5 employees. 
2.  Amend the police overtime budget (101-300-709.000) by transferring $39,977.60 from police 
overtime to police department salaries (101-300-706.000) to fund the additional dispatcher salary. 
 
This budget amendment will allow the police department to hire the final candidate on the dispatch 
hiring list.  A new hiring process for dispatch will begin, so a list can be established.  The current 
agreement with the Dearborn Heights Communications Officers Association mandates a minimum 
staffing level and this level has not been met.  Additional dispatch hires will enhance public safety in 
the city. 
 
Please authorize the comptroller to amend the budget general ledger accounts accordingly. 
 
Respectfully, 
 
Kevin Swope 
Chief of Police 
 
Attachments: 
None 
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 Approved for 
the Agenda of: 

APPROVED 
with 

Amendment 
 10/8/2024 

Motion No. 
24-465 

 

11.A. 

 

 

Mayor's Office  

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: Ali Dib, City Engineer 
Mariana Hernandez, Chief of Staff 

DATE: October 1, 2024 

RE: Chief Hernandez & City Engineer Dib - CDBG - DR Infrastructure Resiliency Planning 
Resolution 

 
Council Chair and Council Members,  
 
Please authorize the attached motion for our CDBG-DR Application:  
 
Motion by Council___ ___________, seconded by Council______  _____ to adopt the resolution 
authorizing entering agreements for a Community Development Block Grant Disaster Recovery 
(CDBG-DR) Planning Grant with the Michigan Economic Development Corporation for Infrastructure 
Resiliency Planning. In addition, designate Chief of Staff Hernandez as the Environmental Review 
Certifying Officer, the person authorized to certify the Michigan CDBG-DR Application, the person 
authorized to sign the Grant Agreement and payment requests, and the person authorized to execute 
any additional documents required to carry out and complete the grant. 
 
Attachments: 
None 
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 Approved for 
the Agenda of: 

APPROVED 
with 

Amendment 
 10/8/2024 

Motion No. 
24-466 

 

11.B. 

 

 

Mayor's Office  

 
TO: Honorable Mayor Bill Bazzi 

 
Honorable City Council Members 

FROM: Ali Dib, City Engineer 
Mariana Hernandez, Chief of Staff 

DATE: October 1, 2024 

RE: Chief Hernandez & City Engineer Dib - CDBG-DR Comprehensive Master Plan Resolution 
 
Council Chair and Council Members,  
Please authorize the attached motion for our CDBG-DR Application:  
 
Motion by Council___ ___________, seconded by Council______  _____ to adopt the resolution 
authorizing entering agreements for a Community Development Block Grant Disaster Recovery 
(CDBG-DR) Planning Grant with the Michigan Economic Development Corporation for a 
Comprehensive Master Plan. In addition, designate Chief of Staff Hernandez as the Environmental 
Review Certifying Officer, the person authorized to certify the Michigan CDBG-DR Application, the 
person authorized to sign the Grant Agreement and payment requests, and the person authorized to 
execute any additional documents required to carry out and complete the grant. 
 
Attachments: 
None 
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